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Abstract 
 

Online social networks (OSN) such as Facebook and 

Instagram have dramatically changed the way people 

operate. It however raises specific privacy concerns due 

to their inherent handling of personal data. The paper 

highlights the privacy concerns associated with OSN, 

strategies to protect the users’ privacy, and finally the 
overall effect of privacy policies on information sharing 

behavior on OSN. In a systematic review, we examined 

51 full papers that explore privacy concerns in OSN, 

strategies to protect users’ privacy, and the effects of 

privacy policies on the users’ information sharing 

behavior. The overall findings disclosed that users are 

concerned about their identity being stolen, and how 

third-party applications use their information. However, 

privacy policies do not have a direct impact on the 

information sharing behavior of OSN users. The findings 

help researchers and practitioners better understand the 

impact of privacy concerns on users' information sharing 
behavior on OSN. 

 

Keywords – Privacy Concerns; Privacy Policies; 

Online Social Networks; Information Sharing; User 

Behavior.  

 

1. Introduction 

Online Social Networks (OSN) such as Facebook, 

Instagram, Twitter, and LinkedIn all play an important 

role in the lives of many daily. Boyd & Ellison [17] 
defined an OSN as a web-based service that allows 

individuals to (1) construct a public or semi-public 

profile within a bounded system, (2) articulate a list of 

other users with whom they share a connection, and (3) 

view and traverse their list of connections and those made 

by others within the system.  

Beyond the usual vulnerabilities that threaten any 

distributed application over the Internet, online social 

networks raise specific privacy concerns due to their 

inherent handling of personal data [1]. Social network 

penetration worldwide is ever-increasing. In 2021, it is 

                                                
1  https://www.statista.com/statistics/278414/number-of-

worldwide-social-network-users 

projected that there will be about 3.02 billion social 
media users1. This expansion will have a direct impact on 

the privacy and trust exhibited by users of these systems. 

According to [2] the importance of social media not 

only lies in its role as a new kind of entertainment, but 

also in its role as a new information sharing and 

dissemination platform. It was further postulated that 

there is a plethora of challenges associated with the 

information sharing process, as on one hand, when 

people freely share personal information on for example 

Facebook, information privacy and data security emerge 

as a major concern for individual users. Therefore, more 

innovative and effective privacy policies and data 
protection mechanisms are needed to protect individuals’ 

personal or public information shared in OSN platforms. 

Despite significant privacy concerns, OSN users 

continue to disclose private information online. This 

behavior is described by [3] and [4] as the privacy 

paradox, in which despite expressing concerns about 

online privacy, people do very little to protect 

themselves.  

This privacy-compromising approach eventually 

results in a dichotomy between privacy attitude and 

actual behavior [5]. Other researchers have discovered a 
contradiction between privacy concerns users express 

and their disclosure of personal information on OSNs [6, 

7, 8].  Furthermore, while an intention to limit data 

disclosure exists, actual disclosure often significantly 

exceeds intention [9]. Varian intimated that the notion of 

privacy calculus considers the value placed on certain 

pieces of personal information which are relinquished in 

exchange for promotional items, while other information 

which are considered more valuable are retained and 

protected [10].  

In this research paper, we perform a systematic 

literature review to investigate the effect of privacy 
policies on information sharing behavior of OSN users. 

This systematic literature review seeks to explore, and 

present varying privacy concerns associated with OSN to 

identify areas of focus and highlight areas deserving of 

additional attention. In addition, the review seeks to 

explore the effects of these policies on the information 
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sharing behavior of these users. Table 1 lists the research 

questions. 

The succeeding section provides a background while 

section 3 describes the research methodology. Section 4 

presents the results. Section 5 provides a discussion of 
findings and implications for future research, while 

Section 6 concludes this research.  

 

 

 

Table 1. Research Questions and Explanation. 

 
# Research Questions Explanation 

RQ1 What are the privacy 
concerns associated 
with OSN users? 

The intent of this question 
is to uncover the varying 
privacy concerns as 

expressed by users of OSN 
through a comprehensive 
literature review. 

RQ2 What are some 
strategies based on 
the literature to 
protect users’ 
privacy? 

This question aims to 
determine different 
strategies which are either 
used or recommended to 
address the concerns from 

R1. 

RQ3 What are the effects 
of privacy policies 
on users’ behavior to 
information sharing? 

This question seeks to 
understand how OSN 
users’ information sharing 
behavior are affected by 
different privacy policies.  

 

2. Background and Motivation 
 

It was posited by [11] that a systematic literature 

review may be done for a variety of reasons, such as 

providing a theoretical background for subsequent 
research or answering practical questions by perusing 

existing research to gain insight on the matter under 

investigation. The advantage of this review is that, areas 

which have been covered along with proposed tools are 

discovered and can be used to shape future research. 

Additionally, this systematic literature review study 

provides an overall review for users in regard to privacy 

concerns in OSN, associated tools and strategies to 

minimize these concerns, in addition to the effects of 

privacy policies on information sharing behavior of OSN 

users. These users must understand the associated risks 

and solutions, while researchers need to know what 
further issues need to be investigated. 

 

2.1 Privacy Definition 
 

Bünnig and Cap [12] describe privacy as protecting 

personal information from being misused by malicious 

entities and allowing certain authorised entities to access 

that personal information by making it visible to them. 

While, Ni et al. [13] define privacy as a set of policies 
that force the system to protect private information.  

2.1 Privacy Classifications 
 

A distinction is made between two types of privacy 

by [14] which includes protecting users from exceedingly 

powerful Social Network Sites (SNS), and from other 

SNS users. Figure 2 summarizes the symbiotic 

relationships that exist between the users and service 

providers, and their implications on privacy. The authors 

posit that the service providers’ goal is to sell services 

based on the personal data of their users, while users are 

concerned about the disclosure of personal data to these 

service providers. However, the users rely on the 

functionality of the service provider to manage their 

social identities. In other words, they are dependent on 
the functions available to control the visibility of shared 

items to protect their privacy from other users. 

 
 

Figure 2. Relation between SNS stakeholders, their 

goals, and core concepts [14] 

 

3. Research Methodology  

A systematic literature review methodology [15] 

was incorporated to ascertain peer reviewed articles from 

electronic databases which presented artifacts that 

examined the privacy concerns associated with OSN 

users, and the effects of privacy policies on the users’ 

information sharing behavior. A systematic review 

attempts to collate all empirical evidence that fits pre-

specified eligibility criteria to answer a specific research 
question. It uses explicit, systematic methods that are 

selected with a view to minimizing bias, thus providing 

reliable findings from which conclusions can be drawn 

and decisions made [16]. Figure 3 provides details on the 

research process adopted in this study. The primary 

studies were examined from the designated databases, 

which are presented in the next section. The studies were 

recognized by applying inclusion and exclusion criteria. 

The data extraction was accomplished, and synthesis 

done. Finally, findings are provided to address research 

questions. 
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3.1. Search Strategy 

 
Search query. We used different combinations of 

search strings [“privacy concerns” AND “privacy 

policies” AND “information sharing” AND (“online 

social networks” OR OSN OR social media OR social 
networking sites OR SNS)] to find the primary studies. 

The search was performed using these queries, after 

which, a comparison was made on the initial results. The 

string combination that brought relevant and maximum 

results was utilized. Search strings that included 

behavioral pattern did not result in ample results as many 

of the papers did not mention the word behavior. 

 

Time Period. The time period selected for this 

research was from 2006 to 2018. This period was selected 

as most of the work that deals with OSN occurred after 
2005, as verified from the databases searched. 

 

Selection of the Electronic Databases. To find 

primary studies, five databases were selected that 

include: ACM Digital Library, IEEExplore, AIS, Web of 

Science and ABI/Inform. These databases were selected 

because they are reliable and the studies published are 

peer reviewed, which provides a quality check of primary 

studies.  In addition, they represent some of the leading 

search platforms used by Information Systems 

researchers, as such all results that appeared in these 

databases were considered. 
 

Selection of Primary Studies. The studies were 

selected according to the inclusion and exclusion criteria 

outlined in Table 2. 

 

Table 2. Inclusion and Exclusion Conditions Used. 

 
Criteria Conditions 

Inclusion Search strings should appear in title or 
abstract of the paper 
The language of the paper must be English 

The paper should discuss the behavior of 
OSN users towards their privacy 
Full-Text Papers 
 

Exclusion Poster presentations, books, conference 
panels and summaries, and research in 
progress papers. 
Papers published on unrelated topics such 

as crime, politics etc. 
 

 

4. Results 
 

The search was conducted on the selected databases 

by using the final search string on titles and abstracts of 

primary studies. The results obtained from each database 

are shown in Table 3. 

 

Table 3. Numbers of papers found from primary sources 

 
Database # of 

Papers 

Found 

Studies 

Selected 

Studies 

Included 

ACM Digital Library 152 37 14 

IEEExplore 81 21 2 

AIS 114 28 12 

Web of Science 228 52 11 

ABI/Inform 221 41 12 

Total 796 179 51 

 

The selection of primary studies was carried out by the 

following four distinct steps presented in Figure 3. 

 

 
Figure 3. Flow of information through the different 

phases of a systematic review. 

 

Step 1: Identification: We identified 796 studies 

that contained search string in their titles or abstracts. The 

criteria that the search string must appear in the title or 

abstract was followed strictly. 

 

Step 2: Screening: The papers identified in the first 

phase were screened to remove duplications that 

excluded 97 studies. The exclusion criterion was applied 

on 796 papers that reduced the total count to 699 papers. 
At this point, we excluded papers that came under the 

category of extended abstracts, keynotes, and papers in 

other languages, such as Spanish and French. 

 

Step 3: Eligibility: In this phase, the titles and 

abstracts of 699 papers were analysed to determine their 

relevance that made us exclude 520 papers. A total count 

of 179 studies comprises the final phase. 

 

Step 4: Inclusion: We examine the full text of 179 

studies to identify papers related to user behavior and 

privacy concerns in OSN. By applying the inclusion 
criteria, 51 papers were selected for full-text scanning. 

Overall an analysis was done to unearth patterns to 

identify gaps and make recommendations for future 

research.  
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The results of the systematic literature review are 

presented below for each research question. 

 

4.1. RQ1: What are the privacy concerns 

associated with OSN users?  
 

Social networks can be described as web 

applications that allow users to create their semi-public 

profile [17], i.e., a profile that some information is public, 

and some is private, interact with friends, and build an 

online community. The increased popularity and use of 
OSNs have changed many individuals’ lives in terms of 

how they work, form, and build social relations. This 

increase use has presented several concerns, paramount 

of which is that of privacy.  

The concept of privacy is not new, but with the 

pervasiveness of OSN, the main privacy concerns 

revealed in the literature are shown in Figure 4. Privacy 

is of vital significance in OSNs, since the illegal 

revelation and improper use of users’ private information 

can cause undesirable effects in people’s lives. OSNs can 

capture, store, aggregate, redistribute, and use the 

personal data of individuals. According to [18] the 
problem is that the owner of this information is often 

unaware of, or at least unconnected to, its storage and 

utilization, and that such ubiquitous data collection is 

harmful to personal privacy.  

 

 
 

Figure 4. Main privacy concerns associated with OSN 

users 

 

Privacy can be viewed from the standpoint of 

control. Whether it is control over personal data, the 

choice to disclose data, the physical presence of others, 

the number of others present in disclosure, or choosing 

which person to discuss and share issues with. Therefore, 

control is central to maintaining privacy. One of the 

privacy issues in social networks is the abuse and the 

leakage of profile and personal information of the users 
[19]. For example, [20] examined thirteen (13) online 

Social Network Sites, and it was discovered that each site 

leaked private information to tracking sites and to some 

third-party applications. Several studies [6, 21, 22] argue 

that users place themselves at greater risk for cyber 

stalking, identity theft, and surveillance when they 

disclose personal information on OSN.  It was further 
opined by Zhang and his colleagues [23], that of import, 

is the need to have unauthorized entities detached from 

multiple private data files, as this may cause leak of 

useful information.  

Another issue related to privacy is because many 

OSN provide an Application Programming Interface 

(API) for third-party developers to create applications 

that can be used on their platform. These third-party 

applications can track social network users’ activities or 

allow advertisement partners to access and collect social 

network users’ data for commercial and advertising 
purposes [24].  Prior work has reported that even though 

third-party applications are widely used for 

nonthreatening purposes, they are oftentimes exploited 

by attackers to compromise many accounts for 

despicable purposes such as propagating spam and 

malware on OSNs [25, 26, 27, 28]. 

Information sensitivity and their disclosure also 

represent a major concern for OSN users [29, 30, 31]. The 

level of privacy concern depends on the type of requested 

information [32]. Studies have shown that users show 

more concern regarding requests for information 

concerning medical records, social security numbers and 
questions about media habits compared with less 

sensitive information [33]. Yang and Wang postulated 

that when the sensitivity level of requested information is 

high, users’ privacy concerns and behavioral intentions 

are impacted [32]. 

Furthermore, users are generally concerned about 

their privacy with the prevalence of identity theft [29, 34, 

35], which is the most reported concern from OSN users. 

Identity theft is a type of attack on OSNs in which the 

adversary attempts to collect personal information of 

OSN users so that he can impersonate the victim of the 
attack [36].  It was further explained by [36] that this type 

of attack to OSNs may originate from both inside and 

outside the network.  

 

4.2. RQ2: What are some strategies based on 

literature to protect users’ privacy? 
 

Privacy protection strategies (Figure 5) are the 

techniques with which individuals safeguard their 

information and mitigate potential privacy breaches.  

There have been several studies done to better 

understand what strategies can be employed by OSN 

users to safeguard their information privacy.  Some 

researchers have examined technologies such as 

anonymizers, URLs blocker, and web cookie managers 

[37] and their impact on protecting OSN users’ privacy. 

Another strategy that has been used by OSNs providers 

is that of privacy setting function such as coarse-grained 

Privacy 
Concerns

Data 
Ownership 

Identity 
Theft

Information 
Sensitity

Accessibiliy

Data Leakage 

3rd Party 
Applications
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access control [38]. In addition, mechanisms to facilitate 

robust authentication and encryption as also widely used 

[39]. It was presented by [40] that in some instance 

aspects of the users’ profile can be encrypted using public 

key cryptography. Also, cryptography has been used to 
also protect users’ information from the inquisitive eyes 

of the service providers [40, 41, 42, 43]. From the users’ 

standpoint, [44] found that the most common strategy 

mentioned was that of firewalls and antivirus software.  

 

 
 

Figure 5. Strategies used to protect privacy of OSN 

users. 

 

It was further shown that some users sought to limit 

the amount of information shared, and in other instances 

using the privacy settings provided by the OSN 

providers. Other users take more drastic measures such 

as frequent deactivation of accounts or constantly 

deleting comments which have already been read or use 

coded languages so that only a portion of one’s network 

understands the messages [45, 46]. It was further opined 
by [47] that some users maintain more than one profiles 

on a single site to manage boundaries in their lives, while 

others create profiles that are not completely concealed, 

but difficult to locate. Overall, the strategies employed by 

OSN users may include filtering, ignoring, using 

pseudonym for blocking purposes, or withdrawal [48]. 

 

4.3. RQ3: What are the effects of privacy policies 

on user’s behavior to information sharing? 
 

As enunciated by [49] privacy policies which are 

stated by the service provider are intended to convey to 

the users, information on how their personal data will be 

protected. Information sharing is of paramount 

importance for many individuals who decide to join 

OSNs. It has been of great interest to researchers who 

have been studying the effects of privacy policies on 

user’s behavior to information sharing. It was postulated 

by [50] that users will express very strong concerns about 

privacy of their personal information but be less than 

vigilant about safeguarding it. According to [51], OSN 

information sharing behavior has two dimensions: The 

first dimension is sharing regularity which is related to 
the frequency of the information sharing behavior. The 

second dimension is sharing density which is related to 

the level of online private information revelation. Four 

classifications of user behavior in ONS which are 

depicted in Figure 6 were presented by [52]. These 

include social investigation, social affiliation, and 

frequency of use, and information control which is 

provided through privacy interface features. In a 

longitudinal study by [53] it was revealed that higher 

OSN usage led to more self-disclosure. 

 

 
Figure 6. Classification of User Behavior in OSNs. 

 

Moreover, several studies find support for a 
dichotomy between stated privacy concerns and the 

actual behavioral response [5, 6, 47]. It was [35] who 

showed that generally speaking, users will reduce the 

amount of information disclosed in response to their 

privacy concerns. According to an interesting finding by 

[54], when releasing personal information, the users tend 

to use an all-or-nothing approach, this means their 

personal information either is restricted to “only friend” 

or remains completely open to the public. Social 

influence and online trust increased online self-disclosure 

whilst privacy risk belief decreased self-disclosure [55]. 
Other research studies on OSN have identified that user 

perceptions of self-anonymity lower individuals’ 

privacy concerns which, in turn, affects self-

disclosure [56]. It is apparent that when OSN users are 

knowledgeable about the use of their personal 

information, they are more likely to disclose personal 

information.  

 

5. Discussions 
 

In this section we discuss the results of the three 

stated research questions.  

 

5.1 Privacy Concerns 
 

For RQ1, the review identified different privacy 
concerns associated with OSN users. The most popular 
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concerns were that of identity theft and the users not 

knowing what third-party applications are doing with 

their information. The major concerns outlined were 

found to be consistent across the different sources. It was 

apparent that OSN users are generally more perturbed 
about their identity being stolen compared to the fear of 

what third-party applications are doing with their data. 

There was no one study that examined whether these 

concerns exist across age groups. It was very interesting 

that users’ privacy concerns and behavioral intentions are 

impacted greatly, especially when the sensitivity level of 

the information being requested in high. 

 

5.2 Privacy Preserving Strategies 

 
In terms of RQ2, several strategies have been 

employed both at the system providers’ level and the user 

level to protect users’ privacy. One of the main 

approaches used at the providers’ level is that of robust 

encryption and authentication. This is normally 

supplemented by associated privacy settings. In the 

context of the users, outside of adjusting the provided 

privacy settings manager, many opt to minimize the 
information shared on these platforms to protect their 

privacy. Even though users are most times aware of the 

associated privacy settings on these OSNs, they do not 

review them or are reluctant to modify them to suit their 

needs.  
 

5.3 Effects of Privacy Policies on Users’ Behavior 

 

RQ3 examined the effects of privacy policies on 
user’s behavior to information sharing. It was obvious 

that when users are conversant with the privacy policies 

and especially how their information will be shared, the 

disclosure of personal information was more likely. 

However, while behavior cannot be measured directly, 

activities performed by OSN users can certainly 

determine users’ behavior in terms of their information 

sharing habits. Therefore, based on our findings, privacy 

policies do not have a direct impact on the information 

sharing behavior of OSN users. In addition, users 

generally do not read these sometimes-laborious policies, 
and this ignorance impact their behavior on OSN. The 

findings show the major issue related to the privacy 

paradox, whereby users even though are concerned about 

their privacy do nothing to address those concerns. 

Several studies highlighted this paradoxical behavior 

amongst OSN users.   

 

5.4 Internal/External Validity 
 

Internal validity is generally considered a main 

threat in a systematic literature review, as it is a form of 

secondary study, which does not involve human 

participation. To militate against this internal validity, all 

studies that contained the search strings were considered; 

for optimum search coverage, five main databases were 

used, with cross referencing done on Google Scholar. 

Furthermore, Construct validity could also have been an 

issue, but by following the well-established guidelines 

provided by [5] this threat was mitigated. 
 

6. Conclusion 
 

The purpose of this study was to conduct a 

systematic literature review to explore the effects of 

privacy policies on the information sharing behavior of 
OSN users. OSNs play an important role in the lives of 

many daily; with it comes specific privacy concerns due 

primarily to the inherent way in which personal data are 

handled. Due to the plethora of privacy concerns, several 

strategies such as anonymizers, privacy setting managers, 

authentication, encryption and minimal information 

sharing have been implemented or employed to militate 

against these concerns. Privacy policies do not have a 

direct effect on the information sharing behavior of OSN 

users. The study contributes to extant knowledge by 

systematically analysing evidence from literature and 

providing a view on the privacy concerns, strategies, and 
effects of these policies on OSN users’ information 

sharing behavior. The research community may build on 

the results of this study to investigate other factors 

relating to privacy concerns such as age, gender, and 

culture. The findings may offer OSN providers a fulsome 

understanding of how privacy concern among users can 

affect usage of these OSN. Also, the review may help 

practitioners in suggesting further privacy preserving 

improvements to OSN providers. In addition, this study 

can help academic institutions and other organizations to 

better understand and educate their stakeholders on how 
to minimize and alleviate varying privacy concerns 

within their context.  

 

7. Future Works 

 
There are several areas about privacy concern and 

the effects of privacy policies on users’ behavior that 

warrant further investigation. First, studies can be 

advanced in seeking to answer the question of how 

privacy-preserving applications be used by OSN users. 

Second, an examination on how online purchase decision 

of users can be used as a measure of their privacy 

protection behavior. Third, understanding users’ attitude 

toward privacy and the contributing factors that motivate 
them to share information on these OSN platforms must 

be further examined. Four, an exploration of the role of 

behavioral change and its potential to understand and 

devise mechanisms to address the privacy paradox might 

prove important. Five, this study presented several 

privacy preserving strategies. However, a good starting 

point for discussion and further research would be to 

examine the correlation between different strategies and 
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the general privacy concerns exhibited by users. Sixth, 

this study can be expanded to include a quantitative 

literature review on privacy concerns using meta-

analysis. Finally, longitudinal studies can be done to 

examine the individual user’s privacy concern over time. 
This may offer valuable understandings into the dynamic 

nature of privacy concern and the effects of privacy 

policies on the users’ behavior. 
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