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CHAPTERl 

INTRODUCTION 

Background of the Problem 

IoT (Internet of Things) devices are becoming more and more prevalent in everyday 

life. Estimates show that there will be almost 31 billion IoT devices online by 2020 

(Statista.com, 2018). The use cases for IoT devices are extensive and consist of anything 

from critical healthcare devices to TV DVRs (digital video recorders) (Abera et al., 2016; 

Habibi, Midi, Mudgerikar, & Bertino, 2017). These devices differ from a traditional network 

of computers based on how a user interacts with them. Depending on the use case of the 

device, once it is set up, there is very little interaction from the user (Williams, McMahon, 

Samtani, Patton, & Chen, 2017). Unfortunately, security has not been a top priority for IoT 

device manufacturers. A recent study from HP assessed vulnerabilities in the most popular 

IoT devices and found, on average, each device contained 25 vulnerabilities ("HP News - HP 

Study Reveals 70 Percent of Internet of Things Devices Vulnerable to Attack," 2014). Given 

the vast amount of vulnerabilities, it is clear that security is not a top priority when IoT 

devices are designed. This make them easy targets fur botnets and other malicious activity. 

Careless program design creates IoT threats (Z. K. Zhang et al., 2014), as well as not 

following traditional security recommendations such as changing the default password on a 

device. The Open Web Application Security Project (OWASP) compiled the top 10 

vulnerabilities for 2018 in their Internet of Things Project, as shown in Table 1 below. 

Table 1. OW ASP Top 10 IoT Vulnerabilities (OW ASP, 2018). 
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