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ABSTRACT

Information security threat is one of the significant challenges organizations must deal
with, and one component of that challenge is information security policy compliance. Data
breaches sometimes happen because employees do not adhere to information security policies.
The purpose of the exploratory study was to determine if power distance had a role in
information security policy compliance; power distance is the understanding that power
distribution is unequal. The research required survey data collected from a high-power distance
index country, Nigeria. The Nigerian working class was the population sample; a model was
developed based on compliance, descriptive norms, moral beliefs, normative beliefs, power
distance, self-efficacy, sanctions as the independent variables, and intent to comply as the
dependent variable. General deterrence theory, protection motivation theory, rational choice
theory, theory of reasoned action, and theory of planned behavior were the applicable theories.
The analysis was performed using Partial least squares-structural equation modeling, and the
preferred software was SmartPLS version 3.3.3. The significance of power distance playing a
role in information security compliance would mean that organizations could cultivate the idea
of using employees with the cultural characteristic as influencers and could incorporate power
distance into the training program. The results showed that power distance was significant in

information security policy compliance.
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CHAPTER 1

INTRODUCTION

The year 2018 witnessed incredible technological innovation (Expert Panel,
2019; Winick et al., 2018), and most organizations have boarded the new technological train.
Unfortunately, the increase in technology also inspired new cybercrimes as cybercriminals
invented new ways to compromise the latest technologies; according to Deloitte (2019), more
data breaches occurred in the same year. The report cites the Facebook data breach scandal
and the acquisition by Cambridge Analytica of about 87 million Facebook users’ information
without authorization. Nigerian businesses were not exempt as they were subject to some of
the same waves of criminal acts, including the well-known Nigerian scams (Deloitte, 2019).
Due to the increase in digital crime worldwide, a Nigerian agency, National Information
Technology Development Agency (NITDA), was mandated to chart a country's data security
policy. The agency's ultimate goal is to foster international cooperation to enforce legislation
that protects personal data ((NITDA, 2019).

Information security is one of the most significant challenges faced by
organizations today, and information security policy (ISP) is one of the tools employed to
mitigate the problem. Employees’ violations of ISP are serious concerns (D’Arcy, Hovav, &
Galletta, 2009; Kim, Yang, & Park, 2014; Vance & Siponen, 2012). In 2,216 confirmed
breaches by Verizon 2018 investigation report, 28% involved internal actors, and partners are
responsible for 2% (Verizon Business, 2018). Further analysis of the top 20 action varieties
in 1,799 confirmed breaches produced the following results: Social engineering — 350,
misuse — 256, and human error — 312 (Verizon Business, 2018). In 255 confirmed breaches,
the following internal actors are involved in order: System admin (72), end-users (62), other
(62), doctor or nurse (32), developer (15), manager (9), executive (8), cashier (6), finance (6)
and human resources (5), (Verizon Business, 2018). Without human cooperation, ISP has no
chance of successfully protecting organizations’ information (Doherty & Fulford, 2005;
Pahnila, Siponen, & Mahmood, 2007b).

The early research on factors that positively affect employees’ behaviors toward

ISP compliance was based on sanctions and fear appeals (Bulgurcu, Cavusoglu, & Benbasat,



2010; Herath & Rao, 2009a). Recent ISP research focuses on employees’ behavior, linking
information protection to what employees do or do not do, as Da Veiga and Eloff (2010)
argued. Pahnila et al. (2007) provide empirical data on factors that explain employees’
adherence to information security policies: normative beliefs, threat appraisal, self-efficacy,
visibility, sanctions, rewards, and response efficacy. Password sharing, not following correct
procedures by taking shortcuts, visiting wrong websites, and downloading potentially harmful
materials from the internet (Alfawaz, Nelson, & Mohannak, 2010), are behaviors that expose
organizations’ data to external compromise. Some employees excuse their ISP violations by
saying everybody does it and that it is their first time, basically making excuses to justify their
actions (Kim et al., 2014). Sommestad, Hallberg, Lundholm, and Bengtsson (2014) conducted
extensive reviews of research on factors that influence ISP compliance; out of over 60
variables reviewed, there was no clear front runner; each concentration was on a small part of
human behavior.

Definition of Terms

Information security: “Information security is the prevention of, and recovery
from, unauthorized or undesirable destruction, modification, disclosure, or use of information
and information resources, whether accidental or intentional  (Peltier, 2004), and successful
security depends on several factors one of which is a well written and disseminated
information security policy (ISP).

Information security policy: Lowry and Moody (2015) define information
security policies as “a set of formalized procedures, guidelines, roles, and responsibilities to
which employees are required to adhere to safeguard and use the information and technology
resources of their organizations properly.

Culture: Hofstede, Jan Hofstede, and Minkov (2010, p. 6) define culture as
“the collective programming of the mind that distinguishes the members of one group or
category of people from others. ”

Sanctions: These measures discourage employees from violating
organizations’ policy prescriptions (Johnston, Warkentin, McBride, & Carter, 2016).

Moral beliefs: D’Arcy and Herath (2011) define moral beliefs as “the extent to

which one perceives an illicit act to be morally offensive. ”



Benefits of compliance: Bulgurcu et al. (2010) define perceived benefits of
compliance as “the overall assessment of consequences to an employee for complying with
the requirements of the ISP. ”

Self-efficacy: Bandura (1997: p. 3) defines self-efficacy as “beliefs in one’s
capabilities to organize and execute the courses of action required to produce given
attainments. ”

Descriptive norms: The perception that others who are significant are
performing the behavior (Smith & Louis, 2009).

Normative beliefs: The acceptable or expected behaviors in a workplace or
social setting (Rousseau, 1990).

Power distance: The “the extent to which the less powerful members of
institutions and organizations within a country expect and accept that power is distributed
unequally ” (Hofstede et al., 2010: p. 61).

Intention to comply: An “employee’s intention to protect the information and
technology resources of the organization from potential security breaches ” (Bulgurcu et al.,
2010).

Culture in Context

Information security is a global phenomenon. Thus, national culture should be
a part of information security research on how much culture could affect ISP compliance.
Businesses seek worldwide reach, and one way to achieve it is to establish branches in
different countries for quick market access, which requires managing security risks.
Management has to address both national and organizational cultures to be successful and
corporate cultures are easier to manage than national cultures (Hofstede, 1994).
Understanding national culture starts with understanding employees’ backgrounds, which
predicts present and future behavior (Hofstede, 1994). An example of a cultural difference
would be comparing the plight of single women in the United States of America to those in
Nigeria. In the United States women seem to choose when they marry without pressure from
family or society (Goldstein & Kenney, 2001; Moran, 2004). In contrast, the pressure on
single women and single mothers in Nigeria has driven some of them to do the unthinkable,

such as polygamously marrying a man who is already married (Chinwuba, 2015).



Culture affects how people think and behave; its effects are not limited to
marriage but extend to technology and, specifically, information security. Cultures come in
different forms: national, organizational, and workplace cultures (Gefen & Straub, 1997;
Hofstede et al., 2010). Studies from over 50 countries and 20 organizational units point out
the following findings: National culture and organizational culture are similar, but national
culture has more influence on employees than organizational culture. Further, while
organizational cultures changes with each employment, national culture is independent of the
employment environment (Dols & Silvius, 2010; Hofstede, 1994, 2011). Hofstede (2011)
provides a framework for the understanding needed in dimensionalizing national cultures.
National culture as seen through the lenses of Hofstede’s six dimensions are defined in table
1.1

Table 1.1 Definition of Cultural Dimensions

Cultural Dimension Definition Source
Power Distance Index (PDI) Members of organizations accept that power distribution is | Hofstede, 1991,
unequal, and subordinates must obey their superiors' 2011.

instructions. This characteristic is acquired as children,
educated to be obedient to parents, and taught to look up to
teachers as authority figures in high PDI societies. The
opposite is true in a low PDI society where subordinates
can challenge superiors' decisions.

Individualism versus Collectivism Individualist culture has no strong bonds, and each person
(IDV) looks out for him/herself and his/her family. By contrast, a
collective culture is one in which people integrated into a
robust and cohesive group.

Masculinity versus Femininity Men'’s values are different from women’s, and from one

(MAS) culture to another, women’s values vary minimally; men’s
values range maximally, from very assertive to modest and
caring.

Uncertainty Avoidance (UAI) Uncertainty avoidance is defined - “as the extent to which

the members of a culture feel threatened by uncertain or
unknown situations.” - In a high uncertainty avoidance
culture, members set rules and laws to reduce the
possibilities of uncertainty. On the opposite end, low
uncertainty avoidance cultures tend to be more trusting and
make fewer laws.

Long Term versus Short Term Values ascribed to the long term are thrift and

Orientation (LTO) perseverance, and the short-term value is concerned with
tradition, fulfilling social obligations, and protecting one’s
- “face.”

Indulgence versus Restraint (IND) Indulgence culture allows free gratification of human
desires; restraint culture, on the other hand, controls
gratifications and regulates by imposing strict social
norms.




As defined in table 1.1, high power distance translates into respect for elders
and superiors, which leads to employees' acceptance and execution of instructions without
challenge (Hofstede, 1994), which is what an organization wants in an employee. In the age
of technology and failure to protect an organization’s assets, there is a need for employee
loyalty to reverse this trend. Roehling, Roehling, and Moen (2001) argued that commitment
is a challenge for an organization, and the lack of it shows that employees have no vested
interest in the business.

Nigerian Culture

In this research, Hofstede’s PDI is the applicable dimension as Nigeria is one of
the countries with high PDI, as indicated in figure 1.1 below. Six cultural dimension
indicators are representing Nigeria standing in Hofstede's analysis compared to the United
States. The research is based on Nigerian national culture because of its uniqueness compared
to other countries. It is a country with over 300 ethnic groups and 500 tribes, each with its
own unique culture, yet it manages to develop and maintain a national culture of respect for
elders, employers, and superiors (Falola, 2001, p. 139; Lawan & Zanna, 2013). The respect
for authority and rules in Nigerian national culture is the foundation of this research on
behavior favorable to ISP compliance. The high PDI indicates dependence on superiors to
lead and have the employees follow. Power distance, with other psychological and
sociological factors that positively or negatively affect an employee's behavior toward ISP
compliance to compare its effect in a broad perspective considering those well-researched
factors, will be investigated. The following constructs (input variables) are explored in this
research: Sanctions, moral beliefs, benefits of compliance, self-efficacy, descriptive norms,
normative beliefs, and power distance. The data from the six variables will be compared to

the data from power distance to understand its importance.
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Figure 1.1 Hofstede six cultural dimensions- Nigeria/USA Comparison (Hofstede,
2017)

Statement of the Problem

Data breaches resulting from phishing emails are common; they cost businesses
$4.5 billion in 2014 globally, and the conversion rate for email fraud is at 45% (Derouet,
2015). The data breach at Target happened because criminals had access to heating,
ventilation, and air conditioning contractor’s credentials obtained through phishing email
attacks (Krebs, 2014; Olavsrud, 2014). The credentials gave them access to Target through
the corporate intranet (Krebs, 2014; Olavsrud, 2014). The increase in technological
innovation had been exceptional, followed by the rise in information security violations
resulting from human failures as demonstrated in the above statements. Organization
information is related to its business and is well known to its employees and contractors; the
organization uses it to gain a competitive advantage (Peltier, 2004, p. 49).

Early research based on sanctions and fear appeals affect how employees
behaved toward ISP compliance (Bulgurcu et al., 2010; Herath & Rao, 2009a). The present
research focuses on how employees’ behaviors contribute to information protection or
information breaches (Da Veiga & Eloff, 2010). Pahnila et al. (2007) provide empirical

evidence on factors that explain employees’ adherence to information security policies:



normative beliefs, threat appraisal, self-efficacy, visibility, sanctions, rewards, and response
efficacy. Several other researchers have conducted studies that involved other factors which
explained employees’ behaviors toward information protection in response to ISP.
Employees’ behaviors toward ISP have been at the core of all the studies. If National culture
is a way to assess human behavior, it demands investigation to determine the adequate
security measures needed to manage a global organization.

The above brief literature review summary on employees’ behaviors has not
included culture, one of the determinants of human behavior (Gastil, 1961). The role of
power distance (PD), a derivative of culture (Hofstede, 1994; Mathew & Perreault, 2016), in
ISP compliance has not been investigated and this study is designed to accomplish that. This
research is an exploration of how national culture — power distance specifically affects
behavior toward ISP compliance.

The approach to the study is to develops and validates an empirical model
based on testable hypotheses. The model will consist of power distance and other variables as
independent variables, and intention to comply as the dependent variables. The tests to
evaluate and validate the model and hypotheses involve using statistical software based on
partial least squares — structural equation modeling (SEM).

Research Questions and Hypotheses

¢ RQL1 - What effect does power distance have on employees’ behavior toward ISP
compliance intention?

e RQ2 - How significant are the data on power distance?

e RQ3 - How do the data on power distance compare with the data on other constructs
in the survey?

e HI1: Self-efficacy will positively impact employees’ attitudes toward ISP compliance.

e H2: Benefits of compliance will positively impact employees’ attitudes toward ISP
compliance.

e H3: Descriptive norms will positively impact employees’ attitudes toward ISP
compliance.

e H4: Sanctions will positively impact employees’ attitudes toward ISP compliance.

e HS5: Moral beliefs will positively impact employees’ attitudes toward ISP compliance.



e H6: Normative beliefs will positively impact employees’ attitudes toward ISP
compliance.
e H7: High power distance positively impacts employees’ attitudes toward ISP

compliance.

Purpose of the Research

The problem statement points out the gap in the studies done so far in ISP
compliance, and the purpose of this research is to fill that gap. Investigation the role of power
distance in ISP compliance will help employers develop sensitivity to national culture and relate
that to appropriate job assignments and security awareness training.

In addition, this research creates an opportunity for other researchers to study the
role of power distance in information security in different organizations and countries.
Theoretical Background and Constructs Description

These theories apply to this research: Protection Motivation Theory (PMT), Theory of
Reasoned Action (TRA), Theory of Planned Behavior (TPB), General Deterrence Theory
(GDT), and Rational Choice Theory (RCT).

Protection Motivation Theory (PMT): States that fear appeal can motivate
people to comply or learn what is required to comply with directives. The cost of taking the
right action outweighs any benefits derived from the violation. The second point is that the
proper knowledge facilitates compliance in the case of self-efficacy (Herath & Rao, 2009a; B.
A. C. Johnston & Warkentin, 2010; Lee, Lee, & Yoo, 2004; Vance, Siponen, & Pahnila,
2012a).

Theory of Reasoned Action (TRA): Posits that that person’s intentions drive
individual behavior. Behavioral intentions point to how the person feels about their behavior
and those connected to them. The attitude toward the behavior is either positive or negative
about performing the behavior. Finally, the person must weigh whether he/she desires to
accept the consequences of the behavior (Bulgurcu et al., 2010; Fishbein & Ajzen, 1975;

Hale, Householder, & Greene, 2003).

Theory of Planned Behavior (TPB): This theory is related to a person’s
behavioral intention, resulting from a person’s attitude and willingness to take opportunities
(Ajzen, 1991).



General Deterrence Theory (GDT): Posits that violations could be discouraged

by using countermeasures in the form of sanctions proportional to the act (Straub & Weike,

1998).

Rational Choice Theory (RCT): This theory explains that a person chooses

based on his/her moral beliefs and that acts on those beliefs may be wrong or right. It links

choice to preference which indicates that people should behave purposefully according to

their values. Recently the theory has been extended to include a positive spectrum of moral

obligation, doing right instead of wrong (Akers, 1990; Vance & Siponen, 2012b).

Table 1.2 Description of Constructs

employee to do right. The rules guide
a person’s action in choosing between

Construct Description Source and Theory
Sanctions The employee punished in proportion | Bulgurcu et al., 2010; Pahnila et al.,
to the violation of information security | 2007
(1S) policy GDT
Moral beliefs The moral obligation that compels an Al-Omari, Deokar, El-Gayar, Walters,

& Aleassa, 2013; Vance et al., 2012;
Cronan & Al-Rafee, 2008)

benefits to him/her, such as continuous
employment

right and wrong. RCT
Benefits of compliance The employee believes that Bulgurcu et al., 2010.
compliance with IS policy will bring TPB, TRA

Self-Efficacy

Employee assesses his/her ability to
perform tasks that are required to
comply with IS policy.

Maddux & Rogers, 1983.
PMT

Descriptive Norms

An employee who sees that his/her co-
workers follow the organization's IS
policy will likely do the same.

Herath & Rao, 2009.
TPB

Normative beliefs

The employee receives social pressure
from colleagues and those over
him/her to comply with IS policy as a
part of the expected behavior.

Ajzen, 1991; Ajzen et al., 1980.
TPB

Power distance

A factor that indicates how a person
will respond to authority based on how
low or high the power distance is.

Zhang & Begley, 2011; Sideridis,
Kaissidis, & Padeliadu, 1998.
RCT, TRA

Intention to comply

The employee desires to protect an
organization’s resources from
potential security breaches.

Ajzen, 1991; Ajzen et al., 1980.
TPB
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Contribution

This investigation will contribute to research, theory, and practice. It fills the
gap in ISP compliance research by introducing power distance as one of the variables that
positively affect behavior. In the case of theory, (RCT) has been criticized because people
make decisions based on environmental and other constraints, which would indicate that those
people have no other options (Burns & Roszkowska, 2016; Coleman, 1992). People have
choices; they choose to operate within the cultural bounds though exposed to alternatives, and
the research will provide an extension to RCT. The theory of reasoned action, as explained, is
voluntary, based on a person’s beliefs, which parallels culture (Ajzen & Fishbein, 1980;
Moody, 2018). This research offers an extension to TRA. The people of most cultures view
the consequences of their actions as reasonable.

For practice, the research will help businesses build national and personal
profiles leading to decisions on investments and job assignments. The practical implications
could extend beyond the borders of Nigeria as employers would trust and favor people from
the country to handle sensitive information. Management in every business depends on other
people to carry out their objectives; to do that, they have to know what has to be done and
know the people who have to do them (Hofstede, 1994). Employees profiled as protectors of
the organization’s information should be positioned to influence others and help the
organization design appropriate ISP awareness programs. Placement of employees in
influencing situations is a form of risk aversion for businesses.

Limitations

The study is not generalizable outside of Nigeria, because of differences in
national cultures. The survey was taken during the global lockdown with only a few people
allowed to work outside their homes; therefore, access was limited. Each construct was
limited to three questions in the survey to encourage many people to complete the survey.
Only respondents with ISP programs in their organizations are considered for this study. Ina
self-reporting survey, there is the problem of reliability and this study did not escape it.
People understand questions differently and the responses to such questions may be
questionable. There are possibilities that some respondents might have answered some
questions without reading them. Answering questions on survey forms does not allow the

respondents to explain the reasons for their answers.
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How the Paper is Organized

The introduction presents the problem statement, the definition of culture in the
Nigerian context, theoretical background, construct description, motivation, research
questions, contribution, and limitations. The rest of the paper's organization is as follows:
Chapter 2 — present a review of literature; chapter 3 — describes the methodology, including
the research model, hypotheses, data collection, and standards for data analysis, Chapter 4 —
provides the analysis and results, including demographics, model assessments, and hypothesis
testing; finally, chapter 5 — closes with a discussion, recommendations, and conclusions. The
results are summarized, limitations are listed, implications examined, and suggestions for
future research are made.

Summary

There is a limit to what technology can accomplish in terms of protecting an
organization’s information. Human behavior is central in information security compliance,
and this research explores the role of power distance as a contributor to that behavior. The
underlying theories in the study are protection motivation theory, rational choice theory, the
theory of reasoned action, the theory of planned behavior, and general deterrence theory. The
selection of a country with a high PDI for this study was to discover the effect of power
distance on people’s behavior toward information security policy compliance.

Chapter 2 is the literature review from different disciplines that have researched
the role of power distance in some form. The literature reviewed included cultural research
and has some significant effects on business and technology. The knowledge gained from
these research studies applies to study information security policy compliance. The literature
review ends with theories used in information security research, which have their origins from

criminology and psychology, which deal with behaviors.
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CHAPTER 2

LITERATURE REVIEW

Introduction

Many factors must be considered to stem the tide of data breaches that are on the
rise yearly. Based on research conducted in other disciplines, cultural dimensions have
featured prominently in technology adoption, business, advertising, and job performance in
several countries and other factors affecting how employees respond to organizations’
information protection issues. The related literature review will concentrate on how power
distance and different cultural dimensions affect how people behave and how these factors
affect behaviors that result in ISP compliance or non-compliance.

Factors that influence how employees behave toward ISP compliance, except
PD, have been well researched. The literature review will attempt to include the roles of
national culture and power distance impacts in other disciplines that could apply to ISP
compliance.

Power Distance and Organizational Learning Culture

Skerlavaj, Su, and Huang's (2013) work on national cultural dimensions
determined their moderating effects on information acquisition, information interpretation,
and behavioral changes. Four national cultural dimensions, power distance, individualism,
masculinity, and uncertainty avoidance, were the moderating constructs used in the research.
They moderate the relationship between information acquisition and information
interpretation and between information interpretation and behavioral and cognitive changes.
The authors’ intended to demonstrate empirically that organizational learning was a multilevel
process affected by the four national cultural dimensions.

Skerlavaj et al. (2013) found that contrary to expectations, the four national
cultural dimensions did not significantly moderate the relationship between information
acquisition and information interpretation. They confined themselves to researching the
effects of the four national cultural dimensions and could not exclude the possibility that the
remaining dimensions might not positively affect the relationship. Nevertheless, the impact

of national culture on the positive relationship between information interpretation and
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behavioral and cognitive changes was significant. The effects were behavior modification
and new cognitive beliefs.

Power distance strengthened the positive influence of information interpretation
on behavior and cognitive changes, and individualism weakened the relationship, like
masculinity and uncertainty avoidance. The effect of information interpretation was
significant in a high power distance organization as it translated into employees’ behavioral
and cognitive changes (Skerlavaj et al., 2013). This finding indicated that employees from
high power distance cultures took organizational learning seriously enough to alter their
behaviors to align with their expectations.

Power Distance Moderating Effect on Employee Empowerment and other Variables

Different types of employee empowerment would lead to better team
participation, resulting in improved performance in an organization. Empowerment can be
psychological. It might manifest, for example, as a supervisor showing concern for
subordinates, permitting them to voice concern on issues, or encouraging them to participate
in decision making.

Zhang and Begley (2011) researched the moderating impact of power distance
on employee empowerment and team participation based on a survey of employees of
Chinese companies in China and Chinese-based American companies. The authors described
empowerment as an organization giving employees discretion and autonomy to carry out their
functions under the organization's guidelines. Team participation meant that employees had
the freedom of association, cooperated, and shared information to improve processes and
products (Zhang & Begley, 2011). One of the expected findings was the acculturation of
Chinese employees working for Chinese-based American companies (Zhang & Begley,
2011). As alow power distance society, the expectation implied that the United States might
transmit that state of mind to Chinese employees that could change their behaviors.

Several findings were apparent from Zhang and Begley's (2011) research. One
was that Chinese-based American companies had changed their values to become more
Americanized. The significance was that they had become more assertive than those from a
low power distance society. In addition team participation was not significantly impacted by
empowerment in a high power distance setting, while low power setting, the opposite was true

in a low power distance setting(Zhang & Begley, 2011). The importance of this finding
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centered on the point that employees in a high-power distance setting responded to
instructions, and empowerment did not make much difference to them compared to those in
the low power distance setting.

The main objective of the research conducted by Fock, Hui, Au, and Bond
(2013) was to examine the moderation effects of power distance on the relationship between
three types of empowerment; discretion, psychological and leadership empowerment, and
employee satisfaction. Discretion empowerment, also referred to as structural empowerment,
is the extension of the decision-making process to powerless employees to encourage
effective job performance (Fock et al., 2013). Empowerment that goes beyond job autonomy
to include improving the feeling of self-efficacy among other employees leads to self-worth
and psychological empowerment (Fock et al., 2013). Fock et al. (2013) also explained that
leadership empowerment happened when a supervisor stepped into a supportive role that
engendered subordinates' trust. This type of empowerment involves coaching,
encouragement, and showing concern for subordinates’ welfare. The authors conducted their
research by a survey of employees in Canada, a low power distance society, and China, a
high-power distance society.

The conclusion drawn by researchers showed that empowerment did not apply
to high power distance society motivated Fock et al. (2013) to investigate the effect of power
distance on the relationship between different types of empowerment and employee
satisfaction. The finding was that discretion empowerment did not affect job satisfaction in
high power distance, which was the same conclusion arrived at by other researchers (Fock et
al., 2013). The relationship between psychological empowerment and employee satisfaction
in low and high power distance cases was significant (Fock et al., 2013). High power distance
had a more pronounced effect on the relationship between leadership empowerment and
employee satisfaction (Fock et al., 2013). It is worth noting that employees who obey orders
will not be affected by being given discretion empowerment. Employees welcomed
psychological empowerment, which makes them human, and leadership empowerment is
beneficial primarily to employees whose experiences are usually limited to management
dictate.

To study the mediating and moderating effects of employee empowerment on the

relationship between trust of supervisor and job satisfaction in a high distance organization,
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Lim and Lau (2017) surveyed employees of banks in Kuala Lumpur. The cultural factor in
this research was that Kuala Lumpur was a high power distance society (Lim & Lau, 2017).
In a high-power organization, employees who had personal trust in their
superiors had some sense of higher job satisfaction (Lim & Lau, 2017). In addition, employee
empowerment in a high power distance organization creates a sense of belonging, which
significantly affects interpersonal trust and employee job satisfaction (Lim & Lau, 2017).
This research's critical point is that trust reduces anxiety and fear in the organization, creating
a great work environment that improves performance.
Power Distance in Advertising
Does advertising content mirror cultural differences (Albers-Miller & Gelb,
1996)? The authors wanted to answer the question by conducting research based on
Hofstede’s cultural model. Eleven countries with PDIs ranging between 13 and 81 were
chosen for their advertising appeals; out of 30 appeals, eight were related to power distance.
The remaining 22 related to three other cultural dimensions: individualism, uncertainty
avoidance, and masculinity. Albers-Miller and Gelb (1996), based on power distance,
hypothesized the following:
e Ornamental appeals: beauty is more associated positively with country high scores on
power distance dimension.
e Vein appeals: acceptable social appearance is associated positively with country high
scores on power distance dimension.
e Expensive appeals: luxurious items that show wealth are associated positively with
country high scores on power distance dimension.
e Status appeals: social status is associated positively with country high scores on
power distance dimension.
e Cheap appeals: inexpensive is associated negatively with country low scores on
power distance dimension.
e Plain appeals: simple is associated negatively with country low scores on power
distance dimension.
e Humility appeals: unassuming is associated negatively with country low scores on

power distance dimension.



16

¢ Nurturance appeals: charity is associated negatively with country low scores on

power distance dimension.

The findings were significant; out of the 30 hypotheses, ten supported, and five
out of eight appeals coded for power distance were supported (Albers-Miller & Gelb, 1996).
Ornamental, vain, expensive, and status appeals related positively to power distance
dimension and cheap appeal related negatively. The authors did not recommend standardized
advertisement across cultures based on their findings.

Jung, Polyorat, and Kellaris (2009) studied how young adults would respond to
an ad that featured people who were not authority figures. The authority-based promotion
believed consumers would respond positively to an ad featuring an authority figure (Jung et
al., 2009). The expectation was that the recommendations of authority figures had more
significant sway in high power distance cultures than low power cultures (Jung et al., 2009).
Jung et al. (2009) conducted two experiments: one involved undergraduate business students
from South Korean universities and undergraduate business students from an American
university. The second group was undergraduate business students from a Thai university.
Jung et al. (2009) required students to listen to radio advertisements. The script varied to
represent high, medium, and low authority levels; Jung et al. (2009) measured spokesperson
source credibility, while the respondents’ power distance, culture, and demography were
controls.

The findings clearly showed reverse authority effects among young adults
Koreans and reduced authority effects among young Americans (Jung et al., 2009).
Dissatisfaction with authorities was prevalent in other high power distance Asian countries as
traditional values were weakened, attributable to accelerated economic development (Jung et
al., 2009). Among young Thai consumers, responses were negative toward the spokesperson
of high authority, even when they believed the person to be credible (Jung et al., 2009).
Based on economic disparity between the two countries, the authors had to rule out economic
development as the source of rejection of authority figures in each advertisement.

The consequences of culture have become a concern in advertising and

marketing in recent years (Mooij & Hofstede, 2007). This paper, written by the authors,
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directed at the essential aspects of Hofstede’s model applicable to branding and advertisement
and the review of research that applied the model in advertising and branding.

In search of an effective global advertising model, researchers had undertaken
the study of culture to resolve the issues of efficiency that resulted from standardization or
yield to local consumer desires (Mooij & Hofstede, 2007). Effective advertising makes
consumers the primary objective, and as stated by Mooij and Hofstede (2007), cultural values
shape consumers’ personalities. Mooij and Hofstede (2007) agreed that there was no
universal advertising model and offered some valuable suggestions through cultural
dimensions configuration to improve the research hypotheses.

Power distance is not only about power being unequal between people, but it
also spells the distinction between classes of people, therefore, the need for luxury brands to
demonstrate status in high power distance cultures (Mooij & Hofstede, 2007). combining
masculinity and individualism produces success, which means that masculinity does not go
well with collectivism since masculinity emphasizes personal achievement (Mooij &
Hofstede, 2007). Taking risk is the way of innovation which is very low in uncertainty
avoidance culture, but in combination with high PD, it will encourage innovation leading to
modernity, therefore, status (Mooij & Hofstede, 2007).

Culture and Technology
The influence of culture on the widespread adoption of social media in the

operation of rural businesses was the focus of the research conducted by Lekhanya (2013). In
the study, the author intends to uncover the cultural factors responsible for the adoption and
use of the modern communication system in KwaZulu-Natal (KZN), a rural community in
South Africa. Lekhanya (2013) interviewed 175 business owners/managers and had them
complete survey questionnaires. The author applied a mixed method of qualitative and
quantitative techniques. Business models had become highly complicated, and consumers
were subjected to influences from many sources, including word-of-mouth communication
(Lekhanya, 2013), which would drive the adoption and diffusion of the prevalent
technological platform to improve competition.

Lekhanya (2013) argued that culture could be an engine that drove innovation on the
one hand. The other could stifle innovation by spreading fear, lack of knowledge, and

different cultural beliefs counterproductive to free thinking. Cultural norms and beliefs
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played essential roles in people’s decisions to use new technology, 51 percent strongly agreed
with the statement, and 23 percent agreed (Lekhanya, 2013). The exact number of
respondents subscribed to the opinion that social media technology was not trustworthy.
Prompting the conclusion arrived by Lekhanya (2013), culture affected the diffusion and
adoption of technology in society. It recommended training at the local level to encourage
local businesses and residents to feel free to engage in the social media revolution.

The word digital divide refers to the difference between nations with unrestricted
access to the internet and those without (Nath & Murthy, 2004). Many factors may contribute
to the technological disparity between nations to the exclusion of culture. Still, Nath and
Murthy (2004) saw that argument as incomplete as nations with high uncertainty and
masculinity index seemed slow to adopt new technology, thereby lagging the more
progressive cultures. The authors assessed that there was extremely little research that
focused on the role of culture in adopting the Internet and their research was an attempt to fill
that gap. Nath and Murthy (2004) chose five of Hofstede’s cultural dimensions, power
distance, individualism versus collectivism, uncertainty avoidance, masculinity versus
femininity, and long term versus short term orientation, for their research.

The data used in the research by Nath and Murthy (2004) were secondary data
obtained from The Global Information Technology Report 2001 — 2002, The Global
Competitiveness Report 2001 — 2002, and a few other sources for accuracy. In addition, the
authors included the following technological, economic, and political variables to contribute
to the Internet adoption rate.

The findings showed that uncertainty avoidance and masculinity negatively
affected the Internet adoption rate (Nath & Murthy, 2004). The empirical evidence showed
that national culture significantly affected any other factors cited as the primary sources of the
problem (Nath & Murthy, 2004).

The influence of culture in Executive Information Systems (EIS) was the research
undertaken by Leidner, Carlsson, and Elam (1995). The application of information systems
and communication technology is not uniform across cultures, necessitating better studies to
understand how to implement them in other cultures (Leidner et al., 1995). The authors drew
attention to Group Decision Support System (GDSS), an example of technology applicable in

some countries and not others, China.
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Leidner et al. (1995) surveyed EIS users in the United States and Sweden on how each
used the system, decision-making styles, and the type of outcome they experienced. The
comparisons used Hofstede’s four cultural dimensions: Uncertainty avoidance, individualism,
power distance, and masculinity. The authors based their hypotheses on the four cultural
dimensions. Contacts were 29 US and 20 Swedish organizations to distribute surveys, and
respondents were from 22 US and 20 Swedish organizations. Out of 450 surveys distributed,
200 returned the survey.

Country effects on EIS use were significant as Americans operated under higher time
pressure than Swedish executives (Leidner et al., 1995). Information availability and
perceived competition were the same for the two countries. Still, significant cultural
differences were evident in how EIS was used: Swedish executives used it mainly to analyze
data and evaluate decisions, while Americans used it primarily to monitor (Leidner et al.,
1995). The American executives experienced an increase in problem identification and the
Swedish executives. The Americans also experienced a rise in decision-making, but decision-
making for Swedish executives was slower (Leidner et al., 1995). The findings lead to the
conclusion by Leidner et al. (1995) in the comparison of the two countries on the use of EIS
that culture did play a vital role as the perceived expected outcomes were different.

Culture and Job Performance

Oghojafor, George, and Owoyemi (2012) attempted to investigate the impact of
culture on the function of corporate governance. Corporate governance was instituted to
protect stakeholders' interests in the organization they studied, and every corporate officer had
to promise to execute such governance to the letter (Oghojafor et al., 2012).

Data used for the paper by Oghojafor et al. (2012) came from secondary sources
showing the beginning of economic democracy in Nigeria. The authors used the case study
done on Cadbury (Nigeria) Plc. They chronicled the company’s history as a division of
Cadbury Pty. Ltd., United Kingdom, from its establishment to the accounting irregularities
that brought focus to the practices of division executives. Investigation into business
practices uncovered some corrupt practices. The Personnel Manager employed his relatives
and people from his clan, which resulted in loyalty to him. The Managing Director/Chief
Executive Officer overstated the businesses financial health, and employees who knew about

the corrupt practices were afraid that the organization would not survive. Employees knew all
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the details but had no avenue to express their feelings (Oghojafor et al., 2012). In a high PD
culture, the people at the top declare themselves gods by their positions, and those at the
bottom would not present any challenge (Oghojafor et al., 2012). Oghojafor et al. (2012), in
an interview, asked 20 Nigerian employees of Cadbury (Nigeria) Plc the following questions:
1. “Do you fear your manager or respect him/her? ” 2. “Do you disagree with your
managers? ” The 20 respondents stated that they feared and respected their managers and
had no reason to disagree with their managers. Their answers were quite different from those
of British origin working for Cadbury Worldwide UK. In the research, the significant result
was that poor job performance in a high PD culture was possible when the people at the top
were culpable in criminal acts and unaccountable.

Aluko (2003) had four objectives when he decided to study the impact of culture
on organizational performance: cultural variables responsible for high performance, discern
the nature of the relationship between culture and performance, find other variables that may
be contributors, and determine the combined effects of culture and other variables on
performance. Unfortunately, there has been minimal research on the impact of culture on
performance. By extension, very little about Nigerian culture and its effect on performance is
available (Aluko, 2003).

Data for the study came from both qualitative and quantitative methodology,
which involved interviews, observations, and survey questionnaires (Aluko, 2003). The total
number of respondents in the author’s research was 630 from three textile mills in three
regions. Those interviewed were personnel managers, customers, and owners/shareholders.
Documents accessed included annual reports, accounting records of the past five years, and
other relevant materials (Aluko, 2003). The culture was used as an independent variable,
performance as the dependent variable, and to minimize error, multiple indicators served as
measures of the concepts (Aluko, 2003).

There was significant empirical evidence revealed in this research by Aluko
(2003), and they were as follows:

e Workers showed positive attitudes toward work.
e Lateness, absenteeism, and labor turnover were very rare.

e Personal commitment to work was high.
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e Power, wealth, and prestige were achievements that caused the workers to strive more
at work.

A culture of hard work and excellence as a part of responsibility and respect was
well expressed by one of the tribes in Nigeria — “work is the antidote of poverty” (Aluko,
2003).

The author showed through his research that in the Nigerian society, with differences
in the local culture based on the three largest ethnic groups, the Yoruba, the Hausa, and the
Igbo, there were no significant differences in their work performances. They all were highly
productive, even with limited or non-existent technology resources. Although his findings
were not in the field of information security policy, comparison to information security policy
compliance is obvious; the effect of culture about obedience to rules would apply to any
discipline.

Culture and Business

Two people from different cultures in any business have to communicate with
and understand each other. The way to accomplish that, their messages have to be decoded
correctly, and it is an essential factor in marketing (Rosenbloom & Larsen, 2003). The
question then is how do variations in national culture dictate communication protocols
(Rosenbloom & Larsen, 2003)? In an attempt to answer the question, Rosenbloom and
Larsen (2003), understanding that culture affects human behavior, referred to Hofstede’s
cultural dimensions while relying on Hall’s version of cultural differences.

Rosenbloom and Larsen (2003), in their research, divided culture into two types,
low-context (LC) and high-context (HC). The low-context culture expects every
communication wholly expressed and explicit with nothing left out and on the contrary high-
context culture only requires implicit transmission where inference is essential. They also
explained the concepts of small and large cultural distance; if members of LC or HC cultures
communicate with members in similar LC or HC cultures, they are in a small cultural distance
situation. The alternative is the opposite, which is a large cultural distance situation. The
authors hypothesized the following about business communications based on the distinction
between the two cultural contexts:

e Expect a high frequency of fax communication when the cultural distance is large,

e Telephone communication increases when the cultural distance is large.
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e E-mail communication increases when the cultural distance is large; and
e Business letter writing increases when the cultural distance is large.

A survey conducted the research; out of 250 firms contacted, 60 responded, and
out of the 60, 54 were used for the analysis as six survey questionnaires were incomplete
(Rosenbloom & Larsen, 2003). The respondents were 35 from HC cultural context countries,
and 19 were from LC culture countries, and one of those 19 was the United States. The
survey used a five-point Likert scale to indicate the frequency of communication for four
weeks (Rosenbloom & Larsen, 2003).

Fax communication in both directions when the cultural distance was large was
above 70%. For small cultural distance, the US and another LC country’s fax communication
ranged between 30% and 41%, respectively. The hypothesis was supported (Rosenbloom &
Larsen, 2003). Telephone communication was supported: phone traffic was 40% from the US
and 34% from the distant partner compared to 12% and 18% between the US and another LC
culture country (Rosenbloom & Larsen, 2003). E-mail communication increased on the small
cultural distance partners instead of large cultural distance partners; the hypothesis was not
supported. Business letter writing was also not supported. The significance of this study was
that conducting business across cultures requires knowledge of how each culture operates.

In a global reach, businesses serve themselves well by deploying expatriates
who are the product of the home culture where business branches are established. An
example would be sending a Chinese trained in the United States to China (Brock, Shenkar,
Shoham, & Siscovick, 2008). Therefore culture features in multinational corporation decision
making (Brock et al., 2008).

The impact of culture on business organizations was the objective of the
research by Aigbomian and Oboro (2015). Understanding international culture in business is
vital since it determines whether the company will progress or fail; therefore, business
practices reflect the culture of the nation where that business is established (Aigbomian &
Oboro, 2015). The global nature of companies means that one standard does not fit all as
management has to be sensitive to different practices of other nations (Aigbomian & Oboro,
2015; Hofstede, 1994). An international business has to deal with two different types of
cultures, national and organizational. Membership is permanent in national and voluntary in

an organization (Hofstede, 1994), meaning that if an employee leaves an organization, he/she
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will have to take up membership in a new organizational culture while remaining true to the
national culture.

Barring other conditions that may affect productivity, Nigerian national culture has
consistently contributed to performance improvement (Aigbomian & Oboro, 2015). An
international business system of management has to be adaptive in its practices taking into
account the location of each branch as it seeks to extract maximum benefit from the
employees (Aigbomian & Oboro, 2015; Hofstede, 1994).

Culture and Security

This paper is a study by Dols and Silvius ( 2010) on national culture as one
factor influencing information security non-compliance. Data protection is a serious venture
that has not yet been under control despite the measures tried,; it is reasonable to look at
another approach (Dols & Silvius, 2010). There are many sources of security threats to
businesses, and some have human components, which could be carelessness or flagrant
disregard for instruction (Dols & Silvius, 2010).

The authors adopted Hofstede’s cultural dimensions to explain the national
culture and surveyed one of the Big Four accounting firms in The Netherlands and Belgium.
People from The Netherlands are characterized as having medium IDV, low PDI, medium to
high UALI, and medium to high MAS. Belgian people are described as having high IDV,
medium to high PDI, high UAI, and medium MAS (Dols & Silvius, 2010). They distributed
653 surveys, 361 in The Netherlands and 292 in Belgium, and 246 were completed (Dols &
Silvius, 2010).

Dols and Silvius (2010) research on the influence of national cultures on non-
compliance behavior resulted in some noteworthy findings:

e The Dutch were likely to disobey rules if they did not understand them. Well
explained rules and the consequences of violations helped to mitigate the
problems.

e A Belgian would readily obey a partner or a manager if requested to bend IT
security rules contrary to what a Dutch would do. Comparing them, The
Netherlands had low PDI, and Belgium had a high PDI. The best solution to this
problem was to have managers involved in the IT security program understand the

perils of such a request.
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¢ In both countries, employees would sometimes transport data in an unsecured
manner using a USB. Security policies may not have emphasized the risks as a
part of the awareness Program.

e Employees from both countries were willing to correct colleagues on security
issues. They both score medium on IDV.

e There was no difference in the question of masculinity.

e Companies in a country with low UAI will more likely see their policies or rules
challenged. This assertion is confirmed with The Netherlands employees as their
UAI was low compared to Belgium's high UAL.

The structure of information awareness training does not include cultural factors
related to people from diverse backgrounds (Kruger, Drevin, Flowerday, & Steyn, 2011).
There is no successful information security plan without proper controls, and humans play an
integral part in that control (Kruger et al., 2011). Human involvement calls into question
knowledge and behavior appropriate for the task (Kruger et al., 2011). This paper intended to
extend the traditional awareness program to include cultural factors of people from different
backgrounds. Understanding individual and group behavior should improve the management
of information security. The primary intended outcome of the research was to establish if
cultural differences among university students affected how they understood information
security (Kruger et al., 2011).

Kruger et al. (2011) suggested that if a person did not elaborate on information
security terms, such a person was susceptible to cybercrime. To assess the information
security knowledge of university students, Kruger et al. (2011) administered a vocabulary test
based on the following cognitive skills:

e Knowledge of facts, how to process them, and how they are related.
e Know when to apply the right processes and concepts; and
e Uuse proper reasoning ability.

The breakdown of the questionnaire consisted of two sections: The first section
was on general security questions, for example, spam, virus, and phishing. The second
section gquestions were scenario type to assess behavior and reasoning ability. There were

biographical questions for the respondents to complete, which helped inform cultural diversity
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in information security awareness. They experimented with two South African universities,
and 180 responses were received (Kruger et al., 2011).

The general findings were that the respondents had good knowledge associated
with threats linked to e-mail. They understood what constituted a strong password and the
meaning of hacking (Kruger et al., 2011). However, more than half the students did not
understand the term “security incident,” and almost half did not know the meaning of social
engineering. Furthermore, the concept of phishing was foreign to 40% of the students, while
64% did not understand the word vishing (Kruger et al., 2011). The cultural factors that
influence information security awareness, the findings were as follows:

¢ the indigenous language of the student;

¢ the high school attended by the student, whether private or government;
e the number of years the student had access to a computer; and

e the field of study and the gender of the respondent.

The most significant cultural factors affecting information security awareness
was different language groups (Kruger et al., 2011). Based on their findings, the authors
concluded that security awareness programs should include the cultural difference of
indigenous languages when preparing students to enter the world of information security.
Sanctions and ISP Compliance

Herath and Rao (2009) argue that organizational information security goes
beyond technology, processes, and people to include the behaviors of end-users. Factors that
influence end-users behaviors were the focus of Herath and Rao's (2009) research. They
explored the effectiveness of employee’s actions, the role of penalties, and social pressures
from subjective and descriptive norms. Computer security policies have become the de facto
method to control behaviors that cannot be controlled through technology (Herath & Rao,
2009a).

The data collected for this research by Herath and Rao (2009) came from 77
organizations and 312 employees from those organizations were respondents. The authors
proposed the following hypotheses:

e The understanding that there will be severe punishment and the certainty of being
detected will be positively associated with the intention to comply with the

organizational ISP.
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e The pressure exerted by subjective norms — the expectation to do what is right and
descriptive norms — observation of the actions of other employees will be positively
associated with the intention to comply with the organizational ISP.

e The understanding that security behavior will be beneficial will be positively
associated with the intention to comply with the organizational ISP.

One of the key findings of this research was that the severity of the penalty
undermined the intention to comply with organizational ISP. The understanding that there
was a certainty of detection had a positive effect on the intention to comply with ISP. In the
case of social pressures, subjective and descriptive norms had positive effects on the intention
to comply with organizational ISP. Security behavior was also beneficial and had a positive
influence on the intention to comply with organizational ISP (Herath & Rao, 2009a). Based
on the above findings, Herath and Rao (2009) suggested that penalty or severity would
negatively impact compliance and generate hostilities toward the organization, making it
counterproductive. On the contrary, Myyry, Siponen, Pahnila, Vartiainen, and Vance (2009)
argued that people who were certain of the consequences for security violations would usually
choose to comply with the organization’s ISP. The conclusions reached had not provided
insights into why people might not be persuaded by the certainty of penalty but by detection.
Moral Beliefs

Religious beliefs and ethical behaviors are factors that have been rarely
investigated in connection with information security policy compliance (Al-Omari et al.,
2013; Borena & Bélanger, 2013). According to Borena and Bélanger (2013), religiosity is the
belief in a higher power that can inhibit behaviors that are counter to societal norms. Al-
Omari et al. (2013) explain ethics as a reach into the concept of morality, the understanding of
morality means upholding standards and rules that conform to expected societal norms.

Al-Omari et al. (2013) collected data from banks in Jordan to test their proposed
hypotheses:
e An employee’s moral obligation positively affects the intention to comply with
organizational ISP.
e Anemployee’s ethical egoism negatively affects the intention to comply with
organizational ISP.
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The findings were that an employee’s moral obligation took precedence over
every other feeling to violate organizational ISP. Ethical egoism would always result in the
employee satisfying self-interest, therefore, violating organizational ISP (Al-Omari et al.,
2013). In conclusion, Al-Omari et al. (2013) argued that ISP compliance was an ethical
behavior prompting guilty feelings when highly moral employees acted contrary to set policy.

Borena and Bélanger (2013) argued that actions taken by users including non-
compliance were rational in the value-based compliance model. The authors asserted that
values and religiosity had a very strong relationship, leading to the following hypotheses:
Religiosity will positively affect ISP compliance intention. Religiosity will positively
influence attitude. Finally, religiosity will positively affect the relationship between
conservative values and ISP compliance intention. The proposed hypotheses were tested
using survey questionnaires distributed to 215 students; 120 completed questionnaires were
returned.

The findings supported the hypothesis that religiosity positively affected the
relationship between conservative value and ISP compliance intention. Religiosity positively
affected attitude, affecting ISP compliance intention (Borena & Bélanger, 2013). In most
cases resulting from religious upbringing or affiliation, moral beliefs affected employee's
behavior toward ISP compliance (Borena & Bélanger, 2013).

Benefits of Compliance

Information security policy compliance is not a choice. That is what an
organization’s management gets across to all employees. There are severe consequences for
failure, but employees may decide on their own to comply with the policy or not, which
means they have to consider the cost or benefit of such decisions. Bulgurcu, Cavusoglu, and
Benbasat's (2010) investigation was conducted to shed light on the perceived benefit of
compliance based on rationality-based beliefs with roots in rational choice theory. The
authors found three definite outcomes related to RCT: understanding the benefit of
compliance, awareness of the cost of compliance, and what the cost would be for
noncompliance. The perceived benefit of compliance is what an employee sees as a favorable
outcome for complying with ISP. The expected cost of ISP compliance could be a form of
inconvenience to an employee. For example, compliance takes extra time to comply, the cost

of noncompliance is unfavorable outcome (Bulgurcu et al., 2010). An employee’s attitude
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toward compliance with ISP is positively affected by perceived benefit, negatively affected by
the perceived cost of compliance, and positively affected by perceived consequences of
noncompliance (Bulgurcu et al., 2010).

The findings were significant as they support the three hypotheses. Employees
derived some satisfaction from knowing that they have contributed to protecting the
organization’s information by complying with ISP, which led to some intrinsic benefits
(Bulgurcu et al., 2010).

Vance and Siponen (2012) argued that perceived benefits, in sharp contrast to
Bulgurcu et al. (2010), positively affected a person’s decision to violate rules or policy as
predicted by RCT, indicating that the person derived a certain gratification from such action.
They used a hypothetical scenario used in criminology to let respondents reveal undesirable
behaviors in a nonthreatening environment. The authors’ first step was to solicit from 111 IT
professionals the common ISP violations known to them. From 54 respondents, the three
listed were “(1) sharing and writing down password, (2) failing to lock or log out of
workstations when not in use, and (3) copying sensitive data to unsecured portable USB
storage devices.” The second step was to design scenarios based on those violations. Vance
and Siponen (2012) collected data from two sources, a high-tech service company and a bank
in Finland. Both had security policies and sanctions in place, which is one the reason they
were chosen.

The hypotheses that formal and informal sanctions had significant negative
effects on the intention to violate ISP were not supported (Vance & Siponen, 2012b). On the
other hand, moral beliefs were more than likely to have significant negative effects on ISP
violation intention, and the finding on moral beliefs was supported (Vance & Siponen,
2012b). Intention to violate ISP involves weighing the consequences resulting from sanctions
and the potential benefits derived from a violation, indicating that perceived benefits
significantly affect violation intention (Vance & Siponen, 2012b).

The perceived benefit of ISP compliances was one of the factors investigated by
Kadir et al. (2017) and posited a positive correlation between the perceived benefit of
compliance and compliance behavior. Tests conducted by the authors confirmed the

correlation between benefit and behavior. In contrast to Vance and Siponen's (2012) finding
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that perceived benefit would promote ISP violation, Kadir et al. (2017) stated that perceived
benefit would lead to compliance.
Behavior and Information Security

Certain behaviors run counter to ISP compliance. Some of them are well known:
password sharing, not following correct procedures by taking shortcuts, visiting wrong
websites, and downloading potentially harmful materials from the internet (Alfawaz et al.,
2010). Some may believe that security is the function of the Information Technology
personnel. Therefore they view ISP compliance as an intrusion into their everyday work
routines (Alfawaz et al., 2010). To violate ISP, some employees may resort to the reasoning
that their actions are not serious, that everybody does it, and that it is their first time, basically
making excuses to justify their actions (Kim et al., 2014). ISP materials should take full
advantage of employees’ culture to maximize their effectiveness, resulting in maximum
compliance behavior (Bada, Sasse, & Nurse, 2015). A perfect behavior changer is when ISP
is mandatory. In such a case, the management will have to vigorously enforce the policy by
making it known to employees that they are being monitored (Boss, Kirsch, Angermeier,
Shingler, & Boss, 2009). In a cross-cultural investigation, participants from France exhibited
the most secure behavior.

In contrast, participants from Asia behaved less securely, and in that
investigation, confidence proves to be more significant than knowledge in promoting better
safe behavior (Sawaya, Sharif, Christin, & Kubota, 2017). Chua, Wong, Low, and Chang
(2018) stated that demographic characteristics such as age, working industry, and education
level significantly affected awareness and behavior toward ISP compliance. D’Arcy et al.
(2009), in their investigation, contradicted some of the other researchers in asserting that the
general deterrence theory (GDT) considering perceived severity (PS) and perceived certainty
(PC) of sanction impacted ISP compliance. Herath and Rao (2009), in their findings,
discovered that the severity of the penalty had a negative impact on ISP compliance, while
certainty of detection and social pressure were more effective at preventing ISP violations.
Descriptive Norms

Descriptive norms are the feelings that other people may be performing the
behavior in question (White, Smith, Terry, Greenslade, & Blake, 2009). They are regular

events with positive results that motivate a person to act appropriately (White et al., 2009).
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Descriptive norms depend on what people we trust or affiliate with do, which signals that it is
appropriate and can also do it (Rivis & Sheeran, 2017). Descriptive norms did not influence
attitude, behavioral change, or behavior (Smith & Louis, 2009); they speculated that the
results could be based on sources considered and different levels of measurements for the
research. Though they did not directly affect descriptive norms, they argue that descriptive
group norms play a moderating role in injunctive group norms. Interaction between
descriptive norms and injunctive norms resulted in group attitudes change, behavioral
willingness, and behaviors (Smith & Louis, 2009). Norman, Clark, and Walker (2005) took
surveys of soccer and hockey fans to study their behaviors toward opposing teams. Their
findings were that descriptive norms had a significant impact on the amount of variance
explained in intention scores and injunctive norms had nothing to do with the result. In
agreement with some of the researchers, they found that descriptive norms would track
behavior and not attitude.

Merhi and Ahluwalia (2019) reviewed several research publications to find
that intention to comply with information systems security (ISS) policies has always been the
dependent variable, decided to change that position. They reversed that and developed a
model which showed moral and descriptive norms as mediators between punishment and
resistance. The authors hypothesized that “descriptive norms for violating ISS policies
positively related to the moral norms of ISS policies compliance” and “descriptive norms for
violating ISS policies are negatively related to employees’ resistance of ISS policies. ” They
analyzed data from 133 professionals from 10 organizations. They found that descriptive
norms were that the descriptive norms for violating ISS policies positively related to moral
norms, and the direct impacts of descriptive norms on resistance to ISS policies were
minimal.

Normative Beliefs

Rousseau (1990) investigated normative beliefs in fund-raising organizations
based on two hypotheses: (1) that security-oriented beliefs negatively impact both fund-
raising success and staff job attitudes, and (2) that team-work-oriented norms had a positive
effect on staff attitudes. The hypotheses were confirmed, and the reason for security-oriented
beliefs was scarce resources; therefore, staff units could not interact. The author characterized

what happened as dysfunctional normative beliefs. In the final assessment, normative beliefs
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and the organization’s performance are linked (Rousseau, 1990). Claudia (2012), meanwhile,
found direct and moderating effects of normative beliefs on online buying. In their study,
normative beliefs affected the decisions to buy online, and referent groups strengthened the
online buying decisions. One of the hypotheses proposed for online shopping was that people
were influenced by those they believed were important and felt the need to fit in (Eri, Aminul
Islam, & Ku Daud, 2011). Analysis of their data indicated support for their hypothesis.
Barlow, Warkentin, Ormond, and Dennis (2018), in their research on

information security compliance, asserted that normative communication positively affected
employees’ decision not to violate information security. The proposed communication was
based on the belief that employees used other people’s actions to guide their behaviors; the
communication would motivate employees to comply when they thought others were
complying (Barlow et al., 2018). The hypothesis was not supported, though some research
they cited indicated the opposite effect of normative beliefs. Subjective norms will positively
impact information systems security policy (ISSP) compliance (Ifinedo, 2014), and the model
for the investigation had other variables. His study involved 124 responses that he analyzed
to confirm that subjective norms positively affected ISSP compliance. The hypothesis that a
stronger ISP compliance norm will lead to a stronger behavioral intention to comply was
confirmed after an analysis of data from 148 respondents. (Hu, Dinev, Hart, & Cooke, 2012).
Self-efficacy

Information security cannot be brought under control if the users do not have
the proper knowledge or skills to ward off threats (Hameed & Arachchilage, 2018). Self-
efficacy is a significant component of information systems security (Hameed & Arachchilage,
2018). Choi, Levy, and Anat (2013) investigated the role of self-efficacy, cybersecurity
skills, and other variables on computer misuse. They pointed out that 60% of organizations’
computer crimes are insider attacks. Their primary findings were that cybersecurity skills
mediated monitoring reduced misuse intention and computer self-efficacy influence. Yoon,
Hwang, and Kim (2012) explored factors that influenced students’ behaviors in information
security with the desire to confirm that self-efficacy affected students’ information security
behavior. They analyzed survey data from 202 students from a South Korean university and
produced the following finding. Self-efficacy had a strong effect on student'’s intention to

practice information security. Chan, Woon, and Kankanhalli (2005) investigated the
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perception of information security at the workplace, intending to show that perception and
self-efficacy promoted information security best practices. They performed analysis on
survey data from 104 respondents. They found the following outcome: employees who
perceive that other employees, including management, practiced safety in combination with
their self-efficacy would exhibit positive information security behaviors. Pham, Brennan, and
Furnell (2019) studied the factors that contributed to information security compliance burnout
and hypothesized that security self-efficacy had a negative effect on information security
compliance burnout. They conducted a survey that resulted in 443 participants, and their data
analysis did not confirm their hypothesis.
Theoretical Background
Merriam-Webster., n.d. defines a theory as “a plausible or scientifically

acceptable general principle or body of principles offered to explain phenomena. ” Theory
can be explained in terms of vitamins: some people consume them in excess, and some take
just take enough to do some good, but no one can live without them (Collins & Stockton,
2018). A practical sense theory is needed to have an informed discussion on important topics,
such as topics in information security policy (Kawulich, 2009).

Rational choice theory, first developed in criminology, has been applied by Hu,
Xu, Dinev, and Ling (2011) in information security to determine if deterrence could reduce
ISP abuse. Protection motivation theory which resulted from research in psychology has been
adopted by many researchers in ISP, such as Herath and Rao (2009b).
Protection Motivation Theory

Rogers (1975) understood fear appeal as a compelling motivator for avoiding
adverse conditions by changing unsafe behaviors or engaging in actions that would prevent
such harmful events. His protection motivation theory charts a path that originates from fear
appeal and ends with the implementation of recommended mitigating strategies. First a fear
appeal will provoke a thought pattern to assess the severity of the event, and the next step in
the process is to analyze the probability of the event’s occurrence. The last step is assessing
the recommended remedy to ascertain its effectiveness, referred to as its efficacy (Rogers,
1975).

Rogers (1983) revision to the original postulates included persuasive

communication and the following extensions:


https://www.merriam-webster.com/dictionary/plausible
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e extensive statements about sources of information that begin the coping process.
e inclusion of additional mediating process; and
e providing extensive clarity on modes of coping.

Observations of what happens to others and verbal persuasion have been
identified as sources of the cognitive mediating process (Rogers, 1983, p. 167). Much can be
learned by observing what has happened to others, taking heed to verbal warnings, and even
reflecting on past life events. The cognitive initiation process starts when information is
received from environmental or intrapersonal sources.

Cognitive mediation consists of two processes: threat appraisal and coping
appraisal. First, the cognitive process is assessed as maladaptive or adaptive, and the results
of that assessment could lead to a decreased or increased response (Rogers, 1983). Second, in
threat appraisal, a maladaptive response could be any form of behavior that generates a
reward, intrinsic or extrinsic (for example, smoking or drinking excessively). The social
benefits of some of the actions may lead to a decreased response, while adverse effects like
health or family problems may increase the response. The mediated protective response could
be attributed to a physiological change following the appraisal of the severity of the danger
(Rogers, 1983).

The coping appraisal process involves assessing a person’s ability to cope with
imminent danger and overcome or avert it. The view is that increased probability of adaptive
response is the equivalent of accepting that the recommended coping mechanism works and
the person can successfully perform the coping response (Rogers, 1983).

In summary, maladaptive response and adaptive response follow different paths
to protection motivation. A maladaptive response involves behavior that increases rewards,
resulting in severe or vulnerable conditions, which will finally trigger a threat appraisal. On
the other hand, an adaptive response first assesses the response efficacy followed by self-
efficacy and then the cost of carrying out the recommended remedy leads to coping appraisal
(Rogers, 1983). The theory was first applied to psychology and it has found acceptance in
other disciplines, including information systems, more recently.

The underlying principle behind the protection motivation theory is a fear
appeal (Herath & Rao, 2009b; Maddux & Rogers, 1983; Moody, Siponen, & Pahnila, 2018;
Vance, Siponen, & Pahnila, 2012; Woon, Tan, & Low, 2005). If a person knows that there is
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impending danger, the responsible action is to evade the danger by following a prescribed
course of action. Maddux and Rogers (1983) proposed this theory in connection to a health
problem, but it is also applicable to other disciplines, especially information security. The
essential components of this theory are that information about impending danger invokes fear
which in turn activates cognitive processes to the appraisal of the severity of the threat
resulting in protection motivation. The assumption is that the individual can understand and
respond to the threat in a manner that would resolve the problem effectively (Maddux &
Rogers, 1983; Moody et al., 2018), which leads to the individual self-efficacy.

Herath and Rao (2009b) developed an integrated model encompassing
protection motivation theory and deterrence theory to investigate ISP compliance. During
their research, they evaluated the effect of organizational commitment on employee security
compliance intentions.

Herath and Rao (2009b) preferred method for data collection was a web-based
survey. Out of 690 organizations contacted, 120 expressed interest in participating in the
survey, and 312 samples were obtained for the test. The four constructs under protection
motivation theory tested were severity of security breach, the certainty of a security breach,
security breach concern, and effectiveness of a person’s action (Herath & Rao, 2009b).

The research indicated that it significantly affected their sense of security
breaches when employees understood the severity of security threats. There was no security
concern in terms of the certainty of security breaches. Employees viewed the impact of
policy compliance on everyday job operation in the form of hinderance negatively. The
perceived effectiveness of employee response positively affected behavior toward ISP
compliance intentions. The employees understanding that their ISP compliance had positive
effects or resulted in some type of benefit would encourage a positive attitude toward security
policy. Response efficacy and self-efficacy were found to significantly impact the attitude of
employees toward ISP compliance intentions (Herath & Rao, 2009b).

Vance, Siponen, and Pahnila (2012b) in research to motivate ISP compliance
combined habit with all six protection motivation theory constructs. The three constructs of
threat appraisal used were vulnerability, perceived severity, and rewards, and the coping

appraisal constructs were response efficacy, self-efficacy, and response cost.
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Their empirical study a web-based survey instrument that targeted a 500
employees organization in Finland, resulting in 210 completed returns (Vance et al., 2012b).
Their approach was to design a hypothetical scenario-based event describing an action or
decision after presenting respondents with questionnaires to assess their ethical/unethical
behavior regarding information security. The scenario had to be validated by a panel of
information security experts and information security managers before being released to the
public. Some of the proposed hypotheses tested by the authors included the following:

o Vulnerability positively influences employees’ ISP compliance intentions.

e Perceived severity positively influences employees’ ISP compliance intentions.
e Rewards negatively influence employees’ ISP compliance intentions.

e Response efficacy positively influences employees’ ISP compliances intentions.
o Self-efficacy positively influences employees’ ISP compliance intentions.

e Response cost negatively influences employees’ ISP compliance intentions.

Vance et al. (2012b) Analyzed the survey data collected using SmartPLS 2.0
and their findings were as follows:

Habit towards ISP compliance had a significant impact on all the components of
PMT. Vulnerability had no demonstrable effect on employees’ ISP compliance intentions.
The severity of threat to security had a significant effect on employees’ ISP compliance
intentions. Self-efficacy had a positive impact on employees’ ISP compliance intentions.
Rewards negatively impacted employees’ ISP compliance: the reward, in this case, was based
on maladaptive responses. Response cost negatively influenced employees’ ISP compliance
intentions since they viewed ISP as an intrusion that inconvenienced them if they were to
adhere to it. Response efficacy significantly negatively impacted employees’ ISP compliance
intentions, which contrasted with the expected result since it was positively correlated with
intentions (r = 0.21). Further tests revealed that both self-efficacy and perceived severity
acted as suppressors for response efficacy and tested alone it had a positive effect on
employees’ ISP intentions.

Woon et al. (2005) Adopted five constructs from PMT in their research on
security measures for home wireless systems. The understanding is that remote access to
workplace networks to perform daily tasks has expanded security concerns to the home

network or wireless systems. Employing survey as a research methodology, Woon et al.
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(2005) collected data from 189 home users out of 215 respondents based on a 31-item
questionnaire to test, evaluate and report on the adopted constructs.

The hypothesis that perceived vulnerability would be significant in the determination
of behavior was not supported, leading to the explanation that a person may not be able to
avert danger in the case of vulnerability (Woon et al., 2005). Self-efficacy was significant as
it was linked to a person’s knowledge and skill to enable security measures on the wireless
system. Response efficacy was significant as a predictor of behavior as well as response cost.
Perceived severity was a significant predictor of behavioral change in computer security, with
the impact uniform compared to a discipline like healthcare (Woon et al., 2005).

General Deterrence Theory
Deterrence theory was initially proposed to explain criminal behavior and the

effort to curb crime, as Bailey and Smith (1972) wrote on their research on punishment — its
severity and certainty. They waded through several historical debates asserting that
punishment did not reduce crime and found that critics of the death penalty pointed to
homicide rates as evidence that there was no difference before and after abolishing capital
punishment. Bailey and Smith (1972) explained the suggestion that the severity and certainty
of punishment associated with deterrence theory as additive factors to represent punishment
administered with certainty resulted in maximum deterrence. The inverse of that finding was
thought to be true.

Bailey and Smith (1972) used secondary source data from every state in the
United States for their investigation.

Three periods, 1950-1960, 1951-1964 and 1960-1964 were used to compute
changes in the levels of certainty of punishment for each offense (Bailey & Smith, 1972).
First correlation coefficients between severity and certainty of punishment during the same
periods were calculated. Then another set of correlations was calculated between changes in
levels of severity and certainty of punishment during the same periods. Tests of significance
were not run since the researchers used of random sampling (Bailey & Smith, 1972).

Findings indicated that for certain offenses (example, assault, burglary, and

larceny), the correlations were moderate for 1960 and 1964. Correlation coefficients were
positive for rape, car theft, and homicide but the overall correlations were very low (Bailey &

Smith, 1972). One very significant finding was that the severity and certainty of punishment
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are inversely related in the case of capital punishment (Bailey & Smith, 1972). The more
severe a punishment was, the less likely it was to be applied, allowing certain violations to
thrive.

Straub and Weike's (1998) approach to deterrence used countermeasures and
awareness training. Their whole argument was that abusive behaviors toward information
systems could be thwarted by implementing information security measures. The authors
enumerated some of those deterrent techniques, such as policies and guidelines on proper
system use. However, they also realized that their recommended countermeasures included
no enforcement provision leaving it for users to comply voluntarily. An awareness training
program should also include the two important aspects of general deterrence theory, sanction
certainty, and severity of the sanction.

Straub and Weike's (1998) set up comparative studies in two companies to
examine two propositions: (1) that managers were not aware of the range of actions available
to them to mitigate systems risk and (2) that managers exposed to well-researched planning
techniques would include them in their risk mitigation processes. The studies involved
interviews for 4 months followed by action research for 15 months. Their approach was to
institute three intervention programs: The security planning phase, the security awareness
phase, and the countermeasure phase. In the first phase, security planning was conducted to
recognize security problems, perform a risk analysis, generate alternatives, and implement the
plans to match the threat. The security awareness program was the education of management
and professionals in the proper use of systems assets. The final phase was to develop a
countermeasure matrix that entailed deterrence, prevention, detection and remedies (Straub &
Weike, 1998).

One of the effects of the study and recommendations was the implementation of
the programs and the company spent more effort in areas that yielded a long-term impact on
security (Straub & Weike, 1998). In addition top management agreed unanimously to
prosecute any employee who abused the system vigorously, and the effect of such action and
others should provide feedback into the system (Straub & Weike, 1998). In conclusion, there
was empirical evidence that practitioners would adopt tools generated from sound theoretical

based research to implement security planning (Straub & Weike, 1998).
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Hu, Xu, Dinev, and Ling (2011) researched the effect of deterrence of ISP
violations that focus on sanctions. Citing 2008 Computer Crime and Security Survey data at
the time of their research, 44% was insider abuse and 49% was due to virus incidents. Their
research interest was to delve into human behavioral aspects of information security, use
available theories to provide causal relationships and prescribe useful guidelines for security
management mitigation.

Hu et al.'s (2011) data came from a survey of employees of five organizations in
China. About 250 surveys were distributed, 227 were received and 207 were viewed as
complete and useable. The analysis of the data was performed using SmartPLS.

The result pointed to the fact that people who intended to violate ISP would
weigh the consequences, and the benefits of such a violation would tip the scale (Hu et al.,
2011). The finding made it difficult to conclude that deterrence worked (Hu et al., 2011).
They further tested certainty, severity, and celerity from deterrence constructs linked to the
intention to comply with ISP to confirm or reject the previous finding on deterrence. Since
the result was insignificant, the previous finding was accepted (Hu et al., 2011). Deterrence
alone was not enough to dissuade the intention to violate ISP (Hu et al., 2011).

Rational Choice Theory (RCT)

Becker (1974) considered criminal law through rational choice theory and that
individuals who intend to violate laws do so with a full understanding of the benefits they will
derive. Paternoster and Simpson (2009) noted that the theory was first proposed for street
crime and not corporate crime, but Rational choice theory (RCT), also known as Choice
Theory, has applications in various disciplines, including sociology, psychology, and
economics. According to Levin and Milgrom (2004), “rational choice is defined to mean the
process of determining what options are available and then choosing the most preferred one
according to some consistent criterion. ” Thus, the choice would be viewed as optimizing a
real-valued utility function (Levin & Milgrom, 2004), which results in maximum benefit.

Li, Zhang, and Sarathy's (2010) research involved the application of RCT to
investigate deviant behavior concerning compliance with internet use policy (IUP) in an
organization. They argued that users determined to violate IUP perform a cost-benefit

analysis to assess any benefits derived from intrinsic or extrinsic motivation. One of the
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hypotheses proposed in the research was that “perceived benefits of internet abuses had a
negative impact on IUP compliance intention.

The methodology for the research was by survey questionnaires and a total of
246 responses were analyzed using partial least squares (PLS) (Li et al., 2010). The analysis
yielded a significant result that supported the hypothesis that if users could derive benefits
from violation they would take advantage of it (Li et al., 2010).

Aytes and Connolly (2011), meanwhile, concluded a study to determine the
reasons users who were aware of the consequences of insecure behaviors were engaged in
such acts from the perspective of RCT. Some of these unsafe behaviors included failing to
backup data, password disclosure and password sharing (Aytes & Connolly, 2011). The
respondents claimed to be knowledgeable about safe computing practices and the
consequences of violating them (Aytes & Connolly, 2011).

The authors designed their study based on three behavioral settings: password
usage, email usage, and data backup. In the case of password usage, the central questions
were how often they shared passwords with others and how often they changed their
passwords. In the case of email, they wanted to know how frequently users opened email
attachments without first checking them for viruses. Finally, the authors needed to understand
how frequent users backed up data to mitigate data loss. The questionnaires were distributed
to university students based on the knowledge that they had a fair understanding of computing
systems and a total of 167 completed the survey.

Aytes and Connolly (2011) presented the respondents’ ratings: 93% considered
themselves knowledgeable, very knowledgeable, or expert on email, 69% on protecting
against viruses, and 70% on the issue of defending against a computer crash. The significant
finding in this research was that the knowledge the users acquired did not persuade them to
practice safe computing, indicating that they chose to do what was expedient in this case
(Aytes & Connolly, 2011).

Theory of Reasoned Action (TRA)

Fishbein and Ajzen (1975, p. 511) studied the relationship between intentions
and behaviors and developed a model that showed the antecedent of behavioral intention that
finally resulted in the behavior was the attitude a person had toward that behavior. Their

framework showed beliefs about the outcome of the action which resulted in the attitude
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toward the action, on the other component of that model normative beliefs that resulted in
subjective norms, and how both branches combined to form an attitude. Attitude toward
behavior led to acting on the behavior, as depicted in figure 2.1. Sideridis, Kaissidis and
Padeliadu (1998) presented a slightly different model. In their model, belief strength,
outcome evaluation, normative beliefs, and motivation to comply represented independent
variables that pointed to intermediate variable intention, and intention indicated dependent
variable behavior.

An example by Mykytyn and Harrison (1993) explained the process of decision-
making applying TRA. A chief information officer (CIO) wanted to convince the president of
an organization to develop and deploy a strategic information system (IS) for competitive
advantage, which was the stimulus (Mykytyn & Harrison, 1993). The next phase of the
process was to determine what the president believed the outcome of the decision would be
and would proceed to evaluate several good and bad outcomes which would lead to his/her
attitude about the IS project (Mykytyn & Harrison, 1993). The evaluation of the outcomes
would be based on several factors, including contacts, experiences, or observations. The
formation of attitude was only one component of the intention process; the other was
subjective norms (Mykytyn & Harrison, 1993).

The subjective norm component might come from the board of directors,
executive board, new project committee members, customers, and other employees. These
different groups might be for or against the project and they made up the subjective norm
component. The input provided by all the people involved resulted from normative beliefs
and motives to comply in one way or the other (Mykytyn & Harrison, 1993). The president’s
intention will be known as he/she followed through, with the behavior (Mykytyn & Harrison,
1993).
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Figure 2.1 TRA (Fishbein & Ajzen, 1975)

Theory of Planned Behavior (TPB)

Behavior

The theory of planned behavior is an extension of TRA, as depicted in figure

2.2 (Ajzen, 1991). The new construct is perceived control which consists of various

components such as time, money, the right skills, and help from other people (Ajzen, 1991).

Moody et al. (2018) argued that TPB simply underscores that self-efficacy is an important,

positive attitude toward behavior, and norms are insufficient without the right skills.

George (2004) provided an explanation for TPB by studying internet

purchases.
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Figure 2.2 TPB (Ajzen, 1991)
(see figure 2.3). He based the research on TPB components to propose the following
hypotheses.
e The belief in internet trustworthiness would influence internet purchasing.
e The unauthorized use of and sharing of personal information would negatively
impact internet purchasing.
e Positive attitudes toward the internet would encourage online purchasing behavior.
e What important others think about internet purchasing should influence an
individual’s subjective norms about internet purchasing.
e Subjective norms should have a positive influence on internet purchasing.
e Positive self-efficacy of making internet purchases would influence perceived
behavioral control on making internet purchases.

e Positive beliefs about behavioral control would encourage internet purchasing.
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Figure 2.3 TPB Research Model (George, 2004)

His data came from 193 university students and yielded the following findings.
Trustworthiness was more important than unauthorized use and sharing of personal
information for internet purchasing. The following were supported, trustworthiness, attitude
to purchase, normative beliefs to subjective norms, efficacy, and perceived control to
purchasing; the remaining two components were not supported. His findings were like those
of some other researchers.
Literature Search

Literature for the research came from several sources, Dakota State
University Karl Mundt Library, IEEE, Google Scholar, CiteSeerX, Academia, ResearchGate,
Mendeley reference management system. Initially, the search was limited to peer-reviewed
literature but expanded to include conference papers cited in the extant literature and the date
preference was mainly from 2000 to the present. The search included power distance in
advertising, power distance in business, power distance and its moderating effects on
employee empowerment, power distance, and organizational learning culture. The search was

expanded to include culture in business, culture and technology, culture and job performance,
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and culture and security. On reviewing the literature obtained, the search was further
expanded to include factors that influence behavior toward information security policy
compliance, descriptive norms, normative beliefs, and self-efficacy.

A search was conducted for theories that would apply to the research,
including deterrence theory, protection motivation theory, the theory of planned behavior and
rational choice theory. The theories originated from other disciplines, such as criminology,
health, sociology, and psychology, and have since been adopted to explain events in
information systems security.

Summary

The literature review paints a picture of the role of power distance and culture
in every part of business, from communication to technology. The research is based on
human behavior in the workplace and the proper instruments to employ are theories that focus
on behavior. PMT, GDT, RCT, TRA, and TPB are very appropriate as they are based on
criminology and psychology. The effect of power distance on advertising, employee
empowerment, and education yielded significant findings. Culture is featured in business as a
platform to explain the relationship between management, lower ranked employees, and job
performance. Culture exposed different points of view in technology adoption and security.

The concept of behavior as it relates to information security policy is well-
examined in the previous literature. Many constructs have been investigated as factors
contributing to the problem, and but power distance has not been featured as one of those

constructs. This research includes power distance as one of the constructs to bridge the gap.

Chapter 3 describes the methodology employed to collect and analyze the data,
the research model, and the hypotheses development. The operationalization of the construct
is also accomplished. The procedures used to perform the two main assessments must be

satisfied to validate the research model are explained in this chapter.
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CHAPTER 3

RESEARCH METHODOLOGY

Introduction

This quantitative research adopts a positivist philosophy, as it develops and
validates an empirical model based on testable hypotheses to clarify the effect of power distance
and related variables on employees’ information Security policy compliance. It is exploratory
research, and the statement of the problem points out the gap in the studies done so far in ISP
compliance, and the purpose of this research is to fill that gap. Furthermore, investigating the
role of high-power distance in ISP compliance will help employers develop sensitivity to
national culture and relate that to appropriate job assignments and security awareness training.

This research creates an opportunity for other researchers to study the role of

power distance in information security in different organizations and countries.
Data Collection

The data collection method was survey instruments, which gathered extensive
information and provided anonymity. The survey was distributed to employees in the South-
Eastern part of Nigeria, with a very good representation of all the major ethnic groups in
Nigeria. Employees in private and public organizations were targeted for participation. The
measurement of the latent variables was on a 7-point Likert scale: (1) strongly disagree, (2)
disagree, (3) somewhat disagree, (4) neither agree nor disagree, (5) somewhat agree, (6)
agree, (7) strongly agree.
Population

The population for this research was the Nigerian working class employed by
public and private business organizations that have ISP. Every member of an organization is
responsible for the protection of that organization’s information. The proper representation of
the population was determined to be a random sampling of employees that would be
ethnically diverse encompassing the major tribes in Nigeria. The choice of Nigerian
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employees was made based on the country’s high PDI and the best way to capture the effect
of power distance was to collect samples from the country.
Population Sampling

The sampling process was based on the random distribution of survey
questionnaires in a metropolitan city with a large concentration of businesses that employed
people from every ethnic diversity. The proper approach was to seek consent from
individuals, to participate in the survey which was strictly anonymous to comply with ethical
standards. Bootstrapping, a resampling technique, differs from classical confidence intervals,
that providing population parameter estimations (Chin & Dibbern, 2010; Goodhue, Lewis, &
Thompson, 2012). It is also one of the functions of SmartPLS which is structural equation
modeling (PLS-SEM) software. In the place of a confidence interval, bootstrapping was used
in population parameter estimation.
Sample Size

Sample size estimation is one of the vexing problems in quantitative research,
and guidelines must be adhered to for a study to be acceptable (Mccrum-gardner, 2010;
Westland, 2010). Minimum size estimation is difficult; as Kock and Hadaya (2018)
explained, if the researcher finds that the minimum size is not met, additional data must be
collected. According to Hair, Hult, Ringle, and Sarstedt's (2017) rule of thumb, the minimum
sample size should be minimally 10 times the number of independent variables. That was
their initial suggestion but later revised to include the following: significance level, statistical
power, minimum coefficient of determination (R?), and the minimum number of arrows
pointing at an endogenous construct in the PLS path model (pp. 24-26). Peng and Lai (2012)
suggested that researchers should perform power analysis before estimating the required
sample size and that the number of items for each construct should be increased. A researcher
must know the sample size to attain the statistical power for the specified significance level
and hypothesized effect size (Cohen, 1992). The sample size is directly proportional to the
desired power and inversely proportional to the effect size and significance level (Cohen,
1992).

The computation results presented in figure 3.1 are based on the statistical

power of 80% for different significance levels and R? values. The best approach to

determining sample size was based on a table provided by Hair et al. (2017, p. 26), (see figure
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3.1). Asignificance level is a cut-off point chosen before the data test, 5% for most research,
that protects against accidentally rejecting the null hypothesis when it is true (Mccrum-
gardner, 2010). Statistical power makes it possible to reject the null hypothesis when the
alternative hypothesis is true (Mccrum-gardner, 2010). The minimum statistical power is
80%, signifying an 80% chance of detecting the difference of the specified effect size
(Mccrum-gardner, 2010). The sample size for this research was based on the table in figure
3.1. The significance level of 5%, the minimum R?value of 0.25, and the value of 0.20 are
considered high for behavior studies (Hair et al., 2017: p. 199). Seven independent variables,

a statistical power of 80%, and the minimum sample size of 51 are shown below.

' Sample Size Recommendation in PLS-SEM for a Statistical Power of 80%

228
Maximum Number of Significance Level f i
A =
Independent Variables) Minimum R* Minimum R’ Minimum R’ -

0.10 [ 0.25 70.50 0.75 0.10 0.25 ' 0.50 0.75 0.10 0.25 0.50 0.75
2 72 - 26 11 i 7 0 33 14 ; 8 130 47 19 10 1
3 83 30 13 8 103 37 16 9 145 53 22 | 1?
| ;‘ 92 34 15 9 113 4]7 18 1 158 58 34 14
5 99 37 17 10 122 45 20 12 | 169 62 26 15
6 106 | 40 18 2 | 130 | 48 | 21 13 | 170 66 28 16
7 112 42 20 13 137 ‘ 51 23 14 188 69 30 18 2|
; 8 118 45 21 71-1 144 54 24 15 196 73 32 19
9 124 47 22 15 150 56 26 16 204 76 ?4 20
10 129 49 i 24 16 71 56 59 27 | 18 212 J 79 35 J 21

Somrce: Cohen (1992): A Power Primer. Psychological Bulletin 112: 155-159,

Figure 3.1 (Hair et al., 2017: p. 26)
Data Analysis
The collected data was analyzed using SmartPLS version 3.3.3 (Ringle, Wende,

& Becker, 2015), suitable for analyzing small samples following some PLS application
guidelines. The report should include the following based on the initial assessment of the
PLS-SEM model for reflective measurement (Wong, 2013):

e The main endogenous variable variance

e The inner model path coefficient sizes and significance

e The outer model loadings and significance

e Indicator reliability
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e Internal consistency reliability

e Convergent validity

e Discriminant validity

e Structural path significance in bootstrapping
e Variance inflation factor (VIF)

Participants' demographics were analyzed using descriptive statistics, showing
type of organization, years at the present position, type of position, age, gender, and
education.

Conceptual Model

The literature review points to the variables considered in the research, the
effects of descriptive and subjective norms, penalty, coping appraisal in shaping behavioral
intention as shown in the conceptual model in figure 3-2. Descriptive and subjective norms
are internal forces that motivate a person to act in a way that satisfies moral and personal
obligations (Doran & Larsen, 2016). The penalty is an external force that encourages
conformity to rules and regulations (Herath & Rao, 2009a). A coping appraisal is a self-
assessment of a person’s ability to carry specific procedures to effectively counter a threat
(Maddux & Rogers, 1983; Woon et al., 2005). The research also explores the relationship
between all the constructs under planned behavior, rational choice theory, protection
motivation theory, and deterrence theory, which should lead to ISP compliance intention as
presented in the conceptual model in figure 3-3. Benefits of compliance, descriptive norms,
and normative beliefs are placed under the theory of planned behavior; rational choice theory
has moral beliefs and power distance; self-efficacy is under the protection motivation theory;
formal sanction is under the deterrence theory. The constructs in combination should affect a

person’s behavior that would lead to ISP compliance.
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50

Research Model and Hypotheses

There are 8 constructs in the research, 7 of which are independent variables and one
dependent variable (figure 3.4). Independent variables are Sanctions, moral beliefs, benefits
of compliance, self-efficacy, descriptive norms, normative beliefs, and power distance. The
dependent variable is the intention to comply. The research model used to find how the
different constructs function together and the uniqueness of the model is the inclusion of
power distance. However, based on based on searches that have been conducted power
distance is not associated with ISP compliance research.

Self-efficacy
Benefits 0
Compliance
Descriptive
Norms
G >
5
Moral &
Beliefs WO
Normative
Beliefs
Power
Distance

Intention to Comply

%

Figure 3.4 Research Model

Woon et al. (2005) Adopted five constructs from PMT in their research on
security measures for home wireless systems. The understanding is that remote access to
workplace networks to perform one’s daily tasks has expanded security concerns to the home
network and wireless systems. Employing survey as a research methodology, Woon et al.

(2005) collected data from 189 home users out of 215 respondents based on a 31-item
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questionnaire to test, evaluate and report on the adopted constructs. The hypothesis that
perceived vulnerability would be significant in the determination of behavior was not
supported, leading to the explanation that a person may not be able to avert danger in the case
of vulnerability (Woon et al., 2005). Self-efficacy is an indication that a person has the
capability and confidence to perform tasks, to protect an organization’s information assets
(Awofala et al., 2019; Bandura, 1977). Self-efficacy has a significant effect on employee’s
expected results from the use of information security, and the expectation depends on the
level of self-efficacy (Compeau & Higgins, 1995). In a study conducted by Bandura (1977),
self-efficacy positively correlates to a change in behavior. Information security issues require
competence and confidence which come from self-efficacy. In other studies, self-efficacy is
found to have a direct link to how an employee responds to assigned tasks, and information
security (Ariff, Yeow, Zakuan, Jusoh, & Bahari, 2012; Bulgurcu et al., 2010; Herath & Rao,
2009a; Workman, Bommer, & Straub, 2008). Hence, we hypothesize that

e H1: Self-efficacy will positively impact employees’ attitudes toward ISP compliance.

People seem to do things that bring some benefits and shy away from efforts
that may negatively impact them. There are different types of benefits. One is being able to
protect assets by using adequate security controls and, in the process be recognized (Blythe,
Coventry, & Little, 2015; Bulgurcu et al., 2010). An example by Mykytyn and Harrison
(1993) explained the process of decision-making by applying TRA. A chief information
officer (C10) wanted to convince a president of an organization to develop and deploy a
strategic information system (IS) for competitive advantage; this was the stimulus (Mykytyn
& Harrison, 1993). The next phase of the process was to determine what the president
believed the outcome of the decision would be after evaluating several good outcomes and
several bad ones, which would inform his/her attitude about the IS project (Mykytyn &
Harrison, 1993). The examination of the outcome would be based on several factors, some of
which could include contacts, experience, or observations. The formation of attitude was only
one component of the intention process; the other was subjective norms (Mykytyn &
Harrison, 1993). If employees feel that their work may be impeded and little benefit is derived
from security requirements, they may violate ISP (Koloseni, Lee, & Lee, 2018). Considering

an action, a person weighs the consequences of that action and determines to fully take
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responsibility before engaging in it (Ajzen, 1991; Ajzen & Fishbein, 1975). Hence, we
hypothesize that
e H2: Benefits of compliance will positively impact employees’ attitudes toward ISP

compliance.

Surrounded by colleagues who comply with ISP would prompt an employee to
do the same. Descriptive norms are beliefs about other people’s behaviors, good or bad
(Forward, 2009; Goldsmith, Montford, & Goldsmith, 2014). Descriptive norms could be used
as social control, letting society know that if most people are performing acts, everyone
should be (Cialdini, 2007). As other behavior researchers have shown, this behavior is
planned (Ajzen, 1991; Herath & Rao, 2009b). Hence, we hypothesize that

e Ha3: Descriptive norms will positively impact employees’ attitudes toward ISP

compliance.

Straub and Weike's (1998) approach to deterrence involved more
countermeasures and awareness training. Their whole argument was that abusive behaviors
toward information systems could be thwarted by implementing information security
measures. The authors then enumerated some of those deterrent techniques, such as policies
and guidelines on proper system use. They also realized that their recommended
countermeasures included no enforcement provision leaving it for users to comply
voluntarily. An awareness training program should also include the two essential aspects of
general deterrence theory: sanction certainty and severity of the sanction. Sanctions, by their
nature invoke the image of punishment in the minds of employees, whether tangible or
intangible.

Hu, Xu, Dinev, and Ling (2011), in their research on the effect of ISP violation
deterrence, found that companies tend to focus on sanctions. Citing 2008 Computer Crime
and Security Survey data at the time of their research, 44% was insider abuse and 49% was
due to virus incidents. Their research interest was to delve into human behavioral aspects of
information security using available theories to reveal causal relationships and prescribe
guidelines for the mitigation of security management. Punishment has a negative effect on
employees’ involvement in non-malicious information systems security deviant behavior

(Ifinedo & ldemudia, 2017). Researchers have shown sanctions to effectively move
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employees to ISP compliance (Bulgurcu et al., 2010; Pahnila et al., 2007a; M. Siponen,
Vance, & Willison, 2012; D. W. Straub & Weike, 1998). Therefore, we hypothesize that

e H4: Sanctions will positively impact employees’ attitudes toward ISP compliance.

Moral beliefs are concerned with making choices based on a person’s beliefs
indicating deliberate acts that could involve a choice between good and bad, (Al-Omari et al.,
2013; Vance & Siponen, 2012b). Moral beliefs could be an impetus to do good or resist what
people believe is evil, such as forming a neighborhood watch to prevent crime. Aytes and
Connolly (2011) presented the respondents ratings: 93% considered themselves
knowledgeable, very knowledgeable, or expert on email, 69% on protecting against viruses,
and 70% on protecting against a computer crash. The significant finding in this research was
that the knowledge the users acquired did not persuade them to practice safe computing,
indicating that they chose to do what was expedient in this case (Aytes & Connolly, 2011).
Moral strength is required to do what is right when a person may not feel like behaving that
way. Rules are not for employees only; management should not set security rules and do the
opposite (Siponen, 2000). Therefore, we hypothesize that

e H5: Moral beliefs will positively impact employees’ attitudes toward ISP compliance.

Normative beliefs have been assessed primarily by considering the pressures
exerted at the workplace by colleagues, managers, (Ajzen, 1991; Ajzen & Fishbein, 1980;
Bulgurcu et al., 2010). The extension of this construct should include the fact that in some
countries, like Nigeria, people care more about family honor and community opinion of them
than the pressures at work (ldang, 2015). Failure for them is not an option, so family honor
and being viewed positively by the community will push them to do what is right by
complying with ISP. Hence, we hypothesize that

e H6: Normative beliefs will positively impact employees’ attitudes toward ISP

compliance.

Dinev, Goo, Hu, and Nam (2009) suggest that cultural factors should be firmly
integrated into any type of ISP design. Culture is acquired through a slow process over years,
starting from birth, as Jones and Alony (2007) argued. Its acquisition is not easily discarded.
Based on the above assertions and the context of the national culture considered in this

research, it is not out of place to imply that the antecedent of behavior is culture. Lovett
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(2006) looks at the two prevailing explanations of RCT: Intentional pursuit of self-interest by
social actors, their choice is for their optimal benefits. The other explanation is that there are
general social benefits of individual pursuits. RCT is more of a social benefit than an
individual outcome (Hechter & Kanazawa, 1997). In methodological individualism, the
social structure does not restrict human behavior; instead, structural individualism includes
social structures that affect individual decisions and behavior (Wittek, 2013). Li, Zhang, and
Sarathy (2010) applied RCT to investigate deviant behavior concerning compliance with
internet use policy (IUP) in an organization. They argued that users determined to violate
IUP perform a cost-benefit analysis to assess benefits derived from intrinsic or extrinsic
motivation. One of the hypotheses proposed in the research was that “ perceived benefits of
internet abuses had a negative impact on IUP compliance intention. ” Sideridis, Kaissidis,
and Padeliadu (1998) presented a slightly different model than presented by Fishbein and
Ajzen’s. In their model, belief strength, outcome evaluation, normative beliefs, and
motivation to comply represented independent variables that pointed to intermediate variable
intention, and intention indicated dependent variable behavior. Whether it is individual or
social, a beneficial choice has to be made. Hence, we hypothesize that

e H7: High power distance positively impacts employees’ attitudes toward ISP

compliance.

Operationalization of Constructs

The constructs in this research are operationalized by the assignment of
indicators to latent (unobservable) variables (Hair, Hult, Ringle, & Sarstedt, 2017, p. 6). The
indicators are observable and can be measured using a survey instrument (Hair et al., 2017;
Hu et al., 2011). The constructs from the conceptual model are further developed into
measurement items on a 7-point Likert scale. The measurement items used in the research are
adopted from extant literature, as they have been tested and used several times, minimizing
the possibility of bias and maximizing reliability and validity as is highly recommended by

Straub, Boudreau, and Gefen (2004), which constitutes content validity.
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Table 3.1 Measurement Item Sources

Construct Item Item Description Source
Sanctions SN1 I will be demoted if | do not comply with Bulgurcu, Cavusoglu, &
information security policy. Benbasat 2010
SN2 I will be reprimanded if | do not comply with

information policy.

SN3 I will incur financial loss if | do not comply with
information policy.

Moral Beliefs MB1 It is morally right to comply with information Al-Omari, Deokar, El-
security policy. Gayar, Walters, & Aleassa,
i __ i 2013; Vance et al., 2012;
MB2 | feel obligated to comply with information Cronan & Al-Rafee. 2008

security policy.

MB3 I will feel guilty if | do not comply with
information security policy.

Benefits of Compliance BC1 I will feel satisfied if I comply with information | Bulgurcu et al. 2010
security policy.

BC2 I will feel accomplished if | comply with
information security policy.

BC3 I will feel content if I comply with information
security policy.

Self-efficacy SE1 I have the required knowledge to comply with Al-Omari et al. 2013
information security policy.

SE2 I have the required skills to comply with
information security policy.

SE3 I have the required competencies to comply with
information security policy.

Descriptive Norms DN1 I believe that other employees comply with Herath & Rao 2009
information security policy.

DN2 I know that other employees comply with
information security policy.

DN3 I have a strong opinion that majority of
employees comply with information security
policy.
Normative Beliefs NB1 Upper management believes that | should Bulgurcu et al. 2010

comply with information security policy.

NB2 My immediate superiors believe that | should
comply with information security policy.

NB3 My colleagues believe that I should comply with
information security policy.

Power Distance PD1 Organization rules should not be broken; Zhang & Begley 2011;
therefore, | must comply with information Sideridis et al., 1998.
security policy.
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PD2 I respect management decisions; therefore, |
must comply with information security policy.

PD3 Management has the right to expect complete
obedience in work-related matters; therefore |
must comply with information security policy.

Intention to Comply IC1 I intend to comply with information security Bulgurcu et al. 2010
policy.
IC2 I intend to help others comply with information

security policy.

IC3 I encourage others to comply with information
security policy.

Data Analysis Plan

The analysis of the collected data was in two parts, descriptive statistics, and
inferential statistics. Microsoft Excel software was used to calculate the descriptive statistics,
which were the demographic data obtained from the questionnaires. Partial least squares
structural equation modeling (PLS-SEM) was used to calculate inferential statistics and the
preferred software was SmartPLS version 3.3.3 (Ringle et al., 2015). There are a few reasons
for the adoption of the PLS-SEM mode of data analysis as stated below:

e PLS is an appropriate form of analysis for exploratory research; it provides a graphical
indication of relationship proxies; the observations will be on the path coefficients
(Ainuddin, Beamish, Hulland, & Rouse, 2007; Henseler, 2018; Henseler, Ringle, &
Sinkovics, 2009).

e PLS is suitable for small sample size analysis when others may not be (Birkinshaw,
Morrison, & Hulland, 1995; Henseler et al., 2009; Mintu-Wimsatt & Graham, 2004).

e PLS issuitable for estimating complex models with many latent and manifest variables
(Henseler et al., 2009).

e PLS does not require normally distributed data to perform analysis. It performs well
with nonparametric data (Acedo & Jones, 2007; Henseler et al., 2009).

e PLSis capable of handling both reflective and formative models (Henseler et al., 2009).
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Reflective Measurement Model Assessment

The established theoretical measurements provide guidelines on what standards
the measurement model should meet to be included in the path model (Hair et al., 2017, p.
105). The reliability and validity of construct measures are established by the assessment of
the reflective measurement model, which shows how indicators are related to latent constructs
(measurement models) and how constructs are related to each other (structural model) (Hair et
al., 2017, p. 105). There are two assessment models to be evaluated, and the structural model
evaluation must follow the measurement model evaluation (Hair et al., 2017).

Detmar Straub et al.'s (2004) mandated tests for exploratory research, as
previously pointed out, are content validity, construct validity, and internal consistency
reliability. Reliability is an indication that a tool will be stable and the results obtained from it
valid is that measurements from the constructs will be of exactly what should be measured
(Hair et al., 2017, p. 107). The components of reflective measurement model reliability are
internal consistency reliability and indicator reliability. The two components of validity
associated with reflective measurement are convergent validity and discriminant validity
Internal Consistency Reliability

Cronbach’s alpha has been traditionally used as the criterion to assess internal
consistency reliability. Subsequently, it was discovered to underestimate internal consistency
reliability leading to the acceptance of composite reliability as a better measure of internal
consistency reliability (Hair et al., 2017, p. 111). The acceptable composite reliability values
for exploratory research are between 0.6 and 0.70, while the values for more established
research should be between 0.70 and 0.90 (Bagozzi & Yi, 1988; Hair et al., 2017: p. 112).
Indicator Reliability

Indicators associated with each construct have higher loading and the size of the
outer loading is referred to as indicator reliability (Hair et al., 2017, p. 113). For the outer
loading to be statistically significant, the rule of thumb is that the standardized value should
be 0.708 or higher. The indicator reliability is obtained by squaring the standardized
indicator’s outer loading (Hair et al., 2017). Although the standardized value is considerably

lower for exploratory research, 0.4 and higher are acceptable (Hulland, 1999).
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Convergent Validity

The measure of convergent validity is based on the average variance extracted
(AVE) of each latent variable (Hair et al., 2017, p. 114; Wong, 2019, p. 33). An acceptable
AVE is 0.50 or higher (Bagozzi & Yi, 1988; Hair et al., 2017, p. 115) which indicates that
more than 50% of AVE is explained by the construct associated with it.
Discriminant Validity

Discriminant validity refers to the empirical distinction between constructs (Hair
etal., 2017, p. 115). The traditional method of testing for this distinction are cross-loadings
and the Fornell-Larcker criterion; the Fornell-Larcker criterion requires that the square
root of each construct AVE should be greater than the AVE of other correlated constructs
(Fornell & Larcker, 1981; Hair et al., 2017, p. 115). When two constructs are highly
correlated, cross-loadings fail to address the lack of discriminant validity. The Fornell-
Larcker criterion depends on the distinctions provided by cross-loadings, and if cross-loadings
fail, Fornell-Larcker will also fail (Hair et al., 2017: p. 118). Henseler, Ringle, and Sarstedt
(2014), proposed a remedy to the problem of discriminant validity. They suggested assessing
the heterotrait-monotrait ratio (HTMT) of the correlations. The summary of the reflective

measurement model assessment is presented in table 3.2, adopted from Wong (2013).
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What to check?

What to look for in
SmartPLS?

Where is it in the report?

Is it OK?

Reliability

Indicator Reliability

“Outer loadings” numbers

PLS — Calculation Results

— Outer Loadings

Square each of the outer
loadings to find the
indicator reliability value.

0.70 or higher is preferred.
If it is exploratory research,
0.4 or higher is acceptable.
(Hulland, 1999)

Internal Consistency

“Reliability” numbers

PLS — Quality Criteria —

Composite reliability

Reliability Overview Should be 0.7 or higher. If
it is exploratory research,
0.6 or higher is acceptable.
(Bagozzi & Yi, 1988)
Validity

Convergent validity

“AVE” numbers

PLS — Quality Criteria —

Overview

It should be 0.5 or higher
(Bagozzi & Yi, 1988)

Discriminant validity

“AVE” numbers and Latent

Variable Correlations

PLS — Quality Criteria —
Overview (for the AVE

number as shown above)

PLS — Quality Criteria
—Latent Variable

Correlations

Fornell and Larcker (1988)
suggest that the “square
root ” of AVE of each latent
variable should be greater
than the correlations among

the latent variables

Structural Model Assessment

Structural model measurement represents the relationship between constructs

(Hair et al., 2017, p. 13). The evaluation of the following criteria must be satisfied for an
assessment to be valid (Hair et al., 2017, pp. 191-209; Hair, Ringle, & Sarstedt, 2011):

e Coefficients of determination (R?)

e Predictive relevance (Q?)

e Size and significance of path coefficients

e Model’s 2 effect size

e Model’s geffect size
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e Collinearity issues of structural model (Inner VIFs)

e The standardized root mean square residual (SRMR)

Coefficients of Determination (R?)

R-square value is an effect size measure in path modeling, it is the most
common effect size, and its value appears in the endogenous latent variables (Garson, 2016: p.
59). The R- square value of 0.620, for example is interpreted as 62% of the variance in the
endogenous variable is explained by the model that is by the exogenous variables linked to it
(Garson, 2016: p. 59). The R-square value called the coefficient of determination may be
substantial, moderate, or weak, and the term “high” is relevant to the study (Garson, 2016: p.
80). R-square value is also known as a measure of a model predictive power. Using the rule
of thumb, the R? values of 0.75, 0.50 or 0.25 for the endogenous construct are classified as
substantial, moderate, and weak respectively (Hair et al., 2017: p. 199).

Predictive Relevance (Q?)

Predictive Relevance is known as Stone-Geisser’s Q? value. It measures how
well the path model predicts the observed values; it applies only to the endogenous constructs
of the reflective models (Garson, 2016: p. 117). There are four types of cross-validation
output (Garson, 2016: p. 118):

e Construct cross-validated redundancy

e Construct cross-validated communality

e Indicator cross-validated redundancy

e Indicator cross-validated communality

The construct output represents the inner model, which comprises connections

between latent variables. The indicator output is obtained from the relationship between
indicators and their respective constructs (Garson, 2016: p. 118). The Q? statistics are from
the redundancy output, calculated in a SmartPLS blindfolding operation (Garson, 2016:
p.118). A blindfolding calculation is performed using the specified omission distance D to
obtain Q? values. The process omits the d" data point and uses the estimate obtained to
predict the omitted data (Hair et al., 2011). The rule in choosing distance D, which is between
5 and 10, is that when the number of observations is divided by D the result should not be an

integer (Hair et al., 2011). The rule of thumb requires the value of Q? to be larger than 0 to
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show that the exogenous constructs have predictive relevance for the endogenous variable
linked to them.
Size and Significance of Path Coefficients

The path coefficient in combination with the p-value indicates the significance
to the model; PLS does not assume normal or any other distribution so bootstrapping, which
is a sample and replace method, is employed to simulate a normal distribution and calculate a
p-value (Garson, 2016: p. 62). The bootstrapping process involves the choice of 5000
subsamples which is the recommended number and a default value in SmartPLS. Asarule
of thumb for a two-tailed test, the critical t-values are 1.65 for a 10% significance level, 1.96
for a 5% significance level, and 2.5% for a 1% significance level. Alternatively, a p-value
less than 0.10 for a 10% significance level, less than 0.05 is a 5% significance level, and less
than 0.01is a 1% significance level. The recommended significance level for research is 5%
(Garson, 2016: pp. 192 -193).
Model’s f> Effect Size

A change in R? value when an exogenous variable is omitted from a model is
referred to as an f-square effect size. The larger the change in R? the less the explained
variance of the endogenous variable (Garson, 2016: p. 83). Effect size f?is calculated to
assess the effect of eliminating exogenous construct from a model and the calculation is
performed as shown:

1—R?

Where {subscripts i means included and e means excluded }, the denominator is the
unexplained part of the variance; the f2 calculation shows how large the unexplained portion is
accounted for by a change in R? (Garson, 2016: p. 84).

Variance Inflation Factor

The presence of collinearity makes it impossible for a researcher to use the
structural path coefficient to assess the relative importance of predictor variables in the
structural model (Garson, 2016: p. 81). The assessment of collinearity is based on tolerance,
and tolerance is (1 - R?). If tolerance is < 0.20, then R? is > 0.80, suggesting collinearity
problem (Garson, 2016: p. 81). Collinearity is a condition in which two independent variables

in a model are so correlated that they fail to predict the value of the response variable
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independently; based on the above-suggested tolerance, the acceptable R? has to be <0.80
resulting in the variance inflation factor (VIF) of < 5), according to the formula below (Hair et
al., 2017: p. 143).

Model’s g° Effect Size
The g? effect size is calculated to assess the contribution of an exogenous

construct to the endogenous variable’s Q? values; in another way, it is used to assess the
predictive relevance of the inner model paths to the endogenous construct (Garson, 2016: p.
121). The calculation is performed in the same way as f2, replacing R? with Q2. The formula
is shown below. The values of 0.02, 0.15 and 0.35 respectively, are indications that the
exogenous construct has small, medium, or large predictive relevance to the related
endogenous variable; (Hair et al., 2017: pp. 207 - 208).

o Q0

1-0f

Standardized Root Mean Square Residual (SRMR)

SRMR is a means of measuring the goodness of fit (GoF), which means
understanding the difference between the observed or estimated values of the dependent
variables of the model and the values predicted by the PLS model (Wong, 2019). The
acceptable value is (<0.080); any value below the recommended threshold shows that the
model has a good fit.

Survey Taking Ethics

The survey was issued and collected voluntarily and anonymously. | am a
qualified survey taker certified after completing the Collaborative Institutional Initiative (CITI
Program) training, Basic Institutional Review Board (IRB) — Record ID: 33537490, Personal
ID: 4429965. The Institutional Review Board (IRB) approval number is 20210211.
Summary

Chapter 3 presented the complete methodological approach of the research,
including the data collection, population samples, and data analysis plan. Nigeria was
selected as the high PD country for the random survey. The model was developed to
represent the influence of pd in combination with other variables on intention to comply with

information security policy. The operationalization of the constructs provided means of
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measuring the latent variables which could not be observed directly. The development of
hypotheses provided clear focus on the type of analysis required to produce meaningful
results. the plan for data analysis was to present the two required statistical results,
descriptive and inferential statistics. The descriptive statistics were to highlight the
demography of the survey questionnaire respondents. the inferential statistics were to comply
with requirements that would render the model useful and satisfy the reflective and structural
measurement assessments. The final section discussed ethics in the survey process; the
survey questionnaires were distributed and collected anonymously, and the questions did not

request any identifying information.
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CHAPTER 4

Analysis and Results

Introduction

The purpose of this study was to explore the role of high-power distance in

information security compliance using a quantitative method. The approach was to develop an

empirical model to test the following hypotheses:

H1: Self-efficacy will positively impact employees’ attitudes toward ISP compliance.
H2: Benefits of compliance will positively impact employees’ attitudes toward ISP
compliance.

H3: Descriptive norms will positively impact employees’ attitudes toward ISP
compliance.

H4: Sanctions will positively impact employees’ attitudes toward ISP compliance.

H5: Moral beliefs will positively impact employees’ attitudes toward ISP compliance.
H6: Normative beliefs will positively impact employees’ attitudes toward ISP
compliance.

H7: High power distance positively impacts employees’ attitudes toward ISP

compliance.

The need to answer the following research questions was also at the core of the study:
RQ1 - What effect does power distance have on employees’ behavior toward ISP
compliance intention?

RQ2 - How significant are the data on power distance?

RQ3 - How do the data on power distance compare with the data on other constructs

in the survey?

Protection motivation theory, general deterrence theory, rational choice theory, theory

of reasoned action and theory of planned behavior all played roles in validating the model and

testing the hypotheses.
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Data Collection

A total of 1000 survey questionnaires were distributed; 597 responses were
received, and 187 were discarded for incomplete answers. The 410 that were useable
constituted a 41 percent completion rate. The demographics of respondents were generated
using the 410 respondents which constituted the descriptive statistics, which were used to
calculate inferential statistics.
Descriptive Statistics

The demographic classifications shown in table 4.1 are divided into eight
sections, including gender, age, education, and job role. There were 54.63 percent male and
45.37 percent female participants. The largest age group was between 30 and 39 years. The
employees in information technology were only18.78 percent of the total, eliminating bias in

the analysis.



Table 4.1 Demographics (n = 410)

Demographic Frequency Percentage
Gender Male 224 54.63
Female 186 45.37
18-29 8 19.02
30-39 123 30.00
Age 40 - 49 106 25.85
50 - 59 40 9.76
>59 63 15.37
< High School 10 2.44
Completed High School 38 9.27
Education Some College Credits 28 6.83
Bachelor's Degree 146 35.61
Graduate Degree 123 30.00
Other 65 15.85
Job Role Information Technology i 18.78
Other 333 81.22
<1 Year 46 11.22
Time in the Present L5 vears = 2163
Organization 6 - 10 Years 75 18.29
11 - 15 Years 74 18.05
> 15 Years 114 27.80
<1 Year 92 22.44
1-5 Years 145 35.37
Time in the Present Position | §-10 Years 59 14.39
11 - 15 Years 7 13.90
> 15 57 13.90
<100 136 33.17
Number of Employees in your | 100 - 500 109 26.59
Organization 501 - 1000 58 14.15
> 1000 107 26.10
Education 82 20.00
Government 67 16.34
Financial Services 98 23.90
Health Care 55 13.41
Organization's Sector Information Technology 38 9.27
Telecommunications 21 5.12
Manufacturing 24 5.85
Nonprofit 18 4.39
Other ’ 171
Total 410 100.00
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Inferential Statistics
The next process was the model analysis employing partial least squares-
structural equation modeling using SmartPLS software version 3.3.3 (Ringle et al., 2015). The
model was developed by assigning indicators to latent variables to measure relationships
between indicators and variables (Hair et al., 2017: p. 6 ). The empirical results obtained help
compare theoretical model and structural measurements to physical measurements, showing
how the theory fits the data (Hair et al., 2017: p. 105). The two models evaluated were
measurement models and structural model (Hair et al., 2017: p. 106).
Evaluation of the Measurement Models
The evaluation of the measurement models require the assessment of the
reflective measurement models which includes the following (Hair et al., 2017: p. 106):
e internal consistency — Cronbach’s alpha and composite reliability;
e convergent validity — indicator reliability, average variance extracted (AVE); and
o discriminant validity — Fornell-Larcker criterion and Heterotrait-Monotrait Ratio of
Correlation.

Assessment of Reflective Measurements

Indicators NB2, and NB3, were dropped for cross-loading (i.e., loading high
across other variables), with high correlations to other indicators from other variables (Hair et
al., 2017: pp. 115 - 116; Hair, Black, Babin, & Anderson, 2015: pp. 116 - 118).
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Figure 4.1 PLS Path Model from SmartPLS

There is a true value and a measurement value in every measurement, and the

difference is the error; a random error threatens reliability and systematic error threatens

validity (Hair et al., 2017: p. 107). Reliability is when a tool will produce consistent and

stable results; composite reliability is the better estimate of a construct’s internal consistency

(Hair et al., 2011). The values of 0.60 to 0.70 for composite reliability in exploratory research

are acceptable, advanced research values of 0.70 to 0.90 are expected, and values below 0.60

show a lack of reliability (Hair et al., 2011). The path model after a PLS algorithm calculation

is shown in figure 4.1. Table 4.2 shows Cronbach’s alpha and composite reliability values

above the 0.7 thresholds, signifying a high level of consistency (Bagozzi, R. P., Yi, 1988).



69

The flow chart in figure 4.4 provides the steps to retain or eliminate indicators based on their

values. The values are represented in figures 4.2 and 4.3.

Table 4.2. Internal Consistency - Cronbach’s Alpha and Composite Reliability

Cronbach's Alpha Composite Reliability

BC 0.872 0.921
DN 0.884 0.928
IC 0.909 0.943
MB 0.882 0.928
NB 1 1

PD 0.911 0.944
SE 0.920 0.950
SN 0.859 0.914

Convergent Validity

A valid construct measures what it is supposed to measure, and to establish
convergent validity, the test procedures of figure 4.4 should be performed. According to Hair
etal. (2017: p. 112), “convergent validity is the extent a measure correlates positively with
the alternative measures of the same construct, ”. Domain sampling modeling regards each
indicator of a reflective construct as different to measure the construct, and the indicators
(measures) of a reflective construct should converge (Hair et al., 2017: p. 113). A latent
variable should explain at least 50% of indicator’s variance and the required value for the
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Cronbach's Alpha

[RCRE
01

005+

Cronbach's Alpha

BC DN ¢ MB NB FD SE SN

Figure 4.2 Cronbach’s Alpha form SmartPLS

Composite Reliability

Composite Reliability

BC DN Ic MB NE FD SE SN

Figure 4.3 Composite Reliability from SmartPLS
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indicator’s outer loading should be at least .708 when squared is 0.50 (Hair et al., 2017: p.
113)

The outer loading of 0.4 is acceptable for exploratory research (Hulland,
1999). Average variance extracted (AVE) is another standard measure to establish
convergent validity; for validity, the value should be 0.50 or greater (Hair et al., 2017: pp. 114
- 115). The values in table 4.3 show outer loading greater than the 0.708 threshold, and the
values of the AVE in table 4.4 is greater than the required minimum of 0.50. Therefore,

convergent validity is established (see figure 4.5).

SUILDHER W Outer Loading Relevance Testing

Outer loading
relevance testing

1 !

Outer loading Ol;lstel' Igi((:i)lng Outer loading
is < 0.40 3 is = 0.70

but < 0.70

&

Delete the reflective Analyze the Retain the reflective
indicator but impact of indicator indicator

consider its impact deletion on internal

on content validity consistency reliability

v

Deletion Deletion does
increases not increase
measure(s) measure(s)

above threshold above threshold

Potentially delete the reflective Retain the
indicator but reflective indicator
consider its impact on
content validity

Figure 4.4 (Hair et al., 2017: p. 114)



Table 4.3. Outer Loadings Showing Indicator Reliability

BC1

0.881

BC2

0.907

BC3

0.889

DN1

0.880

DN2

0.918

DN3

0.905

IC1

0.913

IC2

0.919

IC3

0.927

MB1

0.899

MB2

0.941

MB3

0.858

NB1

1.000

PD1

0.889

PD2

0.932

PD3

0.942

SE1

0.910

SE2

0.939

SE3

0.937

SN1

0.865

SN2

0.904

SN3

0.879




Table 4.4. AVE for Convergent Validity

Average Variance Extracted
(AVE)
BC 0.796
DN 0.812
IC 0.846
MB 0.811
NB 1.000
PD 0.849
SE 0.863
SN 0.779

Average Variance Extr
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Average Variance Extracted (AVE)

Figure 4.5 Average Variance Extracted (AVE) from SmartPLS
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Discriminant Validity

Constructs should be unique and distinct from one another, and this is how to
establish discriminant validity (Hair et al., 2017: p. 115). Earlier methods relied on cross-
loadings and Fornell-Larcker criterion to assess discriminant validity (Hair et al., 2017: pp.
115 - 116). The Fornell-Larcker criterion states that each construct’s AVE’s square root

should be greater than its highest correlation with other constructs

SR Handling Discriminant Validity Problems

Discriminant validity
assessment using the
HTMT criterion

A

Discriminant Discriminant
validity validity not
established established

Continue with the
analysis

Establish discriminant
validity while keeping the
problematic constructs

Discriminant Discriminant
validity not validity
established established

Y

Contlnue with the
Establish discriminant analysis
validity by merging the

problematic constructs

><

Discriminant
validity
established

Discriminant
validity not
established

Discard the roodel Continue with the

analysis

Figure 4.6 (Hair etal., 2017: p. 121)
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(Fornell & Larcker, 1981; Hair et al., 2017: p. 116). In addition, the rule requires that a latent
construct shares more variance with its indicators than with another latent construct (Hair et
al., 2011). The data in table 4.5 conform to the Fornell-Larcker criterion. The second method
of determining discriminant validity is loading. The rule is that an indicator loading with its
associated latent construct should be higher than its loading with other constructs (cross-

loading) (Hair et al., 2011). Indicators’ outer loadings are shown in table 4.3.

Table 4.5. Fornell-Larcker Criterion

BC DN IC MB NB PD SE SN
BC |0.892
DN | 0.529 0.901
IC 0.695 0.568 0.920
MB | 0.664 0.520 0.598 0.900
NB | 0.622 0.592 0.565 0.657 1.000
PD | 0.685 0.556 0.704 0.641 0.759 0.921
SE |0.479 0.628 0.553 0.472 0.434 0.506 0.929
SN | 0.457 0.594 0.502 0.518 0.475 0.441 0.639 0.883

Henseler, Ringle, and Sarstedt (2015) were not satisfied with the efficacy of the
Fornell-Larcker criterion and cross-loading for the assessment of discriminant validity, which
success rates were at 14.59 % and 8.78%, respectively, in a variance-based SEM. The way to
correct the low sensitivity of the Fornell-Larcker and cross-loading to discriminant validity in
variance-based SEM was the proposal of Heterotrait-Monotrait Ratio of Correlation (HTMT).
A Multitrait-Multimethod (MTMM) was developed to systematically assess discriminant
validity (Campbell & Fiske, 1959). The idea for HTMT took off from there. The new

method, estimated to be more accurate than the previous two HTMTSs, yields the ratio of
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between and within-traits correlations (Hair et al., 2017: p. 118). One way to resolve

discriminant validity problems when first discovered is illustrated in figure 4.6, which

Table 4.6. Heterotrait-Monotrait Ratio of Correlation for Discriminant Validity

BC

DN 0.603

IC 0.779 0.631

MB 0.758 0.591 0.665

NB 0.666 0.629 0.588 0.700

PD 0.769 0.620 0.767 0.717 0.799

SE 0.535 0.695 0.603 0.525 0.453 0.551

SN 0.525 0.680 0.564 0.591 0.508 0.496 0.716

Shows the results of a systematic assessment and elimination. The required HTMT value
should be (< 0.850) (Wong, 2019: pp. 118 - 119). The highest value in table 4.6 is 0.799,
which is below the threshold of (0.850) and is also represented in figure 4.7. The HTMT
values should also be tested to show that they are significantly different from 1 (Hair et al.,
2017: p. 130). The bootstrapping samples from 5,000 results are shown in table 4.7. The
values between the 2.5% and 97.5% (bias corrected) confidence interval are significantly

different from 1. Therefore, discriminant validity is established.
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Heterotrait-Monotrait Ratio (HTMT)

Heterotrait-Monotrait Ratio (HIMT)
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Figure 4.7 HTMT calculated by SmartPLS algorithm
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Table 4.7 Confidence Interval for for Hetorotrait-Monotrait Ratio (HTMT)

Confidence Intervals Bias Corrected

Original Sample (O)|Sample Mean (M)| 2.50% 97.50%
DN ->BC 0.603 0.602 0.507 0.689
IC->BC 0.779 0.778 0.705 0.843
IC ->DN 0.631 0.631 0.539 0.716
MB -> BC 0.758 0.758 0.664 0.842
MB -> DN 0.591 0.590 0.490 0.686
MB -> IC 0.665 0.664 0.567 0.755
NB ->BC 0.666 0.665 0.585 0.735
NB -> DN 0.629 0.628 0.548 0.701
NB->IC 0.588 0.588 0.505 0.666
NB -> MB 0.700 0.700 0.616 0.775
PD ->BC 0.769 0.768 0.685 0.842
PD -> DN 0.620 0.619 0.526 0.700
PD->IC 0.767 0.766 0.691 0.832
PD -> MB 0.717 0.718 0.620 0.809
PD->NB 0.799 0.800 0.746 0.846
SE ->BC 0.535 0.534 0.433 0.630
SE -> DN 0.695 0.695 0.614 0.768
SE->IC 0.603 0.603 0.519 0.682
SE-> MB 0.525 0.525 0.429 0.615
SE->NB 0.453 0.453 0.361 0.539
SE->PD 0.551 0.550 0.452 0.641
SN ->BC 0.525 0.526 0.428 0.618
SN -> DN 0.680 0.681 0.596 0.757
SN ->IC 0.564 0.566 0.479 0.646
SN -> MB 0.591 0.592 0.494 0.682
SN -> NB 0.508 0.508 0.432 0.581
SN ->PD 0.496 0.497 0.400 0.588
SN -> SE 0.716 0.716 0.640 0.785

The summary of the results of the reflective measurement model assessment is
shown in table 4.8. Upon examining the results, it becomes evident that all the criteria are

met, so measurement model reliability and validity are established.
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Table 4.8. Results Summary of Reflective Measurement Models

- Internal Consistency Discriminant
Convergent Validity Reliability Validity
. Indicator Composite | Cronbach’s
Latent | o Loadings | pojiapitity | AVE | Reliability | Alpha
variables HTMT
5070 | >050 |>0.50| 0.60-090 | 0.60-0.90 | confidence
interval does
not include 1
BC1 0.881 0.776
BC BC2 0.907 0.823 0.796 0.921 0.872 Yes
BC3 0.889 0.790
DN1 0.880 0.774
DN DN2 0.918 0.843 0.812 0.928 0.884 Yes
DN3 0.905 0.819
IC1 0.913 0.834
IC IC2 0.919 0.885 0.846 0.943 0.909 Yes
IC3 0.927 0.845
MB1 0.899 0.767
MB MB2 0.941 0.808 0.811 0.928 0.882 Yes
MB3 0.858 0.736
NB NB1 1.000 1.000 1.000 1.000 1.000 Yes
PD1 0.889 0.790
PD PD2 0.932 0.869 0.849 0.944 0.911 Yes
PD3 0.942 0.887
SE1 0.910 0.828
SE SE? 0.939 0.882 0.863 0.950 0.920 Yes
SE3 0.937 0.878
SN1 0.865 0.748
SN SN2 0.904 0.817 0.779 0.914 0.859 Yes
SN3 0.879 0.773

Assessment of Structural Model

Structural model assessment includes:

Checking for issues with collinearity

Coefficient of determination (R?)

Predictive relevance (Q?)

Size and significance of path coefficient

Effect size f?

Effect size g2

The standardized root mean square residual (SRMR)

The procedure is shown in figure 4.8 from step 1 to step 5, step 6 is effect size g2
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calculated manually.

SO Structural Model Assessment Procedure

Assess structural model
Step 1 . o
for collinearity issues

Step 2 Assess the significance and relevance

P of the structural model relationships
Step 3 Assess the level of R2
Step 4 Assess the effect sizes 12
Step 5 Assess the predictive relevance Q2

Figure 4.8 (Hair et al., 2017: p. 191)

Collinearity Issues

Collinearity is a condition where two independent variables in a model are so
highly correlated that they fail to independently predict the value of the response variable and
become insignificant; variance inflation factor (VIF), a good measure of collinearity (VIF
value < 5), is required (Hair et al., 2017: pp. 192 - 194). The VIF is computed as the
reciprocal of tolerance and tolerance is (1- R?), as represented below (Hair et al., 2017: p.
143; Robinson & Schumacker, 2009).

VIF = ——
1-R2

Multicollinearity occurs when two or more predictor variables in a multiple regression
model relate to each other and the response variable (Akinwande, Dikko, & Samson, 2015).

Multicollinearity inflates standard errors of the coefficient unnecessarily which makes some
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variables statistically insignificant when they should be significant (Akinwande et al., 2015).
The values of variance inflation factor (VIF) in table 4.9 are substantially below the threshold

(value of 5). Therefore, there is no collinearity issue.

Table 4.9. Collinearity Statistics (Inner VIF)

BC |DN |[IC MB |NB |PD |SE | SN

BC 2.328
DN 2.221
IC

MB 2.336
NB 2.917
PD 3.040
SE 2.143
SN 2.021

Coefficient of Determination (R? Value)

One of the measures used to evaluate the structural equation model is the
coefficient of determination (R?), which represents the model’s predictive power, how well
the data fit the model, or how much endogenous variance is explained by the exogenous
variables linked to it (Hair et al., 2017: p. 198; Hair et al., 2011). The R?value represents the
overall effects of all the exogenous variables on the endogenous variable connected to them
(Hair et al., 2017: p. 198). The R? values range between 0 and 1; the higher the value, the
higher the predictive accuracy (Hair et al., 2017: p. 199). There is no rule of thumb for setting
acceptable R2values. It depends on how complex a model is and the research discipline (Hair
etal., 2017: p. 199). The values expected for scholarly research in marketing are usually,
0.75, 0.50, and 0.25 for endogenous variables, referred to as substantial, moderate, and weak,
respectively (Hair et al., 2017: p. 199). Based on the R? value of 0.624 obtained, as shown in
figure 4.9, the effect is substantial.

Structural Model Path Coefficients
Path coefficients represent hypothesized relationships between constructs, and

their standardized values are between -1 and +1 (Hair et al., 2017: p.195). The value of +1
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indicates a strong positive relationship, and the value of -1 indicates a strong negative
relationship; the closer the coefficients are to 0, the weaker their relationships (Hair et al.,
2017: p. 195). Standard error plays a critical role in determining if a coefficient obtained is
significant or not, and the standard error is obtained by bootstrapping (Hair et al., 2017:
p.195). The computation of the standard error by bootstrapping helps assess each exogenous
variable’s significant contribution to the endogenous variable (Hair et al., 2017: p. 195; Hair
etal., 2011). Empirical t- values and p-values are obtained from bootstrapping computations;
for a coefficient to be significant the empirical t value must be greater than the critical value.
In two-tailed tests the following are the assessment levels: 1.65 (Significance level = 10%),
1.96 (significance level = 5%) and 2.57 (significance level = 1%) (Hair et al., 2017: p. 195).
Table 4.10 shows path coefficient, t statistics, p-value, and significance in a sample of 5,000,
at 0.05 level of significance two-tailed bootstrapping and confidence intervals, bias corrected.
The sample size of 5,000 was tested at a .01 significance level; BC -> IC, and PD -> were
significant at that level with a p-value of (0.000) each. In exploratory studies, researchers

often assume a significance level of 10% (Hair et al., 2017: p. 196).

Table 4.10. Path Coefficient and Confidence Intervals Bootstrapping Results

Original T Statistics | P Values | Significant | 2.50% 97.50%

Sample (O) (B) | (|O/STDEV)) at (0.05)
BC->1IC | 0.312 5.065 0.000 Yes 0.185 0.429
DN ->IC | 0.107 1.962 0.049 Yes 0.002 0.217
MB ->IC | 0.076 1.241 0.215 No -0.038 0.207
NB ->IC | -0.113 1.760 0.079 No -0.234 0.020
PD->IC | 0.380 5.361 0.000 Yes 0.248 0.525
SE->IC | 0.112 2.185 0.029 Yes 0.011 0.212
SN->IC | 0.071 1.504 0.133 No -0.025 0.116
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Significant relationships are necessary to assess how significant each
exogenous’ path coefficient is related to the endogenous variable. The relationship of PD to
IC was very significant (8 = 0.380), BC to IC and SE to IC made significant contributions at
(B =0.312) and (B = 0.112) respectively. The path coefficients of DN to IC made small
contributions at (p = 0.107). They were all significant at a 0.05 level of significance. The
path MB to IC was not significant at any level and had a path coefficient of (B =0.076). NB
to IC had a negative path coefficient (p = -0.113), indicating a negative relationship, opposite
to the hypothesized relationship between constructs. SN to IC with a path coefficient ( =

0.071) was not significant.
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Effect Size 2

The act of omitting a specific exogenous variable and the calculation of a new R? to
determine its impact on the endogenous construct is called effect size 2; the value of the
newly calculated R? determines how substantial the effect of the variable is in the model
(Hair et al., 2017: p. 201). The calculation of effect size is shown below

1-R?

Where {subscripts i means included and e means excluded}.

The guidelines are that the values 0.02, 0.15, and 0.35 represent small, medium and
large respectively (Cohen, 1988: pp.413 - 414; Hair et al., 2017: p. 201). All constructs linked
to intent to comply (IC) except benefits of compliance (BC) and power distance (PD) had a
small effect; BC — IC and PD — IC had a medium effect, (see table 4.11).

Table 4.11. Effect Size 2

Original Sample (O) Effect Size
BC ->IC 0.111 Medium
DN ->IC 0.014 Small
MB -> IC 0.007 Small
NB -> IC 0.012 Small
PD->IC 0.127 Medium
SE->IC 0.016 Small
SN -> IC 0.007 Small

Blindfolding and Predictive Relevance Q2

The Q2 value, also known as Stone-Geisser’s Q? value (Geisser, 1974; Stone,
1974) measures the predictive relevance of a model, which means it accurately predicts data
not used for model estimations, which is also referred to as out-of-sample data. A value
larger than zero is needed for accurate predictive relevance (Hair et al., 2017: p. 202). A
blindfolding calculation is performed using a specified omission distance, D, to obtain Q?

values. The process omits the d" data point and uses the obtained estimate to predict the
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omitted data (Hair et al., 2011). The rule in choosing distance D, which is between 5 and 10,
is that when the number of observations is divided by D, the result should not be an integer
(Hair et al., 2011). The blindfolding procedure applies to endogenous constructs with
reflective measurement models (Hair et al., 2011). For this calculation the omission distance
used was (D = 7) and the Q? value obtained was (0.516), which is larger than zero confirming
the predictive relevance of the model.

Effect Size ¢?

The calculation of g? is similar to f2, but it uses the Q? value to obtain the
effect on the model of removing Q? value of a particular exogenous variable. The values of
0.02, 0.15, and 0.35, respectively represent small, medium, or large (Hair et al., 2017: pp. 207
- 208). The values were calculated manually. The formula and example calculation are
shown below.

I it
1-¢f

The (subscripts i and e are included and excluded respectively).

5 _ 0.516-0.481
T 1-0516

For BC excluded, ¢ =0.072

The summary of the calculations is shown in table 4.12 and all the results indicate that
the effect sizes in all cases except MB and PD are small. MB has no effect and PD has

medium effect.

Table 4.12. g Effect Sizes

IC Effect Size
BC 0.072 Small
DN 0.006 Small
MB 0.000 No Effect
NB 0.006 Small
PD 0.082 Medium
SE 0.008 Small
SN 0.002 Small
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Standardized Root Mean Square Residual (SRMR)

Goodness of fit (GoF) measures how well the model of observed values fits the model
of expected values based on the random sampling of normally distributed data. It is used to
obtain a good fit to the value of SRMR, which is (< 0.080) (Benitez, Henseler, Castillo, &
Schuberth, 2019; Wong, 2019: pp. 123 - 125). According to Wong (2019), for a perfect fit,
SRMR should be zero, but any value (<0.080) is acceptable. As seen in table 4.13, The value
obtained was 0.044 below the recommended value, and therefore acceptable.

Table 4.13. Model Fit

Saturated Estimated

Model Model
SRMR 0.044 0.044
d_ULS 0.499 0.499
dG 0.433 0.433
Chi-Square 1120.313 1120.313
NFI 0.857 0.857
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Table 4.14. Results of Hypotheses H1 — H7

Hypotheses

Path Coefficient

Significance

P Values

H1: Self-efficacy will positively impact
employees’ attitudes  toward ISP

compliance.

0.112

*

0.033

H2: Benefits of compliance will positively
impact employees’ attitudes toward ISP

compliance.

0.312

0.000

H3: Descriptive norms will positively
impact employees’ attitudes toward ISP

compliance.

0.107

0.049

H4: Sanctions will positively impact
employees’ attitudes toward ISP

compliance.

0.071

NS

0.140

H5: Moral beliefs will positively impact
employees’ attitudes toward ISP

compliance.

0.077

NS

0.218

H6: Normative beliefs will positively
impact employees’ attitudes toward ISP

compliance.

-0.113

NS

0.075

H7: High power distance positively
impacts employees’ attitudes toward ISP

compliance.

0.380

0.000

*p<0.05. NS=not significant

Five hypotheses were significant. Four were significant at (p<0.05), two also at

(p<0.01) and one at (p<0.10), as summarized in table 4.14. In exploratory studies, a 10%

level of significance is permitted (Bartlett, Kotrlik, & Higgins, 2001; Hair et al., 2017: p.
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153), but in this study we restrict the results to (p<0.05). In results H7, high power distance
had the largest influence on intent to comply with information security policy, followed by
H2, benefits of compliance, and H1, self-efficacy. The results are presented in figures 4.10 —
4.12.
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Figure 4.10 Research Model Showing R? Value, and T-Statistics at (P<0.05)
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Individual hypotheses were analyzed based on their relationship with intention

to comply with ISP.

H1: Self-efficacy will positively impact employees’ attitudes toward ISP compliance.

The hypothesis was supported and significant at (p<0.05). It shows that employees can

perform the necessary functions needed to protect organizations’ information.

H2: Benefits of compliance will positively impact employees’ attitudes toward ISP

compliance. The hypothesis was supported and significant at (p<0.01), employees like to feel
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accomplished for doing the right thing, but the benefits of compliance are not their ultimate
desire.

H3: Descriptive norms will positively impact employees’ attitudes toward ISP
compliance. The hypothesis was supported and significant at (p<0.05). Employees naturally
like to imitate one another but according to the research outcome, that feeling is secondary to
the main reason for the intention to comply with ISP.

H4: Sanctions will positively impact employees’ attitudes toward ISP compliance. The
hypothesis was not supported, and therefore not significant. However, the result indicates that
sanctions do not overtly influence employees who have set their minds on doing right.

H5: Moral beliefs will positively impact employees’ attitudes toward ISP compliance.
The hypothesis was not supported at any level.

H6: Normative beliefs will positively impact employees’ attitudes toward ISP
compliance. The hypothesis was not significant at (p<0.05), though applying the guideline
that (p<0.10) is allowed for exploratory research (Hair et al. 2017), it was not supported based
on prior restriction. The path indicated that as normative beliefs increased the intention to
comply with ISP decreased. The violation of the stated positive influence of the hypothesis
renders it unacceptable (Ifinedo, 2012).

H7: High power distance positively impacts employees’ attitudes toward ISP
compliance. The hypothesis was supported and significant at (p<0.01). PD was the largest
contributor to intention to comply with ISP.

Answers to Research Questions
The results obtained from the hypotheses analysis will provide insight into
how effective the research was in answering the following research questions.
¢ RQL1 - What effect does power distance have on employees’ behavior toward ISP
compliance intention?
e RQ2 - How significant are the data on power distance?
e RQ3 - How do the data on power distance compare with the data on other constructs

in the survey?

RQ1 answer
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As shown in table 4.14 it is clear from the path coefficient that PD is the largest
contributor to intention to comply with ISP. Compared to other constructs, PD had the most
impact on the intention to comply with ISP.

RQ2 answer

The result showed that PD was very significant and would play a crucial role in the
intention to comply with ISP.

RQ3 answer

The other constructs are common in research of this type, and they may be expected to
get a better response from respondents. The data obtained, however, showed that high PD
outperformed all of them.

Summary

Chapter 4 started with data collection by distributing and collecting survey
questionnaires. The surveys were sorted by eliminating those whose organizations did not
have an ISP. Further action on the surveys was to examine the responses that had a
suspicious pattern. The number used for analysis was 410 out of 597 collected from 1,000
distributed. The process continued with demographic analysis using Microsoft Xcel to
complete descriptive statistics. Finally, inferential statistics began with the assessment of
measurement models and a structural model for validity and reliability using SmartPLS.

Hypotheses were tested using SmartPLS and the results were explained and
summarized. Finally, the research questions were answered after the hypothesis analysis.

In Chapter 5, concluding assessment is made of the success or the failure of the
research. It includes a summary of the results, a discussion of the results, limitations,

implications, and further research recommendations.
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CHAPTER §

DISCUSSIONS, RECOMMENDATIONS, AND CONCLUSIONS

Introduction

The last chapter was on model assessments, validation, data analysis and
hypothesis testing. The results of the hypotheses were explained. In this chapter, the results
obtained in the previous chapter will be examined and discussed with suggestions on the
issues encountered. In addition, it provides a discussion on this study’s contributions to
theory and practice. The limitations of the research will also be addressed, recommendations
for further research made, and the conclusions summarized.
Discussion

The assessment of measurement model revealed problems of cross-loading and
high correlations between constructs that led to the removal of some factors. The assessment
was completed successfully. Likewise, the assessment of the structural model was successful.
Both assessments proved the validity and reliability of the model.

The assessment of measurement model required a Cronbach’s alpha value of
0.70 for composite reliability to prove internal consistency, and the values in table 4.2 are
well above the required threshold. The proof of convergent validity requires a value of 0.708
for each indicator’s outer loading, and the values in table 4.3 show that the conditions were
met. The final step needed to complete the measurement model assessment was to test for
discriminant validity using the Fornell-Larcker criterion and Heterotrait-Monotrait Ratio of
Correlations (HTMT). The Fornell-Larcker criterion requirement is that each construct’s
AVE’s square root should be greater than its highest correlation with the other constructs, and
table 4.5 shows that the requirement is satisfied. HTMT is more accurate than Fornell-
Larcker and it is the recommended test for discriminate validity. For the test to be valid the
results should be (<0.850); table 4.6 shows that the value of 0.799 is below the threshold.

The next step was Structural model assessment which required tests for
collinearity, coefficient of determination, predictive relevance, size and significance of path
coefficient, effect sizes, and the standardized root mean square residual (SRMS). The

recommended test for collinearity is the variance inflation factor (VIF) test, and a value below
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5 is acceptable. The values in table 4.9 are below the recommended threshold; therefore, no
collinearity issues were found. The coefficient of determination R? measures the model’s
predictive power. Values of 0.25, 0.50, and 0.75 are weak, moderate, and substantial,
respectively. The tested R2value was 0.624, which was slightly was substantial. The Q?
value is the measure of the predictive relevance of a model. The Q?value obtained was
(0.516), and any value greater than zero would indicate accurate predictive relevance. The
size and significance of each path coefficient, at (p<0.05) is shown in table 4.10; the path BC
— IC ( =0.312), DN — IC (B = 0.107), PD — IC (B = 0.380), and SE — IC ( = 0.112)
were significant; the path MB — IC (f = 0.076), NB — IC (B =-0.113) and SN — IC (B =
071) were not significant.

The effect size, f? represents the change in R? when an exogenous variable is
removed. The results in table 4.11 show the effect sizes, f for BC — IC (0.111), medium,
DN — IC (0.014), small, MB — IC (0.007), small, NB — IC (0.012), small, PD — IC
(0.127), medium, SE — IC (0.016), small and SN — IC (0.007), small. The effect size, ¢?, is
the relative impact on predictive relevance when a path from an exogenous variable to an
endogenous variable is removed, and it uses Q? for calculations. The results as shown in table
4.12 are: BC — IC (0.072), small, DN — IC (0.006), small, MB — IC (0.000), no effect, NB
— IC (0.006), small, PD — IC (0.082), medium, SE — IC (0.008), small and SN — IC
(0.002), small. The standardized root mean square residual is used to ascertain the goodness
of fit (GoF) of a model. The upper threshold of SRMS is (0.080) and any value less than the
threshold shows a good fit. The obtained value was 0.044, below the threshold (see table
4.13).

Table 4.14 shows the results of hypotheses H1 — H7 tested at significance
levels ( p<0.05). A p-value of 0.10 is permitted for exploratory studies (Hair et al., 2017: p.
153), but not used since the study is restricted to( p<0.05).

e H1: Self-efficacy will positively impact employees’ attitudes toward ISP compliance.
The hypothesis was supported and significant at (p<0.05); the respondents were
confident in their knowledge and skills to comply with whatever the ISP required.

e H2: Benefits of compliance will positively impact employees’ attitudes toward ISP

compliance. The hypothesis was supported and significant at (p<0.05); participants
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indicated that they would feel accomplished and satisfied that they acted appropriately
when complying with ISP.

e H3: Descriptive norms will positively impact employees’ attitudes toward ISP
compliance. The hypothesis was supported and significant at (p<0.05); respondents
knew that other employees responded positively to ISP and that was a source of
encouragement to them to do the same (Smith et al., 2012; White et al., 2009).

e H4: Sanctions will positively impact employees’ attitudes toward ISP compliance.
The hypothesis was not significant at (p<0.05), and therefore, not supported;
employees who respect rules and follow instructions do not need sanctions to effect
compliance with ISP (E. E. Etim, 2021; Vance & Siponen, 2012a).

e H5: Moral beliefs will positively impact employees’ attitudes toward ISP compliance.
The hypothesis was not supported at (p<0.05). Following instruction is a national
phenomenon, based on power distance, while moral beliefs are personal.

e HG6: Normative beliefs will positively impact employees’ attitudes toward ISP
compliance. The hypothesis was only significant at (p<0.10); the negative path
coefficient and a T-statistics of 1.760 (table 4.8) indicate that there is another
independent variable that dominates the model. This relationship is inverse: as
normative beliefs decrease, the response to ISP compliance increases. Therefore, this
hypothesis is not accepted.

e H7: High power distance positively impacts employees’ attitudes toward ISP
compliance. As the path coefficient proved, the hypothesis was supported and

significant at (p<0.01); power distance was a dominating predictor variable.

Research question 1 answer: The effect of PD on employees’ intention to comply
with ISP is captured by the path coefficient, as it had the most considerable influence on the
intention to comply. The responses to PD questions in the survey exposed the underlying
principle the respondents cherish most, which is living according to their culture (E. Etim,
Streff, Park, & Rowland, 2021) (see figure 4.11).

Research question 2 answer: The data on PD was significant based on the analysis

and very substantial, at (p<0.01) (see table 4.12).
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Research question 3 answer: Compared to other variables in the model, PD was very
substantial, outperforming the other variables. The only inference that could be drawn from
this finding is that respondents are serious about their cultures.

The interpretation of hypotheses brings up another issue that resulted from the
analysis of data. It is appropriate to provide recommendations for both factor cross-loadings
and negative path coefficient of normative beliefs. Factor cross-loadings revealed that some
of the factors loaded very high on their own variables and others’. On further examination of
the correlation matrix, the same indicators were highly correlated, preventing meaningful
discriminant validity assessment. The cross-loading factors were dropped. Three questions
were assigned to each construct to facilitate questionnaires completion, which could have
contributed to the cross-loading problems. The remedies could be an expansion of questions
assigned to each construct and selecting constructs that can function together without
correlating factors. One selection of constructs would not interfere with another, as
demonstrated by the negative path coefficient in H6. The dominance of power distance may
have contributed to the experience, which means not having both in the same model. Finally,
testing questions on potential respondents before settling on the right questions to use in the
survey would be helpful.

Contribution to Theory

Rational Choice Theory is directed toward social rather than individual
outcomes (Hechter & Kanazawa, 1997). Embedded in RCT is a social structure that guides
individual action (Hechter & Kanazawa, 1997). The title of the research, Exploring High-
Power Distance among other Variables in Information Security Policy Compliance, is
about the social construct power distance, which is interpreted as respect for authority in high
PDI countries. There are different religions or affiliations in Nigeria, and there may be
different beliefs, but respect for elders and authority are not compromised (Falola, 2001). The
research results show the impact of power distance in its contribution to intention to comply
with ISP. This shift is social, meaning that respondents have an underlying reason to choose
this action over others. Although some have described RCT as a theory of individual choice
and others have defined it as a social phenomenon (Lovett, 2006), in this research, it is a

social phenomenon that influences individual choice. Conforming to societal norms is
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unavoidable since this also constitutes people’s daily lives (Idang, 2015). This research is the
first to introduce power distance as a part of RCT when investigating ISP compliance.

This construct is about choice in the RCT sense and understanding that a
person’s actions can protect organizational assets because of the cultural characteristic of
power distance. One of the antecedents of intention is beliefs about consequences (Fishbein
& Ajzen, 1975). It takes strength to stand against what is popular; that is the choice that a
principled person must make in the present age, when defying authority is acceptable.
Drawing from the premise that power distance should be considered an antecedent to
attitudinal behavior, belief strength is an antecedent to attitudinal behavior (Sideridis et al.,
1998). An employee could evaluate his/her action as taking a stand to do something good by
complying with ISP. It could be said that power distance also contributes to TRA, and this
study is the first to draw that conclusion.

Contribution to Practice

The study of ISP compliance is essential to any organization, especially when
there seems to be no protection against information theft. Technology alone cannot offer the
protection needed in any organization; therefore, dependency on the human is necessary. This
study used data obtained from a high PDI country, and the contribution will be of practical
use in such a country. The Nigerian government has commissioned the National Information
Technology Development Agency (NITDA) to prepare an information security policy that
protects government information systems.

e Promoting self-efficacy is important in every organization, as employees are a line of
defense against potential information security problems. In the study, self-efficacy
contributed substantially to the intention to comply with ISP. That finding should
serve as a notice to management in any organization that technical and information
security training are important components for business survival. Employees will
perform their best if they are knowledgeable and confident, so training should not be
limited to technical personnel since every employee has to work with some form of
technology (Compeau & Higgins, 1995; Jaafar & Ajis, 2013).

e Employers should encourage every employee on the benefits of compliance. In this
study’s findings, employees derive a certain amount of gratification from knowing that

they have done what is required (Bulgurcu et al., 2010). Employers should see this
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sense of accomplishment as a sign that employees are invested in the organization’s
goals and leverage that by providing an incentive to encourage more such actions.
Descriptive norms are what social beings do (they copy what others do). They also
provide an excellent way to learn, as demonstrated by the result of the analysis (Merhi
& Ahluwalia, 2019). Descriptive norms were significant in the results obtained, an
indication that employees learn from each other, and management should take
advantage of this fact by encouraging employees to share how they perform tasks.
Information security training should involve hands-on sessions when employees work
in groups, and rotations of group members should be encouraged.

Sanctions are a necessary evil that did not show effects on ISP compliance intention.
Therefore, it could only be applied in extreme cases to discourage negative response to
ISP, but not to be used as a primary form of control. Sanctions should be applied
when repeated warnings do not curb repeated security violations.

Moral beliefs do not mean the same thing to every person. They do not have uniform
applications; what people hear and how they translate them are different. Therefore,
moral beliefs had no impact on ISP compliance. Management may pay attention to
moral beliefs by inviting public speakers to encourage employees’ moral principles
without making it a religious event.

Normative beliefs was significant, but its path coefficient was negative. The
contribution is that management should not exert excessive pressure on employees to
comply with ISP; instead, it should do other practical things discussed in this section.
The intention is not to drive bad actors underground but bring change by encouraging
good practices.

Power distance was significant with a large path coefficient. The practical point to its
significance is that it is a social construct that affects every employee in a high PDI
country. Management can take advantage of this result and have employees with the
cultural characteristic to be influencers in the organization. Training should
incorporate power distance characteristics. Management could leverage PD by
developing a profile of each employee for job assignments.
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Limitations of the Study
There are several limitations in this study, and they are listed here.

e The study is not generalizable outside of Nigeria, because of differences in national
culture.

e The survey was administered during a global lockdown, with only a few people
allowed to work outside their homes; therefore, access was limited.

e Each construct was limited to three questions in the survey to encourage many people
to complete it.

e There were 1,000 surveys distributed, 597 responded, but only 410 were useable
because the study only used responses from businesses with ISP programs.

e Ina self-reporting survey, there is the problem of reliability, and this study did not
escape it. People understand questions differently and the responses to such questions
may be dubious.

e There are possibilities that some respondents might have answered some questions
without reading them.

e The cross-loading problems and correlations between factors across construct could
also be sources of limitations.

e Time constraints and resources could be limitations.

e Answering questions on survey forms does not allow the respondents to explain the
reasons for their answers.

e Over 40 percent of the people did not respond

There is overall satisfaction despite these limitations. In addition, the
introduction of power distance as a variable contributes to the available body of knowledge,

making it possible to include the construct in future studies.

Recommendation for Future Research

This research was to prove if power distance had a role in information security
policy compliance. The results from analyses demonstrated that the desired goal was met.
The study was exploratory, and not much could be done to explore other possible interactions;

the hope is that further research would pick up from what has been done so far.



100

Generalizability is not guaranteed, but the same constructs and model could be
used to obtain the desired results. The study done in one country may not produce the same
results in another (Cheng, Li, Li, Holm, & Zhai, 2013). The model and the variables are
developed for high PDI countries, so performing similar research would require expanding the
question base for each variable to control for cross-loadings and correlations between factors
and constructs.

This research was not developed to test for moderation and mediation between
variables. Future research should test the mediating and moderating effects of age and gender
on the relationship between power distance and intention to comply with ISP. The survey
distribution should be expanded to include all the states in Nigeria, for example. The data
collection process should consist of in-person and on-location interviews, with observations
used for triangulation. Future research should also go above the intent to comply with ISP to
explore actual acts of compliance.

Conclusions

The problem of information security will be here if there is technology.
Researchers have done great studies to make available to organizations factors that may
contribute to ISP compliance. Research findings based on various combinations of constructs
and theories have proven to help businesses monitor and protect their assets, but those of
different cultures cannot avail themselves of these findings because of cultural barriers.
Technology is expanding so rapidly in other regions of the world that it seems overwhelming,
and calls are out for research applicable in these regions based on their national cultures; this
research is one of the answers to that call. This research set out to determine if PD had a role
in information security policy compliance. The empirical results showed that power distance
in combination with normative beliefs, moral beliefs, descriptive norms, benefits of
compliance, self-efficacy, and sanctions based on available theories could support ISP
compliance. One size fit all does not work in information security, so there is a need to base
research on the organization’s environment; this research has joined others in doing that.

Other researchers will see this as an opportunity to build on this foundation
and bring protection to those in need. Organizations should be able to use the findings to

improve their lots in the fight to address their ISP compliance problems. To encapsulate this,
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it would be that the gap that existed at the start of this study has now been closed with the

hope that it will help chip away at the ISP compliance problem.
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APPENDICES

APPENDIX A: LETTER OF CONSENT

Title of Research Project: Exploring High-Power Distance Among Other Variables

in Information Security Policy Compliance

Principal Investigator: Dr. Kevin Streff, Chair, kevin.steff@dsu.edu, 605-270-4427

Co-Investigators: Erasmus Etim, PhD student, Erasmus.etim@trojans.dsu.edu

Invitation to be Part of a Research Study

You are invited to participate in a research study. In order to participate, you must be
18 years or older. Taking part in this research project is voluntary. Please take time to read
this entire form and ask questions before deciding whether to take part in this research project.

What is the study about and why are we doing it?

The purpose of the study is to determine the role of high-power distance in complying

with information security policy. About 500 people will take part in this research.

What will happen if you take part in this study?

If you agree to take part in this study, you will be asked to complete anonymous

survey questionnaires which will take approximately 15 minutes.

How could you benefit from this study?

Although you will not directly benefit from being in this study, businesses and other
organizations will be able to apply the results of this study to help their employees comply

with information security policies.

How will we protect your information?
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The records of this study have no identifiers as the questionnaires are distributed and

completed anonymous.

Your Participation in this Study is Voluntary

It is totally up to you to decide to be in this research study. Participating in this study
is voluntary. Even if you decide to be part of the study now, you may change your mind and

stop at any time. You do not have to answer any questions you do not want to answer.

Contact Information for the Study Team and Questions about the Research

The researchers conducting this study are Dr. Kevin Streff, and Erasmus Etim. You
may contact us to ask any questions you have now, or if you have questions, concerns, or
complaints about the research later, please contact Dr. Kevin Streff at 605-270-4427 during
the day.

If you have any questions, concerns or complaints now or later, you may contact us at
the number below. If you have any questions about your rights as a human subject,
complaints, concerns or wish to talk to someone who is independent of the research, contact
the Dakota State Institutional Review Board staff at 605-256-5038. Thank you for your time.

Your Consent

Before agreeing to be part of the research, please be sure that you understand what the
study is about. We will give you a copy of this document for your records [or you can print a
copy of the document for your records]. If you have any questions about the study later, you

can contact the study team using the information provided above.>
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APPENDIX B: IRB APPROVAL LETTER

Institutional Review Board

DAKOTA STATE UNIVERSITY

820 N, Washington Ave
Madison, SD 57042

Expedited Review Determination

Date: February 11, 2021

To: Kevin Streff & Erasmus Etim

Project Title: Exploring High-Power Distance Among Other Variables in
Information Security Policy Compliance

Approval #: 20210211

Dear Dr. Streff & Mr. Etim:

The Dakota State University IRB has conducted expedited review, in accordance
with federal requirements under 45 CFR 46.110, of your project and approved it on

February 11, 2021. This approval was based on your project’s meeting the condition of:

Research that only includes no more than minimal risk to participants.
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To maintain its approved status, your research must be conducted according to the
most recent plan reviewed by the IRB. You must notify the IRB in writing within four
days of:

» Any changes to your research plan or departure from its description as stated in your
application and/or other documents submitted,;

» Any unexpected or adverse event that occurs in relation to your research project.

Within 364 days of the date of this letter, you must submit:
» A notice of closure once all project activities have concluded:;
- Or -

* An application for extension of time to complete your research.

If you have any questions regarding this determination or during the course of your
study, please contact us at 605-256-5100 or irb@dsu.edu. Best wishes to you and your
research.

Yours truly,

d‘&k. b=

Jack H. Walters, Chair
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APPENDIX C: SURVEY QUESTIONNAIRE

Dakota State University

Erasmus Etim

Survey Questions

1. Does your organization have Information Security Policy (ISP)?

Ll Yes L1 No
Please answer the following questions by circling one of the numbers: 1-Strongly
Disagree, 2-Disagree, 3-Somewhat Disagree, 4- Neither Agree or Disagree, 5-Somewhat

Agree, 6-Agree and 7-Strongly Agree.

Sanctions
2. | will be demoted if | do not comply with information 1234567
security policy.
3. | will be reprimanded if | do not comply with 1234567
information security policy.
4. | willincur financial loss if | do not comply with 1234567

information security policy.

Moral Beliefs
5. ltis morally right to comply with information security 12 3 456 7
policy.
6. |feelthatitis my moral obligation to comply with 1234567
information security policy.
7. My morality compels me to comply with information 1234567

security policy.



10.

11.

12.

13.

14.

15.

16.

Benefits of Compliance
| will feel satisfied if | comply with information
security policy.
| will feel accomplished if | comply with information
security policy.
| will feel content if | comply with information security

policy.

Self-efficacy
| have the required knowledge to comply with
information security policy.
| have the required skills to comply with information
security policy.
| have the required competencies to comply with

information security policy.

Descriptive Norms
| believe that other employees comply with
information security policy.
| know that other employees comply with information
security policy.
| have a strong opinion that majority of employees

comply with information security policy.

Normative Beliefs
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17.

18.

19.

20.

21.

22.

23.
24,

25.

Upper management believes that | should comply
with information security policy.

My immediate superiors believe that | should comply
with information security policy.

My colleagues believe that | should comply with

information security policy.

Power Distance

Organization’s rules should not be broken, therefore |

have to comply with information security policy.

| respect management decisions, therefore | have to
comply with information security policy.
Management has the right to expect complete
obedience in work related matters, therefore | have

to comply with information security policy.

Intention to Comply
| intend to comply with information security policy.
I intend to help others comply with information
security policy.
| encourage others to comply with information

security policy.

Information About you and Your Organization

=

=
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26. Gender

O Male

27. Age

0 Female



01 18-29

01 30-39

1 50-59

28. Education

[ Less than secondary school
[0 Completed secondary school

[0 Some university credits

29. Job role

O Information technology

30. Time on the job in the present organization
[ Less than 1 year
[11-5years
15— 10 years

31. Time in the present position
[ Less than 1 year
[11-5years
15— 10 years

32. Number of employees in your organization
O Less than 100
[0 100 — 500

33. Organization’s sector
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1 40-49

O 60 and above

L1 Bachelor’s degree
[0 Graduate degree

O Other

O Other

[J 10 — 15 years

0 More than 15 years

110 — 15 years

0 More than 15 years

1501 - 1000

O More than 1000
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O Education 1 Government

O Financial Services [ Health Care
O Information Technology O Telecommunications
[1 Manufacturing [1 Nonprofit

[1 Other, please specify

Thank you for taking time to participate
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