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ABSTRACT
Recent changes have increased the need for and awareness of privacy assessments.
Organizations focus primarily on Privacy Impact Assessments (PIA) and Data Protection
Impact Assessments (DPIA) but rarely take a comprehensive approach to assessments or
integrate the results into a privacy risk program. There are numerous industry standards and
regulations for privacy assessments, but the industry lacks a simple unified methodology with
steps to perform privacy assessments. The objectives of this research project are to create a
new privacy assessment methodology model using the design science methodology, update
industry standards and present training for conducting privacy assessments that can be
adapted by organizations of any shape, size, industry, or geography.
The purpose of this project is to create a unified privacy assessment methodology that
will assist organizations with privacy and compliance obligations by simplifying the
assessment process with steps that are repeatable and can be adopted by organizations of any
shape, size, industry, or geography. The project will address three research questions. What
steps are needed to conduct a unified privacy assessment? What inputs and outputs are needed
to complete each step in the assessment? What variables are needed as it relates to
assessments? The research project was conducted using design science methodology
following the engineering lifecycle for a technical action research project. The project created
a new privacy assessment methodology model with five steps. The privacy assessment
methodology was evaluated with a use case at an organization based in the US with offices
globally.
The research project created a new unified privacy assessment methodology as set
forth in the beginning of the project. The model was evaluated and validated through realworld business use case of a global healthcare organization and a dozen training sessions
presenting this research. This work will not stop with this project, it merely sets the path for
additional innovative and industry impacting solutions.
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CHAPTER 1: INTRODUCTION
1.1

Introduction
To understand privacy, it is important to know the difference between security and

privacy (Norton, n.d.). Security is the strength of controls for the technologies, systems, and
applications where data is stored, processed, or transmitted. This includes firewalls, servers,
databases, applications, and other systems where data may reside. The goal of security is to
protect the confidentiality, integrity, and availability. Failure to have adequate security in place
could result in a loss of data or breach of systems and applications which may impact the
organizations brand and financial statements if fines are imposed or due to lost revenue.
Privacy is the protection of the personal data stored, processed, transmitted, or shared, in
those systems, applications or transmitted. Organizations are obligated to protect all personally
identifiable data from unauthorized access either from internal or external disclosure. To ensure
adequate security safeguards are in place to protect personal data, many privacy laws and
regulations require Privacy Impact Assessments (PIA) or Data Protection Impact Assessments
(DPIA). However, businesses struggle to understand the difference between these terms, when
and how to conduct privacy assessments.
The EU General Data Protection Regulation (GDPR) states personal data is,
“any information relating to an identified or identifiable natural person (‘data subject’);
an identifiable natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person (European Union (EU), 2016). ”
The discussion around data privacy is not new and has been around for years. Early
regulations include the USA Privacy Act of 1974 (U.S. Department of Justice (DOJ), 2020),
U.S.-EU Safe Harbor Framework in 2000 (U.S. Federal Trade Commission (FTC), 2000) and the
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first Canadian privacy law, the Canadian Human Rights Act in 1977 (Government of Canada,
1977), which is now referred to as the Personal Information Protection and Electronic
Documents Act (PIPEDA), (Office of the Privacy Commissioner of Canada, 2018). Privacy laws
exploded internationally when the European Union Parliament passed the General Data
Protection Regulation (GDPR) in April 2016 (EU), 2016). The GDPR paved the way for other
countries to pass their own privacy rules and regulations.
International data privacy laws increased significantly over the past six years. Over one
hundred countries have passed privacy regulations. Many of the laws require privacy impact
assessments. This has led to increased privacy compliance obligations for organizations, and
organizations are struggling to manage and follow constantly changing and complex privacy
regulations. The industry does not have a single unified privacy assessment methodology and
industry standards for conducting a privacy assessment have not been updated since 2008 to
align with new privacy laws and changes in the privacy landscape.
This research project led to the creation of a simple unified risk assessment methodology
for conducting privacy assessments and managing privacy risk that organizations can use as part
of their overall risk management program. It created industry trainings on privacy assessments
and privacy risk management and update industry standards for American National Standards
Institute (ANSI) and International Organization for Standardization (ISO) relating to Privacy
Assessments. The ANSI X9 PIA standard x9.99 (American National Standards Institute (ANSI),
2009) has not been updated since it was created in 2008, over 10 years ago. The ISO PIA
standard ISO 22307-2008 (International Organization for Standardization (ISO), 2008) is a copy
of the ANSI X9.99 standard with an ISO cover page that also has not been updated in many
years. Recent updates for both standards entailed an adoption of the same standard with no edits.
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As the technical editor for the ASC X9 ANSI x9.99 (ANSI, 2009), standard I am collaborating
with the appropriate working group at ASC to update the standard.
This work is critical to the industry because the standards have not been updated to align
with current regulations and best practices. Several international organizations and countries
such as Japan are anxiously waiting for these updated industry standards. As the technical editor
for the ANSI X9.99 PIA standard (ANSI, 2009), I am excited to help set forth the way for
privacy assessments impacting the entire privacy community globally. Additionally, this work
has led to the inclusion of privacy in new ANSI standards and technical reference documents for
zero trust architecture to include zero trust privacy and integrating privacy requirements in the
cloud security standard.
The first step in this dissertation research project, was to conduct industry research on the
history of privacy impact assessments which goes back as far as 1974 at a minimum, and data
protection impact assessments, first introduced with the European Union General Data Protection
Regulation (EU GDPR) in 2016. Businesses struggle to understand the difference between these
terms, when and how to conduct them.

1.2

Background of the Problem
According to the United Nations Conference on Trade and Development (UNCTAD), as

of December 14, 2021, 71% of all countries in the world had data protection and privacy
legislation (United Nations Conference on Trade and Development (UNCTAD), 2021).
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Figure 1
Data Protection and Privacy Legislation Worldwide (UNCTAD, 2021)

Not all laws are created equally. Many privacy laws do not have requirements for privacy
assessments; however, several of the privacy laws passed or updated since the passing of the
GDPR in April of 2016 are requiring privacy assessments. Table 1 is a list of privacy regulations
that have been passed over the past several years that are modeled after the GDPR requiring
privacy assessments be conducted (Simmons, 2022).
Table 1
Countries with GDPR-like Data Privacy Laws (Simmons, 2022)

Count
27
1
1
1
1
1
1
1
1
1
1
1
1

Regulation
GDPR – Applies to all European Union Member States
Japan – Protection of Personal Information Act
Australia – Privacy Act
Israel – Protection of Privacy Law (PPA) Amendment
Nigeria – Data Protection Regulation (NDPR)
Thailand – Personal Data Protection Act (PDPA)
India – Personal Data Protection Bill (PDPB)
Egypt – Law No. 151 to Protect Personal Data
Chile – Constitutional Amendment for Data Privacy as a Human Right
South Africa – Protection of Personal Information Act (POPIA)
Brazil – Brazilian General Data Protection Act (LGPD)
Switzerland – Data Protection Act (DSG)
China – Personal Data Protection Laws (PDPL)

Date
April 2016
May 2017
February 2018
February 2018
January 2019
February 2019
December 2019
February 2020
March 2020
July 2020
September 2020
September 2020
October 2020
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Canada – Digital Charter Implementation Act (Amends PIPEDA)
New Zealand – Privacy Act Amendments

5
November 2020
December 2020

Table 1 identifies forty-one countries with privacy laws that contain privacy assessments
where the law or regulation was passed since 2016. This has a significant impact on global
organizations managing privacy regulations. Each law is different with different requirements
including those for privacy assessments. Any company that does business, has employees, data,
or customers in a foreign country with privacy regulations must follow the local laws including
those for privacy obligations.
Unfortunately, the U.S. does not have a national privacy law, thus complicating the
matter for organizations with consumers and employees in multiple jurisdictions. States are
passing their own privacy laws and while there are similarities between them such as the
requirement for privacy assessments, they are all different. The trend for privacy assessment
requirements is continuing with the passing of U.S. state privacy laws. The International
Association of Privacy Professionals (IAPP) has been tracking US State Privacy Legislation
since 2018. The most recent update at the time of this research project, on March 31, 2022,
shown in Figure 2, illustrates three of four U.S. State Privacy laws have requirements for privacy
assessments (International Association of Privacy Professionals (IAPP), 2022). While currently
only four states have passed privacy legislation, twenty-three states introduced privacy
legislation in 2021 (National Law Review, 2021), over half required a privacy assessment
according to the IAPP U.S. State Privacy Legislation Tracker updated March 31, 2022 (IAPP,
2022).
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Figure 2
IAPP U.S. State Privacy Legislation Tracker (IAPP, 2022)

U.S. privacy laws are in many states and in addition to state legislation. Health and
Human Services has the Health Insurance Portability and Accountability Act of 1996 (HIPAA)
(U.S. Department of Health & Human Services (DHHS), 1996) which applies to medical data.
The Family Education Rights and Privacy Act (FERPA) pertains to educational data for students
(U.S. Department of Education (DOE), 1974). The Federal Trade Commission (FTC) has been
the chief federal agency for privacy policy enforcement since the 1970s (FTC, n.d.). The
conversation around privacy assessments will continue to increase in the coming years as more
states and countries pass and or update privacy legislation. The result of this increased data
privacy legislation is companies are faced with challenging situations managing compliance and
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risk across the various local, state, national, and international laws, and regulations globally.
Often, companies classify data by category or type such as health data, employee data, consumer
data, etc. and the rules for privacy assessments for the type of data and jurisdiction can vary
drastically. The purpose of this project was to simplify the privacy assessments. Does it matter
what classification of data it is, health data is personal data, education data is personal data,
consumer data is too. Organizations can simplify their compliance obligations by taking a unified
approach to data protection starting with privacy assessments. This project used a design science
approach to privacy assessments to create and evaluate a simple unified privacy assessment
methodology for organizations of all industries, sectors, or geographies. This is a breakthrough
for the industry as it does not look at data based on the classification but simply by asking, is the
data personal data or not, and treats all personal data equally. The old saying for security, an
organization can be compliant but not secure, applies to privacy too. Conducting checkbox audits
to meet regulatory obligations is not effective or efficient. It is time for a paradigm shift on
privacy

assessments,

a

breakthrough,

making

the

assessment

process

streamlined,

straightforward and repeatable. Failure to do this will continue to result in organizations trying to
balance a plethora of different privacy related regulatory obligations, leading to team burnout
and audit fatigue.

1.3

Statement of the Problem
The industry does not have a single unified privacy assessment methodology that can be

adapted to organizations of any industry, sector, or geography; therefore, organizations are
creating their own.

Running head: McKee Dissertation: Privacy Assessment Breakthrough
1.4

8

Purpose of the Project
Purpose of this project is to create a unified privacy assessment methodology that will

assist organizations with privacy compliance obligations by simplifying the assessment process
with steps that are repeatable and can be adopted by organizations of any shape, size, industry, or
geography.

Figure 3
Project Objectives

1.5

Rationale
Privacy laws have different requirements for privacy assessment in the United States

compared to the European Union. Further research and examination of privacy laws within the
United States and International privacy laws prove that to be true. The EU General Data
Protection Regulation (GDPR) (EU, 2016) requires a privacy impact assessment (PIA) and often
a data protection impact assessment (DPIA) (Infopulse SCM, 2019); however, the California
Consumer Protection Act (CCPA) (State of California Department of Justice Office of the
Attorney General (CA OAG), 2018) does not explicitly require privacy assessments of any kind
at this time but the new California Protection Rights Act (CPRA) that is set to take effect January
1, 2023, does require privacy assessments for any organization required to comply with
California privacy regulations (CA OAG, 2020). The CCPA and CPRA were the first robust
privacy regulations in the U.S. that set the tone for privacy rights in other states. Since the
passing of the CCPA, Virginia, Colorado and Utah have passed privacy regulations as depicted
in Figure 2 (IAPP, 2022).
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The literature that exists since the passing of international privacy regulations began in
2016 have changed focus to emerging technologies or specific to certain industries. Current
methodologies for conducting a privacy assessment focus solely on the processing of data and do
not begin with understanding data inventories, transmissions and vendors involved in data
processing activities. Unfortunately, privacy laws merely state that a privacy assessment is
necessary. They do not offer steps to conduct an assessment or dictate what information to
evaluate as part of the assessment process. Currently, the GDPR PIA and DPIA are the most
prescriptive for conducting a privacy assessment but have limitations. This will be further
explained in chapter two.

1.6

Research Questions
1. What steps are needed to conduct a unified privacy assessment?
2. What inputs and outputs are needed to complete each step in the assessment?
3. What variables are needed as it relates to assessments?

1.7

Significance of the Project
This project is important because literature for privacy impact assessments or data

protection impact assessments slowed dramatically in 2016 with the explosion of global privacy
regulations. Recent publications are specific to emerging technologies or based on a specific
industry sector. There is little new academic literature on the advancement of a general privacy
assessment methodology or a simple unified privacy assessment methodology. This will be
explored further in chapter two.
The Accredited Standards Committee (ASC) X9 is accredited by the American National
Standards Institute (ANSI) and develops standards for the global financial services industry. The
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International Organization for Standardization (ISO) is an international standard setting body
comprised of representatives from various national standards organizations. Current industry
standards on data privacy have not been updated since they were first written in 2008. ANSI
wrote the first PIA standard in 2008, that was published in 2009 (ANSI, 2009), while adopted by
ISO in 2008 (ISO, 2008). Since 2008, ANSI (ANSI, 2009) and ISO (ISO, 2008) have both readopted the initial version of the standard from 2008 with no edits. Organizations and countries
are looking for updated guidance to conduct a privacy assessment that aligns with modern global
privacy regulations.
This project had a broad global impact producing a new unified methodology for
conducting privacy assessments. The new unified assessment methodology simplifies the
assessment process. The outcomes from this research project were used to refresh the outdated
ANSI PIA standard, x9.99 (ANSI, 2009) with the intent it will be adopted by ISO to refresh their
ISO 22307 PIA standard (ISO, 2008).

1.8

Assumptions
Little literature exists since the passing of international privacy regulations began in

2016. Current methodologies for conducting a privacy assessment focus primarily on the
processing of data and do not begin with understanding data inventories, transmissions and
vendors involved in data processing activities.

1.9

Scope and Limitations
Scope of this project is privacy impact assessments to combine PIA and DPIA processes

into a single unified methodology. Literature review information is limited because the work and
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guidance published since the passing of modern privacy laws started in 2016 shifted focus to
emerging technologies.

1.10

Formative Validity
When conducting research and creating a methodology formative and summative validity

processes are often used to evaluate and validate the model. During the initial stages of the
project formative validity identifies the need and gaps with current processes. This validates the
need for the project and reassures the researcher it is a project worth perusing that will provide
value to others.
The diagram shown in Figure 4 by My Environmental Education Evaluation Resource
Assistant (Meera) explains what happens at each stage of the assessment process. As the project
progresses Figure 4 depicts the transition from formative validity, the needs and gap assessment,
to summative validity which is the final evaluation and validation of the project (My
Environmental Education Evaluation Resource Assistant (Meera), n.d.).
An effortless way to think of formative and summative validity is think of formative as
forming. Gathering initial information to determine the needs and outcomes of the project.
Summative means summary, wrapping up the project, evaluating the impact of the project.
Comparable to what is done in technology projects with teams forming, norming and storming;
similar concepts can be applied to validity.
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Figure 4
Formative and Summative Validity (Meera, n.d.)

The literature review and evaluation of industry standards, frameworks and regulations
identified gaps in current privacy assessment procedures.

1.11

Organization of the Remainder of the Project
The remainder of this research project is described in the five remaining chapters.


Chapter 2 reviews the literature related to privacy assessments.



Chapter 3 discusses the methodology used for this research project.



Chapter 4 is the design science model design and analysis of the project.



Chapter 5 explains the new privacy assessment methodology.

12
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Chapter 6 discusses project conclusions and future research opportunities.

13
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CHAPTER 2: LITERATURE REVIEW
2.1

Overview of the Chapter
A literature review of privacy impact assessments plus an analysis of industry standards,

frameworks and regulations were conducted for this research project. Literature for privacy
impact assessments were popular from 2009 to 2015, prior to the release of the GDPR in 2016.
Researchers globally published multiple articles, studies, and design science methodologies for
conducting privacy impact assessments. However, literature for privacy impact assessments
shifted in 2016 when modern international privacy regulations were published requiring privacy
impact assessments. The focus moved from PIAs and DPIAs to privacy assessments for
emerging technologies. The lack of recent research and modern methods for conducting privacy
impact assessments supports the need for this research project and the importance of this work.
When conducting the literature review it was imperative for the researcher to establish formative
validity highlighting limitations and gaps of past research and current industry standards,
frameworks, and regulations to set the foundation for the objectives and goals of this research
project.
The literature review is presented in three categories, pre-GDPR, post-GDPR, and
an analysis of industry standards, regulations, and frameworks. A sizable portion of the content
in the pre-GDPR section was work derived from an independent research project conducted by
Lisa McKee and Michael Anderson leading to the creation of an untitled paper called the
“History of Privacy Impact Assessments” (McKee & Anderson, 2021). Building off the initial
project Lisa further researched the topic for articles post-GDPR, 2016 to 2021 as well as current
privacy standards, regulations, and frameworks.
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Pre-GDPR Privacy Impact Assessment Literature Review
Although multiple regulations and standards require the completion of a privacy impact

assessment or data protection assessment, current methodologies may be dated and could have
gaps with current privacy practices and regulations. To verify this, a review of the literature was
conducted. This review was completed utilizing peer-reviewed publications that relate to the
development and evaluation of privacy impact assessment policies or frameworks. The preGDPR literature review only included publications from within the Dakota State University
library where PIA or Privacy Impact Assessment was the main topic.
Research was organized in 2009 to find the best framework for use in a cross-border
public healthcare information system. A key focus of the project was to find the best method for
integrating privacy protections into the framework to safeguard sensitive data. To achieve this, a
PIA was conducted in conjunction with the European Commission to fulfill four main goals:
1. Conduct a prospective identification of privacy issues or risks before systems and
programs are put in place, or changed,
2. assess the impacts in terms broader than those of legal compliance,
3. be process, rather than output, oriented,
4. be systematic (Biro Consortium, 2009).
Objectives were based upon definitions of privacy impact assessments described in work
by Blair Stewart in 1996 (Stewart, 1996) and David H. Flaherty in 2000 (Flaherty, 2000). The
proposed PIA consisted of four steps and was believed to be the best guidance at the time.
Di lorio and a group of scientists completed research relating to privacy impact
assessments using the delphi methodology. “A structured literature search, analysis of data flow
scenarios or options, creation of an ad hoc questionnaire and conduction of a Delphi procedure”
(Di lorio et al., 2009). Di lorio and the group of scientists proposed and new privacy assessment
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process that was later endorsed by the BIRO Consortium for adoption and implementation
(BIRO Consortium, 2009).
David Wright (Wright, 2010) published a new framework for conducting ethical impact
assessments in 2010, which includes a section for evaluating privacy impacts on any “policy,
service, project or program involving information technology,” drawing on earlier work by
Canada, the United Kingdom, and Gary Marx. This publication also agrees with the strategy that
the European Commission had endorsed in 2009. Wright said that due to contextual factors,
prescriptive ethical guidance would be problematic, and using a set of questions would be a
better approach (Wright, 2010). This framework targeted at satisfying the European Union Data
Protection Directive and the Organisation for Economic Co-operation and Development
Guidelines (OECD) on the Transborder Flows of Personal Data (Organisation for Economic Cooperation and Development (OECD), 2013), adheres to Roger Clarke’s categorization of privacy
(Wright, 2010): “Privacy of the person; privacy of personal behavior; privacy of personal
communication; and privacy of personal data.”
The framework asks questions about privacy on the following OECD principles and
topics using detailed methods:
1. “Collection Limitation Data Quality;
2. Purpose Specification;
3. Use Limitation;
4. Confidentiality, Security and Protection of Data;
5. Transparency (Openness);
6. Individual Participation and Access to Data;
7. Anonymity;
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8. Privacy of Personal Communications: Monitoring and Location Tracking
•

Privacy of the Person

•

Privacy of Personal Behavior” (Wright, 2010).

Following consulting and engaging relevant stakeholders to complete the evaluation, the
paper finds methods for conducting a third-party ethical review, evaluation, and audit. Although
Wright includes privacy impact evaluations within the publication, addressing OECD privacy
principles, the framework is directed at a broader target of satisfying ethical concerns associated
with newly proposed assets and processes.
Clarke published an evaluation of privacy impact assessment guidance in 2011. The
document claims that the concept of a PIA started in 1970 and became mainstream in the 1990s
(Clarke, 2011). Clarke laid out ten criteria for evaluating the effectiveness of standards:
1. “Status of the Guidance Document,
2. Discoverability of the Guidance Document,
3. Applicability of the Guidance Document,
4. Responsibility for the PIA,
5. Timing of the PIA,
6. Scope of the PIA,
•

The Dimensions of Privacy,

•

Stakeholders,

•

Reference Points,

7. Stakeholder Engagement,

Running head: McKee Dissertation: Privacy Assessment Breakthrough

18

8. Orientation,
•

Process compared to Product,

•

Solutions compared to Problems,

9. The PIA Process,
10. The Role of the Oversight Agency” (Clarke, 2011).
After evaluation based on this criterion, standards were placed into three categories based
on the perceived effectiveness of each. The first group incorrectly interpreted the Data Protection
Law Compliance Assessment as PIAs. The second supplied what Clarke described as moderate
to decent quality guidance yet fell short of satisfying the evaluation criteria outlined in the paper
(Clarke, 2011). The third group of documents finally were considered to have satisfied the
criteria for conducting an efficient PIA. Several global privacy impact assessments were assessed
to determine the effectiveness. Ontario, Alberta, the UK, and Victoria were listed as the most
efficient, while the United States was listed as having the weakest PIAs of those evaluated
(Clarke, 2011). Even though this assessment process was a step in the correct direction, the
research is biased because the publication relies on the personal experience of the author and
focuses on the concept that checklist type assessments are insufficient to provide adequate
privacy.
“Privacy by design through systemic privacy impact assessment: a design science
approach” was written by Marie Caroline Oetzel and Sarah Spiekermann in 2012 and published
in the European Conference on Information Systems (Oetzel & Spiekermann, 2012). This is one
of the first formally declared design science approaches to PIA that has been published. The
article focuses on privacy by design through the software development lifecycle. A new and
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novel method for conducting privacy impact assessments that considers privacy by design was
proposed at the conclusion of the study.
Publications were presented in 2013 focused on increasing the efficiency of PIAs. Wright
and Friedewald continued Wright’s earlier 2010 work, which said that the proposal of integrating
privacy and ethical impact assessments should be further considered (Wright & Friedewald,
2013). The article provided an overview of the current PIA and EIA landscape and then steps
that could be executed to integrate the two, including deciding the thresholds for each. They
proposed when thresholds were met, a team is formed, a plan is created, stakeholders are found
and briefed, the project is checked for compliance, and analysis of information flows and privacy
and ethical impacts should be considered (Wright & Friedewald, 2013). Next, the actual
assessment is conducted, identifying risks, and developing recommendations to bring the risk
level to an acceptable threshold.
During this analysis phase, stakeholders are consulted to maintain approval and
participation and to find any areas of concern. Once completed, a report is created to increase
transparency and public trust. Organizations are then expected to implement the
recommendations found and engage in independent third-party audits. Once implementation is
confirmed, organizations should update the assessment if changes are made to the project in
question. The last step includes embedding privacy and ethical awareness throughout the
organization (Wright & Friedewald, 2013). This process can be seen in Figure 5. This process is
repeated in Wright’s 2013 paper on making privacy impact assessments more effective.
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Figure 5
Wright’s Privacy Impact Assessment Process (Wright, 2013)
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Wright also published a joint paper with Finn and Rodrigues in 2013 that was a
comparative analysis of PIA implementation in Australia, Canada, Ireland, New Zealand, the
United Kingdom, and the United States. The intent was to supply the European Commission
guidance in the construction of its mandatory PIA requirement (Wright et al., 2013). The paper
relied heavily on earlier comparative analysis conducted by the Privacy Impact Assessment
Framework project. The journal article was soon followed by another joint publication of Wright
and Wadhwa, which also attempted to identify specific PIA policies that could be utilized to
satisfy Article 33 of the European Commission’s Data Protection Regulation, which made PIAs
mandatory “for those data controllers whose processing operations present specific risks to data
subjects (individuals)” (Wright & Wadhwa, 2013).
Wadhwa and Rodrigues published a paper like that of Clarke and Wadhwa’s earlier work
on the evaluation of privacy impact assessments. Based on their evaluation of earlier works,
Wadhwa and Rodrigues concluded that one major element missing from earlier frameworks was
post-PIA evaluations and activities (Wadhwa & Rodrigues, 2013). The authors proposed a PIA
Evaluation and Grading System (PEGS) as a solution to that issue (Wadhwa & Rodrigues, 2013).
However, the research lacked mention or recommendation of a centralized governing body.
Wright, Wadhwa, Lagazio, Raab, and Charikane detailed new methods of integrating
PIAs and risk management in 2014, which was a logical association (Wright et al., 2014). Wright
and Raab conducted research and published an article on “Privacy principles, risks, and harms”
(Wright & Raab, 2014). Their research focused on identifying additional privacy principles and
the impact they may have when conducting a privacy impact assessment (Wright & Raab, 2014).
Additional research was published by Oetzel and Spiekermann, which believed that
earlier PIAs had become difficult to apply because they were “improperly structured or
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imprecise and lengthy” (Oetzel & Spiekermann, 2014). Oetzel and Spiekermann proposed a new
step-by-step method to achieve privacy- by-design. However, as seen during this review, the
authors were not the only individuals that proposed a step-by-step approach and outlined privacy
activities to take place before the implementation of new assets or processes.
A systemic method for privacy impact assessments: a design science approach was
written by Marie Caroline Oetzel and Sarah Spiekermann in 2014 and published in the European
Journal of Information Systems (Oetzel & Spiekermann, 2014). The article focuses on privacy
through the software development lifecycles and further states PIA data should be publicly
available on organizational websites. This research further elaborated on their earlier work in
2012 (Oetzel & Spiekermann, 2012). Oetzel and Spiekermann reference the work of Wright in
their research.

2.3

Post-GDPR Privacy Impact Assessment Literature Review
Academic literature for privacy impact assessments slowed in 2016 when modern

international privacy regulations were published requiring privacy impact assessments and data
protection impact assessments. The lack of recent research and modern method for conducting
privacy impact assessments supports the need for this project and importance of the work.
Recent literature relating to privacy assessments eased and was focused on applied research and
emerging technologies.
The following list represents academic literature for PIAs and DPIAs published after the
release of GDPR in 2016, from 2017 through 2021. This section highlights the focus of the
literature and gaps or opportunities resulting from the work of others.
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1. Reuben Binns published in 2017 “Data protection impact assessments: A metaregulatory approach” in the International Data Privacy Law journal (Binns, 2017).
o Literature Focus:
“This article addresses impact assessments from the perspective of
regulatory theory. Their transition from a voluntary tool to a mandatory
requirement raises questions about their purpose and role, as well as
implications for the direction of data protection in Europe more generally”
(Binns, 2017).
o Observations: Regulations do not list all types of privacy risk, processing, or areas
where privacy rights (OECD, 2013) or harms to individuals (Solove, 2006) may
exist or arise. Recent privacy regulations call out a few more risks to individuals
such as sharing of personal data requirements in the California Privacy Rights Act
of 2020 (CPRA) (CA OAG, 2020) but it still does not list them all.
2. Catherine Easton wrote “Analyzing the role of privacy impact assessments in
technological development for crisis management” in 2017 published in the Journal
of Contingencies and Crisis Management (Easton, 2017).
o Literature Focus: This study was focused upon the PIA process in an EU-funded
project with the aim of developing a cloud-based disaster response technology
solution (Easton, 2017).
o Observations: This study concentrated solely on cloud technology. Privacy
assessments apply broadly to all technologies, cloud is one form of technology.
Cloud is an emerging technology and may be an area of risks for organizations
but not the only domain where risks arise from data processing which may require
a privacy impact assessment.
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3. Chitra Sharma and Anjali Kaushik also published an article in 2017 called “Strategy
for privacy assurance in offshoring arrangements” (Sharma & Kaushik, 2017).
o Literature Focus: “This paper aims to examine the strategy adopted to ensure
privacy assurance in offshoring arrangements” (Sharma & Kaushik, 2017).
o Observations: Global vendors and cross-border data transfers was the target of
this research project. This is another type of privacy risk specific to data
transmission and vendors data sharing. While this work is important because the
privacy industry is not considering all risks with vendors at the data element layer
yet; this is another targeted research project that does not present a unified
approach that can apply broadly to any sector, industry, geography, or size.
4. Nicole Caci authored an article called “AvePoint launches the latest release of the
privacy impact assessment system with newly integrated Microsoft GDPR detailed
assessment at the IAPP P.S.R. conference 2017” (Caci, 2017).
o Literature Focus:
“APIA is the perfect tool for organizations and privacy professionals to
examine where they are regarding GDPR, which will be in place in less
than a year. APIA uncovers potential risks and impacts, and eases
trepidation about next steps to become fully compliant,” said Simberkoff.
“The first step is to determine what information exists. APIA does this for
you and allows organizations to instead focus efforts on how to get
prepared. APIA essentially does the preliminary legwork” (Caci, 2017).
o Observations: GDPR privacy regulation was the concentration area of this
research project. As noted in Table 1 in Chapter 1 there are over forty countries
that have GDPR like Data Privacy Laws. Not all laws are the same focusing on a
single regulation such as GDPR creates a gap with compliance for other U.S. and
international privacy laws. Additionally, the tools proposed are limited to systems
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and applications; they are not capable of evaluating policies, processes or
procedures that are in place. Policies, processes, and procedures are often some of
the biggest risks as organizations do not maintain current policies resulting in
employees lack of knowledge of expectations and varying procedures from person
to person for the same tasks.
5. Jane Henriksen-Bulmer, Shamal Faily and Sheridan Jeary in 2020 published a journal
article in the Future Internet called “DPIA in context: Applying DPIA to assess
privacy risks of cyber physical systems” (Henrisksen-Bulmer et al., 2020).
o Literature Focus:
“Cyber Physical Systems (CPS) seamlessly integrate physical objects with
technology, thereby blurring the boundaries between the physical and
virtual environments. While this brings many opportunities for progress, it
also adds a new layer of complexity to the risk assessment process when
attempting to ascertain what privacy risks this might impose on an
organization” (Henriksen-Bulmer et al., 2020).
o Observations: This proposed PIA methodology also focuses on emerging
technologies and does not include all aspects of privacy across an organization
such as HR, Marketing or Legal. It also does not include continuous monitoring
for changes to internal systems or regulatory obligations.
6. Makri Eleni-Laskarina, Dimitra Georgiou and Costas Lambrinoudakis also published
research in the journal Information and Computer Society called “Utilizing a privacy
impact assessment method using metrics in the healthcare sector” (Eleni-Laskarina et
al., 2020).
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o Literature Focus:
“This study aims to assist organizations to protect the privacy of their
users and the security of the data that they store and process. Users may be
the customers of the organization (people using the offered services) or the
employees (users who operate the systems of the organization). To be
more specific, this paper proposes a privacy impact assessment (PIA)
method that explicitly takes into account the organizational characteristics
and employs a list of well-defined metrics as input, demonstrating its
applicability to two hospital information systems with different
characteristics” (Eleni-Laskarina et al., 2020).
o Observations: healthcare institutions were the aim of this research project. This
limits the application of the proposed approach to other industries and
geographies globally.
7. Dimitra Georgiou and Costas Lambrinoudakis in 2021 published research titled “Data
protection impact assessment (DPIA) for cloud-based health organizations”
(Georgiou & Lambrinoudakis, 2021).
o Literature Focus: “The work presented in this paper focused on the first two steps
of the DPIA methodology and more specifically on the identification of
the Purposes of Processing and of the data categories involved in each of them, as
well as on the evaluation of the organization’s GDPR compliance level and of the
gaps (Gap Analysis) that must be filled-in (Georgiou & Lambrinoudakis, 2021).
o Observations: This research project does not present and end to end methodology
that can be adopted by organizations of any size, sector, industry, or geography.
High risk data processing is a step in a privacy assessment to consider and review,
yet there are many other tasks in an assessment.
8. Alexander May authored an article in 2021 for the law firm Hill Dickenson titled
“Data privacy impact assessments” (May, 2021).
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o Literature Focus: This literature focused on what is a PIA and how to conduct
them. It does not offer new tools, tips, or techniques for conducting them.
o Observations: While individuals and organizations do struggle to understand what
are PIAs the bigger challenge is there is no single unified methodology that can be
adapted by organizations of any size, sector, industry, or geography.
9. Beth Cochran: “Truyo launches free adaptive privacy impact assessment (PIA) tool”
(Cochran, 2021).
o Literature Focus:
“The foundation of Truyo’s cloud-based privacy impact assessment tool
was developed by a nationally regarded law firm with extensive privacy
experience, follows the NIST standard framework, and provides fully
compliant risk assessment report documents with key compliance metrics.
The Truyo PIA reveals:


personally identifiable information and how the organization
collects, uses, manages, and shares it;



potential privacy risks associated with the organization’s data
processing activities;



and answers to questions that clients, vendors and auditors may
have regarding privacy compliance” (Cochran, 2021).

o Observations: There are many NIST standards and frameworks of which a couple
will be explained in the analysis section of this chapter. The standards focus on
high-risk data processing, just one component of a privacy assessment.
Research on privacy assessments in most research projects and literature focused on
specific industries or technologies. However, the risk to individuals’ privacy right and harms
does not change based on industry or technology. Additionally, the CMS.law GDPR
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Enforcement Tracker has fines listed for a variety of violations with GDPR (CMS, n.d.). H&M
was fined one of the largest fines under GDPR for inappropriate surveillance of employees
(Compliance Week, 2020) and (BBC, 2020). The processes conducted by management leading
to the violation was not something that would have been identified by many of the PIA and
DPIA research projects listed in this literature review because they were focused on specific or
emerging technologies, locations of data such as the cloud or other data processing activities.
This further supports the need for a simple unified privacy assessment methodology that can be
adapted by any organization regardless of technologies, sector, geography, or industry. The
process should focus on all aspects of privacy across an organization to identify all types of
privacy risk and harms to individuals.
While discussions continue about the definition and pillars of privacy, the frameworks,
and methods of conducting privacy assessments; new research that has been published lacked a
proposed methodology to simplify the process or offer a unified methodology that can be
adopted by organizations in any sector, size, and geography which is the objective of this
research project.

2.4

Analysis of Industry Standards, Frameworks and Regulations
One of the steps in the research project, was to conduct industry research on the history

of privacy impact assessments which goes back as far as 1974, and data protection impact
assessments, first introduced with the European Union General Data Protection Regulation (EU
GDPR) in 2016 (EU, 2016). Businesses struggle to understand the difference between these
terms, when and how to conduct them. GDPR often uses the terms PIA and DPIA
synonymously. According to Intersoft Consulting’s GDPR site Privacy Impact Assessment is
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“The instrument for a privacy impact assessment (PIA) or data protection impact
assessment (DPIA) was introduced with the General Data Protection Regulation Article 35 (EU
2016). This refers to the obligation of the controller to conduct an impact assessment and to
document it before starting the intended data processing.” (Intersoft, n.d.).
Infopulse SCM said a “PIA is all about analyzing how an entity collects, uses, shares, and
maintains personally identifiable information, related to existing risks and a DPIA is all about
identifying and minimizing risk associated with the processing of personal data.” (Infopulse
SCM, 2019).
Privacy Impact Assessments began as a voluntary process conducted by organizations
and led to a regulatory requirement in 2016 with the passing of global privacy laws (DLA Piper,
2022). While privacy assessments are not required in every regulation, current trends show the
increasing inclusion of this requirement in privacy laws as depicted in Table 1 and Figure 1 in
chapter one. Privacy laws are like a data breach, the laws are coming ready or not and it would
be advantageous to organizations to be prepared and proactive in compliance with the
regulations. It is recommended to be proactive and include privacy assessments as a component
of the organizational privacy program. This will assist in adopting and adhering to new and
updated privacy regulations. Simplifying the privacy assessment process and making it an
iterative procedure will facilitate in privacy assessments becoming a natural course of business
over time. The objective of a privacy assessment is to understand all collection points, use and
sharing of personal data. Evaluating systems, applications and third parties where data is shared
will provide many benefits to the organization including compliance with privacy notices,
documenting records of processing activities and responding to data subject requests in a timely
manner as required by privacy regulations.
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NIST defines a Privacy Impact Assessment (PIA) as,
“An analysis of how information is handled to ensure handling conforms to
applicable legal, regulatory, and policy requirements regarding privacy; to
determine the risks and effects of creating, collecting, using, processing, storing,
maintaining, disseminating, disclosing, and disposing of information in
identifiable form in an electronic information system; and to examine and
evaluate protections and alternate processes for handling information to mitigate
potential privacy concerns. A privacy impact assessment is both an analysis and a
formal document detailing the process and the outcome of the analysis” (U.S.
Department of Commerce National Institute of Standards and Technology
(NIST), n.d.).
GDPR introduced the term Data Protection Impact Assessment (DPIA) in Article 35 of
the GDPR and is defined as “data protection impact assessment must always be conducted when
the processing could result in a high risk to the rights and freedoms of natural persons” (EU,
2016).
Different laws and regulations define PIA and DPIA slightly different, but the basic
principles are the same, which, is to assess risk to individuals related to personal data. The issue
is that the process for conducting a PIA or DPIA vary by regulator. International and U.S.
regulators have published several templates and procedures for conducing privacy assessments.
However, the steps, requirements, and templates for each are different. Organizations that do
business in multiple jurisdictions globally or must adhere to numerous regulations within the
U.S. struggle to maintain multiple versions of a privacy assessment based on the preference of
the regulator leading to excessive paperwork, maintenance, and audit fatigue. Confirming the
problem is the industry does not have a single unified privacy assessment method that can be
adapted to organizations of any industry, sector, or geography; therefore, organizations are
creating their own.
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The UK Information Commissioner’s Office which assists in the guidance of GDPR
enforcement published a sample DPIA template (UK Information Commissioner’s Office (ICO),
2018).
Figure 6
UK ICO Sample DPIA Template (ICO, 2018)

The template has seven sections which are,
1. identify the need for a DPIA,
2. describes the nature, scope, and context of the processing,
3. identify and consult relevant stakeholders for input,
4. assess the necessity and proportionality for processing,
5. identify and assess risk,
6. determine appropriate risk mitigation measures and,
7. signoffs of the assessment (ICO, 2018).
The gaps in this assessment methodology are the process begins with applications. When
discussing this with business partners a consistent question was raised, “How does the
organization ensure that all systems and applications have been assessed if the process does not
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begin with an inventory of systems, applications, vendors, records of processing activities?” This
process evaluates single systems or applications and assumes individuals know which systems or
applications exist and should be assessed for privacy.
Privacy should be treated equally to security. System inventories are vital and at the heart
of every security function. Privacy should be no different. Thus, data flows or data maps, records
of processing activities and inventory of all data elements containing personal information
should be included in the inventory process. Inventories should not be limited to just these forms
of inventories but should also consider vendors and what data elements are shared with third
parties.
NIST released the Privacy Framework in January of 2020. The NIST Privacy Framework
(NIST PF) has an entire category for Risk Assessment ID.RA-P (NIST, 2020). There are five
subcategories in the risk assessment section of the privacy framework.
Figure 7
NIST Privacy Framework Risk Assessment Except (NIST, 2020)

As the NIST Privacy Workforce Working Group (NIST PWWG) Co-Lead for Team 1:
Risk Assessment; I co-lead a group of over 120 global privacy professionals. The project team
met twice a month for over a year from May 2021 through May 2022 and then weekly in June
and July of 2022 to identify and document task, knowledge, and skills statements (TKS) that
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map to each subcategory for the Risk Assessment section of the NIST Privacy Framework (NIST
PWWG, n.d.). The team has discussed each of the five subcategories in detail and identified
several limitations of the current framework with proposals for future updates and inclusions in
the next version.
The NIST Privacy Framework considers certain factors relating to processing of personal
data such as contextual factors and bias as defined in P1 and P2. Risk identification, evaluation,
and treatment are addressed in P3-P5 of the Risk section of the NIST Privacy Framework (NIST,
2020). As part of the risk assessment section, it does not start with an inventory and broadly look
at the collection point, sharing of data, third parties, records of processing activities and other
factors. It also focuses on detailed aspects of data such as processing, bias, analytics, and
contextual factors. NIST interprets analytics primarily as artificial intelligence (AI); however,
analytics is much broader than just AI.
NIST issued the Risk Management Framework for Information Systems and Organizations in
2018, commonly referred to as the NIST RMF (NIST, 2018).
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Figure 8
NIST Risk Management Framework (NIST, 2018)

Testers for this research project asked “How is this new privacy assessment methodology
different from the NIST RMF?” Researcher response was that this new unnified privacy
assessment methodology includes steps not addressed in the NIST RMF. Additionally, the NIST
RMF assessment is specific to system-level risks as defined in Task P-14 of the NIST RMF
(NIST, 2018) and Task P-15 is the requirements definition.
NIST states the tasks should be carried out in sequential order; however, how does one
assess risk without an inventory or requirements? Another disadvantage of the NIST RMF is that
it is a U.S. standards body. International organizations are not as likely to use it and often favor
ISO which is inteneded for the global companies. Additionally, as mentioned in Chapter 1, the
ISO 22307 standard has not been updated since it was first written in 2008 (ISO , 2008).
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One of the objectives of this research project was to iniate a paradigm shift from the
terms PIA and DPIA to the broader term, privacy assessment. Privacy assessments should look at
all uses of personal data in any format, stored, processed, transmitted or any shared data outside
the organization. Sharing includes any organization regardless of the relationship with the other
entity. Treating companies that are partners, allies or agents or the organization is not appropriate
under many laws and regulations including privacy. Unless the company where data is shared is
part of the organization where the data originates, it is considered shared data regardless of what
type of relationship exists between the two entities. The few exceptions to this may be
subsidiaries or DBAs depending on the type of company. Another common mistake
organizations make is the notion that sharing data with a business partner is not technically
sharing data; however, according to data privacy laws, it is. Sharing should also consider where
the data is sent and whethere it is sent beyond the country of origin as there are different
transmission regulations that apply to data transimission.
The U.S. Department of Homeland Security (DHS) published an extensive Privacy
Compliance Process that is “an ongoing cycle with four key parts to ensure appropriate
oversight” (U.S. Department of Homeland Security (DHS), 2022). The four steps of the
compliance process are outlined in Figure 9 and introduce new terms, privacy threshold analysis
and system of records notice, not commonly used in other privacy assessments.
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Figure 9
DHS Privacy Compliance Process (DHS, 2022)

Several examples have been provided to identify the need and importance for this
research project. Not one of the PIA or DPIA samples provided use the same terminology,
guidance for when and how to conduct privacy assessments or steps for conducting the
assessment process. This validates the importance of this work to simplify the privacy
assessment process and create a new simple unified privacy assessment methodology that
organizations globally can use as part of the privacy program.
Organizations have multiple industry standards, frameworks, and regulations they must
consider based on location, personal data collected, scope, feature functionality, and other
requirements. These can be at local, state, national, or international jurisdictions. The scope of
this research focused on a selection of forty industry standards, frameworks, and regulations
shown in Table 2.
Table 2 is an inventory of the forty industry standards, frameworks, and regulations that
were evaluated as part of this research project. The list contains national and international
privacy related industry standards, state and country privacy laws and a mix of government and
private sector regulations. The diversity of the industry standards, frameworks, and regulations is
important to identify gaps and requirements for privacy assessments across several regulations,
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sectors, and geographies. Understanding the requirements and gaps of existing privacy
assessment processes was vital for the researcher to create an effective, efficient, unified global
privacy assessment methodology that could be adapted by any organization.
Analysis of the research concluded that 17 of 40 focused solely on privacy impact
assessments, 0 of 40 had requirements for only data protection impact assessments, and 23 of 40
had both privacy impact assessment and data protection impact assessment requirements. This
supported the fact that a privacy impact assessment was needed as part of a data protection
impact assessment, but the data protection impact assessment is never performed solely without
the privacy impact assessment. A random selection of local, state, national and international were
evaluated to identify similarities and differences between the privacy assessment requirements to
conclude from the analysis in this chapter that privacy assessments are not standardized and there
is a need for a unified privacy assessment methodology. Laws and regulatory requirements for
PIA and DPIA can vary based on the geography. Nationally there are no requirements within the
U.S. for data protection impact assessments and the requirements for privacy impact assessments
is a static requirement in most government regulations but not widely adopted into state privacy
laws.
A random selection of local, state, national and international were evaluated to identify
similarities and differences between the privacy assessment requirements and processes. Table 2
lists the forty industry standards, frameworks and regulations evaluated to provide transparency
of what was included in the review.
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List of Industry Standards, Frameworks and Regulations

Item
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

Industry Standards, Frameworks and Regulations
Act on the Protection of Privacy: Processing of Personal Data (Iceland, 2018)
ANSI X9.99 Privacy Impact Assessment Standard (ANSI, 2009)
Australian Information Privacy Act (OAIC, 1988)
Brazilian General Data Protection Law (Brazil National Congress, 2018)
California Consumer Privacy Act (CCPA) (CA OAG, 2018)
California Privacy Rights and Enforcement Act of 2020 (CPRA) (CA OAG, 2020)
Canada PIPEDA & Privacy Act (Canada, 2018)
Children’s Online Privacy Protection Act (FTC, 1998)
CIS Critical Security Controls v8 (CIS, 2021)
Common Controls Framework v4.0 (Adobe, 2020)
Communications Decency Act of 1995 (104th Congress, 1995)
Computer Fraud and Abuse Act (99th Congress, 1986)
Defense Federal Acquisition Regulation Supplement (DFARS) (DOD, 2022)
E-Government Act of 2002 (107th Congress, 2002)
Enterprise Risk Management Framework (COSO, 2017)
EU General Data Protection Regulation (EU, 2016)
Family Educational Rights and Privacy Act (DOE, 1974)
FedRAMP: Third Party Assessment Organizations (GSA, 2021)
FFIEC IT Handbook: Information Security (FFIEC, 2016)
Illinois Biometric Information Privacy Act (Illinois General Assembly, 2008)
ISO 27001 Information Security Management (ISO, 2013)
ISO 27701 Privacy Information Requirements (ISO, 2019)
ISO 22307 Privacy Impact Assessment (ISO, 2008)
Japan Act on the Protection of Personal Information (APPI) (Japan PIPC, 2022)
NIST: SP 800-53 Rev5 Security and Privacy Controls 2020 (NIST, 2020)
NIST: SP 800-161 Supply Chain Risk Management 2015 (NIST, 2015)
NIST: Cybersecurity Framework v1.1 2018 (NIST, 2018)
NIST: Privacy Framework 2020 (NIST, 2020)
OECD Protection of Privacy 2013 (OECD, 2013)
OWASP Top 10 Privacy Risks (OWASP, 2021)
PCI: Data Security Standards 2018 (PCI SSC, 2018)
Portugal Act on the Protection of Personal Data (Portuguese Parliament, 1995)
Privacy Act of 1974 (DHHS, 1974)
Protection of Personal Information Act (POPI) (South Africa, 2021)
Sarbanes-Oxley (SOX): Compliance Checklist 2021 (107th Congress, 2002)
Third-Party Relationships 2013 (OCC, 2013)
UK ICO Privacy Impact Assessment Handbook (ICO, 2009)
Unified Compliance Framework 2017 (UCF, 2017)
U.S. Safe Web Act of 2006 (109th Congress, 2006)
Vendor Management Framework (Gartner, 2010)
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Conclusion
When conducting the literature review it was imperative for the researcher to establish

formative validity highlighting limitations and gaps of past research (Glen, n.d.) and current
industry standards, frameworks, and regulations to set the foundation for the objectives and goals
of this research project. The literature review included academic material pre-GDPR 2009
through 2014, post-GDPR 2016 through 2021 and a variety of forty industry standards,
frameworks, and regulations. Each item reviewed focused on a specific privacy regulation,
sector, geography, industry, or technology. Each had limitations in the scope was narrowly
focused, validating the problem statement that the industry does not have a single unified privacy
assessment methodology that can be adapted to organizations of any industry, sector, or
geography; therefore, organization are creating their own. This research project is needed more
now than ever before, with the influx of privacy regulations that have passed since 2016 in the
U.S. and Internationally. Validating the purpose for this project to create a unified privacy
assessment methodology that will assist organizations with privacy compliance obligations by
simplifying the assessment process with steps that are repeatable and can be adopted by
organizations of any shape, size, industry, or geography.
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CHAPTER 3: RESEARCH METHODOLOGY
3.1

Overview of the Chapter
This chapter describes the method the research project followed to create a design science

privacy assessment methodology. The research project followed an agile, iterative, process;
collecting feedback and updating the methodology model based on where the research led.
Summative validity was performed through model evaluation and case study review with a U.S.
based medical device organization with over five thousand employees, offices, employees, data
centers and customers located all around the globe. This is how the researcher established
formative and summative validity as defined in chapter 1. This chapter also outlines the research
design and procedures used to scientifically evaluate and validate each model.

3.2

Research Design and Question
The project uses a design science method following the engineering development

lifecycle. The process required multiple iterations of data collection, analysis, model
development, vetting the model with industry privacy professionals and presentations to fine
tune and perfect the model and scientific testing with an organization through a real-world use
case.
The members of the Accredited Standards Committee (ASC) X9 have an outdated
standard on Privacy Impact Assessments, ANSI X9.99 standard (American National Standards
Institute (ANSI), 2009). The first step in this dissertation research project was to conduct
industry research on the history of privacy impact assessments which goes back as far as 1974 at
a minimum, and data protection impact assessments, first introduced with the European Union
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General Data Protection Regulation (EU GDPR) in 2016. Businesses struggle to understand the
difference between these terms, when and how to conduct them. As the technical editor of the
ASC X9 ANSI x9.99 standard (ANSI, 2009) tasked with drafting the updates for the revision
currently in draft, it was vital to understand the current landscape for assessments, the gaps that
existed to present an updated standard that could be implemented by any organization globally.
Phase 1 of the project was data gathering. There were a variety of methods used to collect
the information from surveys to expert interviews. Meetings with the ASC X9 Chair and others
from the ASC X9F4 working group (Accredited Standards Committee X9 (ASC X9), n.d.) to set
up a common set of goals and deadlines. Discussions included a variety of questions from open
ended questions, direct questions and more. The X9F4 subcommittee domain is data and
information security. This is the working group responsible for the ANSI x9.99 PIA standard
(ANSI, 2009).
Phase 2 of the project was to create a new standard and framework on privacy
assessments that could be integrated into a privacy risk management methodology as defined
further in section 6.4.2 and depicted in Figure 25. The first step is privacy assessments to find
risk and processing activities. It required collaboration with stakeholders to define the
requirements, goals, deliverables, and the deliverable format. The challenging part was that this
will become the updated version of the standard and framework for ANSI, and it is expected it
will be adopted by ISO for the international community. Japan and other countries have been
asking for updated and new standards in privacy for a while. The project researcher and scientist
will need to coordinate with stakeholders from both ANSI and ISO to ensure the new unified
methodology meets requirements for all organizations of any industry, sector, or geography.
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The iterative engineering process was used with multiple versions and updates before the
final draft was approved. It has been reviewed by members of the ASC X9F4 subcommittee for
input. While this project and the standards initiative are two separate projects, work from this
research project is being used for the updated ASC x9.99 PIA standard (ANSI, 2009) that is
anticipated to be released in late 2022 or early 2023. I have seen ANSI standards through the
ASC X9 group take years to complete as standards go through multiple layers of feedback
solicitation, edits, and review. It will take finesse to negotiate with all interested parties to
achieve a desired unified methodology and industry standard that meets the goals of everyone.
There are multiple ways to conduct research. When the desired outcome is a framework
or other artifact, the engineering design process is the best method. Engineering design is a step
in the design science method that requires input from stakeholders to find their goals, needs,
wants and other aspirations. It takes work negotiating with others, but the outcome produces
something that can have a significant impact on the industry.

3.5

Design Science Framework
As an industry expert in privacy and security the research project received help utilizing

prior knowledge of the researcher in privacy assessments and privacy risk management. The
qualitative analysis of the industry standards, frameworks and regulations merely confirmed
what was known to validate there was a significant gap in privacy risk management. As a
professional, educator, public speaker and technical writer for industry standards groups an
abundance of stakeholders were identified and utilized throughout this scientific design science
process. Outcomes were confirmed through each of these venues as well as obtained industry
input into the creation and development of the standard. The input from stakeholders was critical
in the design of the privacy assessment methodology. The use of polling questions and training
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surveys supplied unbiased feedback to answer questions about the methodology. Partnerships
were developed with the ASC X9 chair to waive membership fees in exchange for time to update
the privacy impact assessment standard. Additionally, trainings were offered free to industry
professionals through partnerships with local professional association groups to present the
research and new privacy assessment methodology. Both cut all costs to create the privacy
assessment methodology and update the ANSI X9.99 standard. While an individual’s time is not
necessarily free, there were no actual costs or budgets needed to complete this research project.

3.6

Engineering Lifecycle
According to Wieringa, the engineering lifecycle is a critical part in the design science

methodology (Wieringa, 2014). There are five key phases of the engineering lifecycle (Wieringa,
2014) as defined in Figure 10.
Figure 10
Engineering Lifecycle (Wieringa, 2014)
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The engineering lifecycle was used in the model creation process of this research project
and the development of the privacy assessment methodology. Phase one was a qualitative
analysis of the 40 industry standards, frameworks and regulations to identify the steps needed
and the inputs and outputs for each step to create a unified privacy assessment methodology.
Phase two was the creation of the privacy assessment models for industry. This required several
scientific design iterations and fine tuning over the course of the research project.
One method used to test the models was through industry training sessions where
attendees were polled during the training to ask if they currently conduct privacy assessments
and if the new methodology was something they would implement and use at their organization.
Ovewhelming majority of attendees, nearly 75%, responded they do not currently conduct
holistic privacy assessments as part of their organizational, security or privacy assessment
processes. Further, 95% responded they would benefit from the new privacy assessment
methodology and plan to introduce it in their organizations.

3.7

Application of Technical Action Research
When performing scientific studies and authoring a research paper, there are several

research methods that can be used. The method selected to validate a thesis should align to the
type of research being performed. Technical researchers and engineers whose research will lead
to the creation of a tangible artifact often choose design science as their research method.
Wieringa defines design science as the design and investigation of artifacts in theory (Wieringa,
2012). One method of design science research is technical action research (TAR). This section
defines what TAR is, how it was used in this scientific research project and why the researcher
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chose this design science method for the development and testing of the new privacy assessment
methodology artifact.
Technical Action Research (TAR) is artifact driven research, where problem driven
research constitute all other forms of action research (Wieringa, 2014). The combination of a
single-case study and mechanism experiments to research the outcome and how it applies to
clients are the properties of TAR (Wieringa, 2014). The researcher plays three roles in TAR.
1. “Designer: Designing a technique
2. Helper: Using the technique to help others
3. Researcher: Drawing lessons learned about technique” (Wieringa, 2012).
The major factor in the TAR methodology is identifying these three roles and keep them
theoretically independent throughout the research project (Wieringa, 2012).
TAR projects have three goals. These are often documented as checklist questions to
capture and measure the inputs and outputs of the research project.
1. “Current Knowledge – what is currently known about the issue, available expert
knowledge, why is the research needed.
2. Knowledge Goals – what does the researcher want to confirm about the solution.
3. Improvement Goals – what is the expected output or outcome of the research”
(Wieringa, 2014).
TAR the researcher must also develop measurements for the project. The measurements
may include but are not limited to interviews, questionnaires, recorders, clocks, sensors, queries,
logs, or analyzers which may require validation prior to using them. It is vital to the project that
the researcher selects a measurement that will not influence the outcome of the research project
and maintains independence and does not introduce bias.
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Purpose of Technical Action Research
According to Wieringa, “In TAR, the researcher wants to learn something about a

technique by using it to solve a client’s problem” (Wieringa, 2012). Researchers working to
solve real world, business issues with tangible artifacts or frameworks would benefit most from
the TAR methodology as done in this dissertation research project with the purpose to create a
unified privacy assessment methodology that will assist organizations with privacy compliance
obligations by simplifying the assessment process with steps that are repeatable and can be
adopted by organizations of any shape, size, industry, or geography. The researcher is solving the
problem the industry does not have a single unified privacy assessment methodology that can be
adapted to organizations of any industry, sector, or geography; therefore, organizations are
creating their own. The benefit to the researcher was learning about existing processes for
privacy assessments and working to identify new innovate solutions to fill the gaps that exist.
The researcher identified a gap in the privacy industry that companies struggle to
understand privacy impact assessments, data protection impact assessments and managing
privacy risk. Privacy assessments have been required for years in different regulations going
back to the Privacy Act of 1974 (U.S. Department of Justice (DOJ), 2020). However, the
implementation of the General Data Protection Regulation (GDPR) (EU, 2016) increased
discussions about what is a privacy impact assessment and a data protection impact assessment,
how are they different, when, and how to conduct them. Organizations struggle to adopt
processes for conducting and implementing privacy assessments because each regulatory body
had different terminology, guidance, and templates for conducting a privacy assessment. Once
the privacy assessment is complete the organization must manage the risks identified or any
other privacy risks applicable to sensitive data the organization stores, processes, transmits or
shares on behalf of living individuals. Yet companies fail to do this consistently. Many
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organizations do not include privacy assessments as part of their compliance an assessment
process. Organizations that do typically perceive privacy assessments are a compliance
obligation that is performed just once a year and shelved. Mature organizations will revisit the
assessment periodically while most organizations only repeat the process annually as required by
regulations.
Additionally, while conducting research on this topic, the researcher noticed the industry
standards by the Accredited Standards Committee X9 (ASC X9) accredited by ANSI relating to
privacy impact assessments, ANSI x9.99, had not been updated since 2008 when it was initially
written (ANSI, 2009) which was pre-GDPR. It is also known the ISO privacy assessment
standard, ISO 22307, (ISO, 2008) is a copy of the ANSI X9.99 standard from 2009 (ANSI,
2009). Both the ANSI and ISO standards were re-adopted in 2019 with no changes.
The financial services industry and other industries domestically and internationally are
pressing the standards bodies to update these industry standards, so they are current, relevant and
align to new and updated privacy regulations such as the GDPR of 2016 (EU, 2016), California
Consumer Protection Act passed in 2018 (CCPA) (CA OAG, 2018) and the Brazilian General
Data Protection Law (LGPD) (Brazil National Congress, 2018) enacted in 2020.

3.9

Application of Technical Action Research
The researcher evaluated current regulations, existing industry standards, frameworks,

and templates for conducting privacy assessments and proposed a new solution fulfilling the
definition and objectives of TAR. Throughout this research project, Privacy Assessment
Breakthrough: A Design Science Approach to Creating a Unified Methodology, the researcher
played all three roles of TAR. The researcher used their experience and expertise as a privacy
engineer and prior experience as a software developed to fulfill the role of technical researcher.
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By doing this, the researcher demonstrated an empirical research technique by identifying
solutions for clients and organizations and working to understand how the proposed artifact and
solution met their needs. The TAR helper used the feedback from the client to refine and
enhance the methodology, scientifically evaluate the methodology and update aged industry
standards.
Throughout this project the researcher demonstrated the understanding of current issues
with privacy assessments and managing privacy risk which fulfilled the goal of current
knowledge in the project. The researcher had knowledge goals defined which was the
verification that current standards were outdated and warranted and update. The improvement
goals of this research project were to update industry standards, create a new methodology that
simplified the process of conducting privacy assessments and manage privacy risk that benefit
the industry and organizations. The scientific measurement was the efficiency gained by the
organization in evaluating the new methodology as part of the use case validation process. Long
term measurement will be working with the standards body to track the number of organizations
that download the new versions of the standards. Additionally, the researcher can track the
number of participants that attend their training sessions on privacy assessment and managing
risks. The percentage of participation or seats filled for each session will validate the need for the
project and methodology. Sessions that are full compared to sessions at half capacity or less
confirm the need for the new methodology and training in this area.
TAR was a good fit for a technical researcher working to develop an artifact for industry
or real-world application. It allowed the researcher to use their experience as an engineer and
industry expert to solve real problems. TAR is not only conceptual research but leads to the
creation of something that solves a gap or issue in industry. The researcher confirmed through
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testing and methodology the questions: effects produced by the interaction between artifact and
context and do the effects satisfy the requirements were satisfied.
The researcher is a proud member of the ANSI X9 standards group and contributes input
and thought leadership to assist in writing new and updated industry standards. The researcher is
also a Certified Data Privacy Solutions Engineer (CDPSE) through ISACA and privacy
consultant with firsthand knowledge of the deficiencies that existed on this topic and the
challenges organizations face conducting and maintaining privacy assessments. Project
researcher is also certified in Risk Information System Controls (CRISC) (ISACA, n.d.) and
APMG certified to teach certification training for both certifications proving their expertise and
knowledge in these topics and qualifications to do this research project.
During the past 18 months the researcher has worked with several professional
associations and conferences across the country to provide training sessions on privacy
assessments. The sessions have been at or near capacity. At the completion of this research
project the researcher had trained over a thousand individuals in nine sessions. Additionally, this
research was presented at the RSA Conference in San Francisco June 9, 2022 (McKee, 2022).

3.10

Chapter Summary
The purpose of this chapter was to outline and explain the research method utilized for

this research project. This was a design science project that applied followed the technical action
research (TAR) methodology to develop and deploy a new methodology for conducting privacy
assessments.
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CHAPTER 4: ANALYSIS, RESULTS AND DISCUSSION
4.1

Introduction
Chapter two outlined the formative validity steps at the beginning of the project to review

available literature, highlighted limitations and gaps of other methodologies and set the
foundation of what the project intended to accomplish. Chapter three discussed the scientific
methodology used for this research project. This chapter explains how those design science and
technical action research techniques were used in the creation of the new privacy assessment
methodology and model. A scientific model was created to visually represent the main steps of
the new privacy assessment methodology. However, the final model and methodology design
was not the first rendition of the model. The process followed the engineering lifecycle with
multiple iterations of model design, testing and validation followed by model updates and
enhancements to the methodology. The remainder of this chapter will illustrate the model and
methodology that was created at each step of the project. Identifies the specific questions asked
of the testers that validated the methodology and their responses. Followed by detailed actions
the project researcher took to derive the new privacy assessment methodology.

4.2

Evolution of Laws and Breaches
There has been a progressive increase in regulations to help curb data breaches and

protect individuals’ information and privacy as shown in Figure 11 by the Velocity of Data
Privacy Regulations and Industry Standards (McKee et al., 2021). However, each year there are
record breaking reports of data breaches as reported by Information is Beautiful and displayed by
the bubble chart in Figure 11 (Information is Beautiful, 2022). Figure 11 demonstrates that an
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increase in regulations has not decreased breaches as one would expect to occur. The project
tester thought this was because regulations are not comprehensive, cumbersome because there
are too many and, in some cases, standards are dated and no longer relevant with the privacy
landscape of today. The project researcher believed this was because organizations are over
segmenting and applying regulations and standards to a small set of personal data based on
classification rather than implementing an organization wide set of security and privacy policies,
controls, and procedures to equally protect all data types regardless of the classification or type
of data. Providing a unified privacy assessment methodology is a simple solution to ease the
agony organizations undergo. Today the process is sporadic, hard to understand and varies by
regulation leading organizations to either create their own process or do nothing at all. Instead,
organizations are encouraged to shift to the new privacy assessment methodology presented in
this research project.
Figure 11
Evolution of Laws & Breaches (McKee et. al., 2021)
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Updated Industry Standards
Industry standards, frameworks, and regulations vary substantially. Some are

comprehensive and include both privacy impact assessments and data protection assessments
where others are not. Compliance requirements differ vastly by authority. Local, state, national,
and international laws and regulations are not equal when addressing security or privacy
requirements. Security requirements exist in every industry standard, framework, and regulation
evaluated, yet there is a significant deficiency in industry standards, frameworks, and regulations
relating to requirements for privacy.

4.4

Artifact Design
This section of the research project describes8 each model illustration created that lead to

the final privacy assessment methodology. Documented the summative validity activities that
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occurred to evaluate and evaluate the model with industry experts, colleagues, and client in an
organizational use case with a global healthcare organization.

4.4.1

Model 1
The initial privacy assessment model included four steps derived from the DHS privacy

compliance process recently updated in early 2022 (DHS, 2022), NIST (NIST, 2020), and the
EU GDPR (EU, 2016) of which each are outlined, illustrated with gaps identified in chapter two.
1. Privacy Threshold Assessment (PTA)
2. Privacy Impact Assessment (PIA) and Data Protection Impact Assessment
(DPIA)
3. Privacy by Design (PbD)
4. Records of Processing Activities (ROPA) and Privacy Notices
Starting with current industry terms as inputs into the process identified the industry
terms relating to privacy assessments used across some of the industry standards, frameworks,
and regulations.

Figure 12
Privacy Assessment: Model 1

Model 1 was reviewed with colleagues and industry subject matter experts in privacy.
Feedback received from the evaluators is that a step was needed for communication internally
and externally. The model was missing internal policies as an input and output of the assessment

Running head: McKee Dissertation: Privacy Assessment Breakthrough

54

methodology. Feedback of Model 1 was reviewed by the project researcher who concluded
refinements were needed which led to the creation of Model 2.

4.4.2

Model 2
Significant refinements were made to the model. Model changed from a four-step

methodology to five steps. The new step five was labeled communicate. Privacy notices shifted
from step four, documentation, to step five, communicate. Additionally, internal policies were
added to the model in step four. Figure 13 is an illustration of the updated Model 2.

Figure 13
Privacy Assessment: Model 2

This model was evaluated by the privacy solution lead at the project researchers
employer and managing director overseeing the privacy assessment and privacy by design client
projects. These two client projects with the healthcare organization were also the use case
conducted to test the model. The solution lead evaluation stated that ROPA was an input to the
assessment process. The evaluators also felt the data inventory activity was missing from the
model. Lastly, the evaluators stated decision points were needed between the steps.

4.4.3

Model 3
The project researcher concluded the feedback from the evaluator was appropriate and

moved the ROPA activity to step one, determine need, as an input to the entire assessment
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methodology. The project researcher at the time decided to add data inventory to step four,
document, as an output of the step. Decision points were added to the model to address the
feedback from the evaluators. At the time, the project researcher was unsure what to call those
decision points, so they were illustrated on the model as yellow triangles with a question mark.

Figure 14
Privacy Assessment: Model 3

Model three was evaluated by the client at the beginning of the privacy assessment and
privacy engineering projects. Feedback from client representative one, “looks great, this is
exactly what we were looking for. The model is forward thinking and shows the bigger picture.”
Client representative two said, “I did not know what PTA was, never heard of PTA and did not
know it was a formal activity.” Both representatives loved the broad view and approach to
privacy assessments. Representative one asked, “why the ROPA was in step one, but inventory
was in step four”? The representative continued by saying “Inventory and ROPA should be
together at the beginning of the process as an input to the entire privacy assessment
methodology.” Representative two added “the model did not address the fact that often privacy
assessments are done because of compliance obligations and are not maintained on a regular
basis.”
Feedback on Models 2 and 3 led the researcher to ponder if this was the correct model
illustration. The project researcher concluded the decision points in Model 3 indicated the
assessment process was not linear but a cyclical process. However, most of the industry
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standards, frameworks and regulations evaluated by the researcher primarily depicted a linear
process.

4.4.4

Model 4
The project researcher conducted additional research on methodologies used today which

is the reason there are forty items in Table 2, list of industry standards, frameworks, and
regulations. Further research identified the NIST model was one of the few models that was not
linear. The project researcher determined that a continuous model was a better methodology.
Thinking about the client feedback on PTA was interesting. The model is intended to make the
process simpler, not complicated, or present terms unfamiliar to practitioners.
The researcher changed the model illustration from a linear methodology to circular.
Each of the activities identified were a separate step in Model 4. When moving to a circular
model the researcher identified gaps in the inputs and outputs needed for each step in the process
and addressed those when creating Model 4. Now there was an inventory step that includes all
pertinent information such as systems, applications, ROPA, data sharing, as examples. To ensure
the methodology was continuous and allowed for updates as changes occur across the
organization a new step was created called monitor.
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Figure 15
Privacy Assessment: Model 4

Feedback from industry experts additionally raised the question about the role of the
system security plan commonly referred to as the SSP. However, current industry standard
processes do not include privacy in the SSP leading to question if a new document was
necessary to address privacy aspects of systems and applications.
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Model 5
Minor update was made to this model to include a system security and privacy plan as the

foundation of the privacy assessment methodology. It replaced the name of the model that was
displayed in the inner circle of model four.

Figure 16
Privacy Assessment: Model 5
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The model was shared with the ASC X9F4 working group for feedback. This also led the
project researcher to raise the question if there was a current ANSI standard for privacy risk
or risk management because the model did not address risk that may be identified as part of
the privacy assessment methodology.

4.4.6

Model 6
The representatives from ASC X9 responded the risk management standard was sunset

and no longer an active ANSI standard. The representatives then raised the question if there
should be a risk standard. To which the team concluded it was worth evaluating after this
research project was completed and the updated ANSI x9.99 PIA standard (ANSI, 2009) in
progress was completely drafted and ready for the review process by the various ASC X9
working groups.
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Figure 17
Privacy Assessment: Model 6

Industry experts that evaluated this model thought the model was attempting to do too
much. While they liked the idea of addressing risk, this model intermingled privacy
assessment steps with risk management and was no longer simple and easy to follow.
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Model 7
The model was updated to include only the necessary privacy assessment steps. The risk

management steps were represented in a new model for future research as documented in chapter
six for the joint assessment/risk methodology.

Figure 18
Privacy Assessment: Model 7
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The only feedback received from this model was the term risk evaluation in the middle
circle and if that was the correct wording.

4.4.8

Model 8
The term risk evaluation was changed to risk management. This model was evaluated by

the testers that provided input on the prior models and no additional feedback was provided. All
were in favor of this final model.
Figure 19
Privacy Assessment: Model 8
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This model was further evaluated by the client representatives that had evaluated model
three early in the privacy assessment and privacy engineering projects. The client loved the new
model. They stated, “it was straightforward, simple, and easy to understand.” The model is
flexible to include any required industry obligations such as PTA, PIA, DPIA; although, the goal
is to move away from those industry terms and follow this standard privacy assessment
methodology.

4.5 Summative Validity
The model was evaluated as a use case with the client representatives from the healthcare
organization. This was an exemplary test case because the healthcare organization was global,
had over five thousand employees globally at the time of the research project, international data
centers, offices, employees, and customers and thus required to comply with numerous industry
standards, regulations, and frameworks for privacy. First the client representatives compared this
new model to that which the organization was using by the ICO (ICO, 2018) to understand any
differences between the two methodologies. The client concluded that the new model addressed
all the items in the ICO template (ICO, 2018) and further explained in the Privacy Impact
Assessment Handbook issued by the UK Information Commissioner’s Office (ICO, 2009).
Additionally, the new model made the process easier and streamlined by starting with
inventories as the input to the entire assessment process. The ICO methodology does not do that
and many of the other industry standards, frameworks and regulations do not explicitly state to
have current comprehensive inventories prior to beginning the assessment process. It was
concluded that this model was easy to use and preferred by the client representatives over the
ICO methodology.
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4.6 Conclusion
This project created a new unified privacy assessment methodology. The model followed a
design science development process. Multiple rounds of model development, feedback from
industry experts providing their evaluation and model testing were performed that led to the final
privacy assessment methodology illustrated in this chapter.
The project met the objectives and research questions identified at the beginning of the
project to create a new methodology, identify inputs and outputs necessary for each step of the
assessment and the steps needed to perform a thorough privacy assessment. This resulted in a
simple privacy assessment methodology with steps that are repeatable and can be adopted by
organizations of any shape, size, industry, or geography.
This research project solved the issue organizations were facing with increasing regulatory
obligations and managing changes to the compliance landscape. The lack of a standard process
for privacy assessments as each industry standard, framework and regulation was slightly
different in the terminology, steps, and documentation.

Running head: McKee Dissertation: Privacy Assessment Breakthrough

65

CHPATER 5: NEW PRIVACY ASSESSMENT
METHODOLOGY
5.1

Summary of the Research
This research was a success and exceeded the objectives set forth at the beginning of the

project. This was a privacy assessment breakthrough using a design science approach to create a
unified methodology. The methodology was evaluated in a use case for a U.S. based
organization with offices, employees, and customers globally. The feedback from the tester was
the summative validity that was sought by the project researcher to confirm the effectiveness of
the new methodology.
Chapter 4 described the steps taken to create the unified privacy assessment
methodology. Feedback from testers and evaluators, outcomes from the use case with the U.S.
based healthcare organization the led to the new privacy assessment methodology. This chapter
will discuss the steps in the model, inputs, and outputs of the and how to complete a privacy
assessment using this new methodology.

5.2

New Privacy Assessment Methodology
The term risk evaluation was changed to risk management to complete the final model.

This model was evaluated with the evaluators that had been providing input on the prior models
and no additional feedback was provided. All were in favor of this final and new privacy
assessment methodology.
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Figure 20
New Privacy Assessment Methodology Model

This model was further evaluated by the same client representatives that had evaluated
model three early in the privacy assessment and privacy engineering projects. The client loved
the new model. The client representatives stated the methodology was straightforward, simple,
and easy to understand. The model is flexible to include any required industry obligations such
as PTA, PIA, DPIA; although, the goal is to move away from those industry terms and follow
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this standard methodology. It is also simple and flexible to incorporate any specific regulatory
obligations for privacy assessments.

5.3

Privacy Assessment Methodology Inputs and Outputs
Privacy Assessment Core Steps
1. Inventory – Like security, accurate inventory is needed to comply with privacy
regulations and fulfil privacy requests. Inventory items include ROPA, data
inventory, data flows or data maps, systems, applications, with data elements
identified, third parties where data is shared, or any other documentation deemed
necessary by the organization or industry obligations.
2. Need – Identify the need for a privacy assessment, documentation requirements
and knowledge of regulatory obligations under any privacy regulation to conduct
specific PIA or DPIA according to a specific methodology such as the ICO or can
the organization follow a simple unified assessment methodology such as the one
documented in this research project.
3. Assess – List of all data elements that are collected, used, stored, transmitted, or
shared with another entity. Identify any risks to individuals, data processing risk,
risk, or harm to individuals for any data in the possession of the organization.
There are many types of risk to consider based on the data, purposes of the data
and actions taken on the data.
4. Develop – Requires the output of the assessment to determine the appropriate
responses and actions to address the findings of the assessment
5. Monitor – List of all regulatory obligations including local, state, national and
international privacy laws that are applicable to the organization.

Running head: McKee Dissertation: Privacy Assessment Breakthrough

68

Foundational Steps (happens at each step of the methodology)
6. Risk Evaluation – This step can include a risk register of all identified risks, risk
rating, mitigating controls, impact and likelihood of exploitations, risk tolerance
and appetite, etc. and reports to relevant stakeholders.
7. Documentation – Maintain policies and procedures, update inventories, maintain
a system security and privacy plan which is a new industry concept.
8. Communication – Inform management and the board of findings noted in the
privacy assessment. Communication across the organization when there are
changes to the regulatory landscape or internal processes.

5.4

Conducting A Privacy Assessment
Privacy Assessment Core Steps
1. Inventory – The assessor gathers all inventories for the organization, including
system and application inventories, data flows, network diagrams, vendor lists
and records of processing activities. Where a document does not exist, the
assessor conducting the assessment should work with the leadership teams to
create the documentation. These documents are mandated for many legal and
regulatory obligations in addition to privacy. It is vitally important these
documents are maintained and updated at least annually and when there are
significant changes in the organization.
2. Need – Considers all aspects of conducting an assessment beyond just standard
PIAs and DPIAs. This can include regulatory and legal requirements, business
drivers, PTA where required, or other needs.
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3. Assess – Evaluates all collection, use, storage, transmission or sharing of personal
data for harm to individuals or the organization. This step also evaluates the
organization's capability of satisfying the requirements identified within the need
function including PIAs and DPIAs where required.
4. Develop – Once a privacy assessment has been performed, the results must be
analyzed, and appropriate actions taken. These may be addressed through
software development changes to incorporate privacy by design or zero trust
privacy which are further discussed in chapter six for further research
opportunities.
5. Monitor – Examine the changing internal and external privacy landscape.
External factors include regulations, standards, threats, and changes to third-party
relationships. An internal factor can include changes to the way the organization
manages personal data. Changes to the privacy landscape triggers the initiation of
the privacy risk assessment process. Perform a privacy assessment annually or
more frequently if changes to inventory, functionality, regulations, etc. warrant
the need to update the privacy assessment.
Foundational Steps (happens at each step of the methodology)
6. Risk Evaluation – This step can include a risk register of all identified risks, risk
rating, mitigating controls, impact and likelihood of exploitations, risk tolerance
and appetite, etc. and reports to relevant stakeholders.
7. Documentation – Maintain policies and procedures, update inventories, maintain
a system security and privacy plan which is a new industry concept.
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8. Communication – Inform management and the board of findings noted in the
privacy assessment. Communication across the organization when there are
changes to the regulatory landscape or internal processes.

5.5

Why Adopt This Model
Chapter 2 identified many industry standards, frameworks, and regulations for privacy

assessment. One question that was raised during the project was why use this model. The answer
is why not. Does your organization have a complex regulatory landscape, then this will help
simplify the management of compliance by implementing this unified methodology that can be
adopted to most regulatory obligations. Does your organization have personal data of
individuals, vendors, systems, and applications; then inventories for all of those are activities and
documentation the organization should already have on file this utilizes that existing information.
Does the organization have diverse types of data such as banking information, education data,
personal profile data, healthcare information or other categories; this methodology will assist in
managing that too as it treats all personal data equally simplifying the organizational security
controls. While there may be a use case where this new unified privacy assessment methodology
can be used, they were identified to be limited at the time of the research project.
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CHAPTER 6: CONCLUSION
6.1

Summary of the Research
We learned in chapter one that many new and updated regulations have been updated to

include requirements for privacy assessments. Chapter two identified several regulations with
privacy assessment requirements and, the terms PIA and DPIA vary across the regulations. Some
regulators provide guidance to complete privacy assessments where other regulations merely
state one is required. This creates issues for organizations working towards and maintaining
compliance with privacy regulations because the current process is hard to understand and
manage across the different regulations. This leads to organizations creating their own
standardized process. Data is also looked at based on classification such as healthcare data,
educational data, financial data, etc. and organizations then only apply applicable regulations to
protecting the personal data based on the classification rather than taking a holistic approach to
protecting all personal data equally.
This research was a success and exceeded the objectives set forth at the beginning of the
project. This was a privacy assessment breakthrough using a design science approach to create a
unified methodology. The methodology was evaluated in a use case for a U.S. based
organization with offices, employees, and customers globally. The feedback from the tester was
the summative validity that was sought by the project researcher to confirm the success of the
methodology.
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Highlights of Key Contributions
This research project had many outcomes that will have a global and long-lasting impact

on the privacy profession as depicted in Figure 21.

Figure 21
Project Outcomes and Global Impact (McKee, 2022)

This research will contribute to updated ANSI X9.99 (ANSI, 2009) and ISO (ISO, 2008)
privacy assessment standards that will be available to anyone globally. Another key highlight
and outcome of the project was presenting this research at the RSA Conference 2022 in a privacy
track session called “New Way of Tackling Privacy Assessments” June 9, 2022, live in San
Francisco (McKee, 2022).
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Figure 22
RSA Conference 2022 Privacy Assessment Sessions (McKee, 2022)

Additionally, multiple training sessions, workshops and poster sessions led by the project
researcher have been conducted over the course of the project. Several of the training sessions
were related to the future research opportunities and cited in each topic under the future research
section of this chapter. Words cannot express the excitement of the project researcher knowing
the opportunities that lay ahead because of this innovative and create research project.

6.3

Limitations
Scope of this project is privacy impact assessments to combine PIA and DPIA processes.

Literature review information is limited because research and guidance published since the
passing of modern privacy laws started in 2016 were primarily focused on emerging
technologies. A significant weakness of the project was limitations on time and resources. As an
industry security and privacy expert there are many areas of research this project could include
such as privacy assessments, privacy by design, zero trust privacy, measuring risk and
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monitoring privacy harms to individuals, privacy metrics and more. This project had a limited
period time to conduct the research, develop a new model and methodology for identifying,
evaluating, mitigating, and monitoring privacy assessments.

6.4

Future Work
The goal of any research project and dissertation is not only how to advance the science

of the subject matter but what future work can others contribute to progress the work that has
was previously conducted. It is like a design science project where there is continuous formative
validity evaluating how the process is working and summative validity of what is being
presented to identify when it is time for advances in the given research area. Many innovative
and innovative ideas were generated as part of this project.
Future research includes opportunities for quantifying privacy metrics through the impact
of privacy harms to individuals. This will allow for more granular levels of privacy risk
understanding. Future work will also be conducted to develop an ANSI standard on privacy risk
management. However, this is dependent on the results of the proposed research.

6.4.1

Advancing the Privacy Assessment Methodology
The objectives of this project were to create a unified methodology for conducting

privacy assessments. It was the first step in improving the privacy assessment process; however,
due to project limitations the project researcher was not able to create templates, reports, and
other artifacts to aid in the adoption of this new privacy assessment methodology.
Future work may include an evaluation of the privacy assessment model to determine
what artifacts, reports, communications, etc. occur at each step in the model and create those for
public use.
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Figure 23
Privacy Assessments Future Research Opportunities

6.4.2

Privacy Risk Methodology
As part of future works, consideration should be given to further develop a privacy risk

management methodology that incorporates steps from the privacy assessment methodology.
Taking the new privacy assessment model as part of this project and evolving it into a single
privacy assessment and privacy risk management methodology would be ideal for organizations.
This work has been started and a new model developed as part of this research project, but each
step of the model can be further developed with detailed steps and procedures for execution. This
could lead to the development of new and updated industry standards, training, and templates for
the industry.
Figure 24
Enterprise Risk Management (McKee, 2021)

While organizations have been managing organizational and security risks for years, the
idea of privacy risk is relatively new. It is not mandated or required in most privacy regulations
within the U.S. or internationally. Inclusion of compliance risk is a newer type of enterprise risk

Running head: McKee Dissertation: Privacy Assessment Breakthrough

76

management. The project researcher created a new Figure 24 Enterprise Risk Management to
demonstrate compliance risk, privacy risk and security risk should be considered and evaluated
equally in an enterprise risk management program. Figure 25 is a new methodology for
organizational privacy risk management.
The researcher and chair discussed risk over the course of the project to determine the
best way to address risk identified in a privacy assessment. The chair, Dr. Kevin Streff, shared
his novel risk management model (Streff, 2021) with the project researcher which led to
numerous conversations over the course of the project and creation of the new privacy risk
management model.
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Figure 25
New Privacy Risk Methodology Model (McKee, 2021)

6.4.3

Zero Trust Privacy
Zero Trust Privacy is another opportunity of potential future research. Zero trust privacy

is using the principles of zero trust architecture to address privacy obligations. As part of the
privacy assessment and privacy risk management methodologies zero trust privacy may be an
adequate solution to risks identified. Figure 26 is a pictorial representation of what zero trust
privacy is to illustrate how it can be used in privacy solutions. Initial research in zero trust
privacy has also been shared at numerous conferences throughout the research project and most
recently at the iSMG Zero Trust Summit in February 2022 (McKee & LaMagna-Reiter, 2022)
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which was highlighted on Endpoint’s list of Best Cybersecurity Conferences in 2022 (Endpoint,
2022). Some of this research is being included in the ANSI draft standard for zero trust
architecture that is currently in draft (ASC X9, n.d.). However, since this is the Seminole Works
for Zero Trust Privacy as no literature or books exist covering zero trust privacy, there are
countless opportunities to advance the science and educate individuals and organizations on zero
trust privacy.

Figure 26
Zero Trust Privacy (McKee, 2022)
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Privacy By Design (PbD)
Privacy by Design (PbD) is a concept developed by Dr. Ann Cavoukian in 2009 when

she was the Information and Privacy Commissioner in Ontario, Canada (Cavoukian, 2009).
Article 25 in the GDPR: Data Protection by design and by default has been coined as the
requirement for organizations to implement PbD (Intersoft, n.d.). While there are only seven
principles, the tester indicated during the case study portion of this research project, the PbD
principles are not prescriptive. It is hard for organizations to know what is needed to implement
and meet the objectives of PbD.
As a former software developer and privacy engineer the project researcher understood
the issues presented by the tester. The project researcher applies privacy to every department of
an organization. Many are areas industry is not discussing yet such as zero trust privacy, privacy
in forensics investigations, privacy in vendor management, etc. as represented in Figure 27.

Figure 27
Privacy by Design (McKee, 2022)
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This is another opportunity for future research. To create a PbD playbook for
organizations to use that goes beyond what is defined in the 7 Principles of PbD created by Dr.
Ann Cavoukian, (Cavoukian, 2009).

6.4.5

ComPriSec
ComPriSec is the convergence of compliance, privacy, and security. It is a term created

by the project researcher and illustrated in Figure 28. The idea of the word ComPriSec was
created as play on words like DevSecOps. Unlike DevSecOps where there is primarily one
understanding of the term, ComPriSec has a couple of interpretations.

Figure 28
ComPriSec (McKee, 2019, 2020, 2021)
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ComPriSec represents the collaborations of the three departments in an organization. It is
vital for the success of organizations for leaders and team members in the compliance, privacy,
and security departments to collaborate. There are many areas of privacy that rely on security
assistance for implementation. Compliance and privacy requirements are often not managed by
the same teams or departments in an organization and collaboration between the two is important
to keep fines for non-compliance at bay. It was represented in Figure 24 demonstrating
Compliance, Privacy and Security are diverse types of enterprise risk. ComPriSec was first
presented at the F2F Interface Nebraska Conference in November 2019 (McKee, 2019) and has
been presented at many conferences and events since then including RSA Conference 2021
(McKee et al., 2021). There are other applications of ComPriSec making it a good research
project to continue.
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APPENDICES
Appendix A: Acronyms and Definitions
The following list contains definitions and acronyms found throughout the project.
1. ComPriSec – The convergence of compliance, privacy, and security
2. Data Privacy – “ability of a person to determine for themselves when, how and to
what extent personal information about them is shared with or communicated to
others” (Cloudflare, n.d.).
3. Data Protection Impact Assessment (DPIA) – “describes a process designed to
identify risks arising out of the processing of personal data and to minimize these
risks as far and as early as possible” (Ireland Data Protection Commission, n.d.).
4. Design Science – the design and investigation of artifacts in theory. (Wieringa, 2014)
5. Formative Validity – “a measure of how well a procedure gives useful information
that improves what is being assessed” (Glen, n.d.).
6. Personal Data – “any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person” (EU, 2016).
7. Privacy Impact Assessment (PIA) – “An analysis of how information is handled to
ensure handling conforms to applicable legal, regulatory, and policy requirements
regarding privacy; to determine the risks and effects of creating, collecting, using,
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processing, storing, maintaining, disseminating, disclosing, and disposing of
information in identifiable form in an electronic information system; and to examine
and evaluate protections and alternate processes for handling information to mitigate
potential privacy concerns. A privacy impact assessment is both an analysis and a
formal document detailing the process and the outcome of the analysis” (NIST, n.d.).
8. Summative Validity – “the end result of the building process” (Glen, n.d.).
9. Technical Action Research (TAR) - artifact driven research, where problem driven
research constitute all other forms of action research (Wieringa, 2014).
10. Zero Trust Privacy – the use of zero trust principles to address privacy obligations
(McKee, 2022).

