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Data provena11ce is thr:' h,1r:kg;ron11d knowk,dg;I' t lrnt Pnables a. piece of <la.ta to be interpret('.d 
and used correctly within context. The import c111cp of 1 rncking provenance is widely recognized, 
as witnessed by significant research in varion,; area,; inclmling e-scicncc. homeland security, 
and data warehousing and bnsiness intelligence. In on!Pr to further advance the research on 
data provenance, however. one must first understand th(' n-'.search tlrnt has been conducted to 
date and ideutify specific topics that merit fnrth0r investigatio11. 1H this work, we den-lop R 

framework based on semiotics theory to assist in a1mlvzing and (·omparing existing prove1taucc 
research at the conceptual [eye\. \\'e prm-icle a dPtailcd rnview of data provenance research and 
compare and contrast the research based on ,1 sPmiotic;-; frautework. \\'c conclude with au 
identification of chal!Pngl'S that will drive fntmc rPS('mTh iu this field, 

Categories and Subjl'd Desnipturs: Database ;\L-1mtg(•me1tt [Hcterogeueous Databases] 

General Terms: Algorithm and Experiment 

Additional Key \Vords and Phrases: Dc1.ta ProYPtmnce. Data Lineage. Semiotics, ProvPtiancc­
based Information Systems 

1. INTRODUCTION 

Provenance, also called lineage or pedigree, is a well-established concept in the art 
world where it can help to determine the anthenticity of a work, to establish the 
historical importance of a work, and to determine the legitimacy of curreut 
ownership [Tan 2004]. It is of equal importance in present data-rich environments 
ranging from computational biology. high energy physics, to data warehousing 
where people request data recorded in information sources owned by other pf'ople. 
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To ensure that data provided by other sources can be trusted and used appropriately, 
it is imperative that the provenance of the data be recorded and made available to its 
users. Data provenance refers to the lineage or history of data including information 
such as its origin and key events that occur over the course of its lifecycle. It is the 
background knowledge that enables a piece of data to be interpreted and used 
correctly within context. Tracking provenance has several uses, including in-depth 
data analysis, data replication and reuse, data security management, and others as 
outlined in [Simmhan et al. 2005). 

The need to capture data provenance has been addressed by both researchers and 
practitioners. During the past two decades, significant research has yielded designs 
and prototype software systems for preserving and retrieving data provenance in 
various areas including e-science [Frew and Bose 2002; Greenwood et al. 2003; 
Pancerella 2003], homeland security [Ding et al. 2005; Ceruti et al. 2006], and data 
warehousing and business intelligence [Buneman et al. 2001; Cui and Widom 2003). 
In order to further advance the research on data provenance, however, one must first 
understand the research that has been conducted to date and identify specific topics 
that merit further investigation. The objectives of this paper are to develop a 
framework that can be used to analyze existing research on data provenance and to 
identify important future research directions. We draw upon research such as 
[Stamper 1991; Barron et al. 1999] to develop a framework based on the semiotics 
theory to assist us in analyzing and comparing existing provenance research at the 
conceptual level. We provide a detailed review of data provenance research literature, 
compare and contrast the existing research based on the semiotics framework, and 
identify challenges to drive future research in this field. 

This paper is organized as follows. Section 2 presents the semiotics framework for 
data provenance analysis and discusses various elements of the framework. Section 3 
analyzes existing research on data provenance based on this framework and identifies 
unresolved research issues. In Section 4, we identify open research questions and 
challenges in the field. Section 5 summarizes and concludes the paper. 

2. A SEMIOTICS FRAMEWORK FOR ANALYZING DATA 
PROVENANCE RESEARCH 

Several frameworks are described in literature to analyze and compare data provenance 
research. Bose et al. review data lineage research according to the modes of data 
processing including script and program-based, workflow management system (WFMS)­
based, query-based, and service-based data processing, with the goal of arriving at a 
meta-model that describes lineage retrieval as depending on the workflow and 
metadata modeled designed into systems [Bose and Frew 2005). Simmhan et al. 
present a taxonomy that helps compare and contrast existing provenance techniques 
along five different dimensions including provenance application, subject of provenance, 
provenance representation, provenance storage, and provenance dissemination [Simmhan 
et al. 2005]. 

Although the above frameworks for analyzing and comparing provenance research 
have their own merits, we strive to improve our understanding of the distinction 
among various provenance techniques based upon a theoretical foundation. Our 
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analysis is different from the extant frameworks such as [Bose and Frew 2005; 
Simmhan et al. 2005], that are derived based on observation and intuitive 
understanding of existing provenance research. We propose to identify and analyze 
the essential properties and features of various provenance techniques based on a 
systematic theory, namely, the theory of semiotics, with the purpose of providing 
rigor and organization to the analysis and identifying issues that have not been 
sufficiently addressed by the existing research. To do so, we propose our semiotics 
framework consisting of ten elements for analyzing data provenance research. 

2.1 Semiotics 

Semiotics, "the science of the life of signs within society" as Saussure [Saussure 1966] 
defined it, describes the form-related, meaning-related, and use-related aspects of 
"signs". Semiotics has multiple branches. We focus on "computer semiotics", defined 
as "a branch of semiotics that studies the special nature of computer-based signs and 
how they function in the use situation" [Andersen 1991], where inputs and outputs 
of computer-based information systems are "signs" and information systems are seen 
as "sign-vehicles" [Andersen 1991] that supports the representation, storage and 
processing of the signs, as well as their uses and interpretations by human and 
automated agents. Semiotics is traditionally divided into three areas or levels: 
Semantics or the meaning of signs deals with the relationship of signs to what they 
stand for. Syntactics analyzes the structural relations between signs, and pragmatics 
the ways in which signs are interpreted and used. While providing his view on 
"computer semiotics", Stamper proposes a semiotics framework for information 
systems research, in which Stamper adds another level, namely social level, which 
deals with the social consequences of signs, in addition to syntactics, semantics and 
pragmatics [Stamper 1991]. Barron et al. extend Stamper's framework and apply 
the framework to the analysis and classification of information systems [Barron et al. 
1999]. Information systems that harvest, maintain, and represent data provenance 
are also information systems. 

Drawing upon [Barron et al. 1999], we provide a generic, high-level view of the 
major components of a provenance based information system as shown in Figure l. 
The "sensor/observer" harvests data provenance by observing various events such as 
creation and modifications that happened to data. The harvested provenance will 
then be input into a "provenance knowledge base" as "signs". The intended users will 
then make an impact in an application domain by taking actions based on the output 
of the "provenance knowledge base". The semiotics framework consisting of four 
levels including syntactics, semantics, pragmatics, and social level proposed in 
[Stamper 1991] enables us to view such a provenance based information system from 
the perspective of semiotics. The social level of semiotics is concerned with the 
perlocutionary effects of signs [Barron et al. 1999], i.e., the impact achieved by the 
user performing actions using signs (i.e., provenance in this case). Pragmatics should 
consider the origin and effects of signs within the behavior in which they occur 
[Morris 1946]. In our case, pragmatics deals with both the acquisition or observation 
of data provenance and the illocutionary effects [Barron et al. 1999] of the output on 
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Application Domain 

Action/Decisions 

Data Events ( creation, 
modification, etc.) 

Observations 
r- (Perlocuti01m'l'...§ffect) ________ _ ---1 

In ut Sensor & I 
(Signs) observers I 

I 

1 ~~-~ Provenance 
I Users Output knowledge 

(Signs) base I ~--~ (Illocutionary effects)~----~ 

I Provenance Based Information System I 
~--------------------

Figure 1. The major components of a provenance-based information system (adapted from 
[Barron et al. 1999]). 

the users performing an intended task (see Figure 1). The input and output of a 
provenance based information systems are signs. Syntactics analyzes the structure 
and representation of the signs. Semantics deals with the relationship between the 
signs and the objects to which they are applicable [Morris 1946], i.e., the relationship 
between provenance and data events (e.g., creation and modifications) the provenance 
is intended to capture in our case. A semantics framework including these four levels 
thus helps us comprehensively analyze various aspects of a provenance based 
information system ranging from provenance acquisition, to the semantics and 
syntactics of provenance, to the use of provenance on the social level. Current 
research on data provenance usually focuses on certain aspects of provenance-based 
information systems. Analyzing the current research using a semiotics framework 
enables us to provide an overall picture of the current research on data provenance 
and identify future research directions. 

Following the approach first proposed by Stamper [Stamper 1991], we present a 
semiotics framework consisting of four semiotics levels including syntactics, semantics, 
pragmatics, and social level for analyzing existing provenance research and classifying 
various provenance techniques. In their extension of Stamper's framework, Barron 
et al. identify 10 semiotics features based on an analysis of the four semantics levels 
as being the most common and appropriate in analyzing information systems' 
properties [Barron et al. 1999]. Drawing upon this work, we establish 10 semiotics 
elements based on these four semiotics levels: 1) application domain, 2) data 
processing architecture, 3) action complexity, 4) social consequences, 5) acquisition 
complexity, 6) acquisition scope, 7) trust and security, 8) usability, 9) semantics of 
provenance and 10) representation of provenance. The summary of our semiotics 
framework adapted from [Barron et al. 1999] is shown in Figure 2. The "input 
usability" and "output usability" in [Barron et al. 1999] are combined into 
"usability" since both the input and output of a provenance-based system are 
provenance, and data provenance is historic information and therefore often remains 
unchanged after being input into the system. Also, we add an element called "data 
processing architecture". According to the theory of semiotics, pragmatics should 
consider the "origin" of signs [Morris 1946]. As shown in Figure 1, a provenance­
based information system harvests data provenance by observing the creation or 
modifications of data in a data processing architecture. Hence, analyzing the data 

Journal of Computing Science and Engineering, Vol. 2, No. 3, September 2008 



Semiotics 

A Semiotics Framework for Analyzing Data Provenance Research 225 

/ 

Social Level 

Pragmatics 

Semantics 

Syntactics 

Application domain 

Data processing architecture 

Action complexity 

Social consequences 

Acquisition complexity 

Acquisition scope 

Trust and security 

Usability 

---- Semantics of provenance 

---- Representation of provenance 

Figure 2. Summary of the Semiotics Framework. 

processing architecture, where data is created and modified, helps us understand the 
"origin" of data provenance. 

2.2 Taxonomy of the Framework 

2.2.1 Social Level 
Provenance information captured by various techniques can be viewed as signs 
stored in the No can be fully understood without regard for itH 
potential and actual social consequences. At the social level, we are concerned with 
the actual and perlocutionary effects of the signs [Barron et al. 1999]. We are 
interested in finding out how data provenance can be used in various application 
domains and how the users perforrn actions and dedi,ionH, i.e., perlocutionary acts, 
using provenance. Three elements of our framework are established on the social 
level. 

2.2.1.J Application dornaiu 
The application domain is concerned with the scope, boundary and actual 
perlocutionary effects of "signs" [Barron et al. 1999]. Data provenance that is 
captured by various provenance based systems is designed to solve problems, 
support activities and taHks, and make changes withi11 one or more domains. As a 
result, we investigate the application of provenance in various domains. 

2.2.1.2 Data processing architecture 
This element is unique for data provenance research. Data provenance is meta-level 
information that describes the source and transformations of data products. Data 
provenance techniques are therefore often tailored to various data processing 
architectures that provide different means for generating, consuming data products, 
and bringing about transformations of the data. We cousider the architecture for 
data processing an important means for categorizing data provenance techniques. 
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2.2.1.3 Social consequence 
The social consequence element is adopted from [Barron et al. 1999] and refers to the 
effect of captured data provenance on the actions and decisions performed by the 
system users on the application. Researchers have recognized many potential social 
consequences from tracking data provenance. It helps users determine the quality 
and trustworthiness of data [Lynch 2001; Goble 2002; Prat and Madnick 2007], and 
it also enables users to share, discover, and reuse the data, thus streamlining 
collaborative activities and reducing the possibility of repeating dead ends [Ram and 
Liu 2007]. 

2.2.1.4 Action complexity 
Action complexity refers to the nature of actions or decisions that users can perform 
by using the output of an information system [Barron et al. 1999]. An action can be 
structured, semi-structured, or unstructured. A structured or semi-structured action 
is an action for which a process is readily available and can be automatically or semi­
automatically performed, while an unstructured action requires human expertise 
and judgment [Barron et al. 1999]. 

2.2.2 Pragmatics 
Pragmatics is concerned with relationships between signs and behaviors of the users 
of an information system in a particular context [Barron et al. 1999]. In the context 
of data provenance research, pragmatics should consider the origin, i.e., the source of 
provenance information, how provenance can be captured, and uses of provenance 
information. At this level, we are concerned with the illocutionary potential of 
provenance [Barron et al. 1999], i.e., the usability of provenance, whereas we are 
interested in the actual and perlocutionary effects of provenance at the social level. 
There are four elements defined at the pragmatic level. 

2.2.2.1 Acquisition complexity 
Acquisition concerns the nature of the processing required to acquire provenance 
knowledge. We consider two aspects associated with provenance acquisition: complexity 
and scope. Acquisition complexity primarily refers to the level of automation of 
various provenance acquisition techniques. We also consider costs and overhead 
incurred during the process of capturing data provenance. 

2.2.2.2 Acquisition scope 
Acquisition scope refers to the range of sources for the acquisition of provenance 
information. While most of the existing research focuses on capturing data provenance in 
a single controlled environment (e.g., a database or a scientific workflow), data may 
move among databases, thus requiring provenance knowledge to be acquired from 
multiple sources. 

2.2.2.3 Trust and security 
This dimension is similar to the "justification" feature proposed in [Barron et al. 
1999]. The focus of this element is whether the acquired provenance knowledge 

Journal of Computing Science and Engineering, Vol. 2, No. 3, September 2008 



A Semiotics Framework for Analyzing Data Provenance Research 227 

should be trusted to be uncompromised and free from error, in contrast to acquisition's 
focus on how data provenance has been acquired. In some c11ses, knowing the latter 
can also suffice for trusting the captured provenance. As an example, automated 
provenance recording helps enhance the trustworthiness of the acquired provenance 
by eliminating the human errors. 

2.2.2.-1 Usability 
The usab·ility of provenance is concerned with whether the provenance that has been 
collected by the system is useful with regard to satisfying various provenance-related 
inquiries. The harvested provenam:e has a high usability when it meets the users' 
information requirements and generates more informative and pragmatic impacts on 
the users for the intended usage. 

2.2.3 Semantics 
Semantics deals with the meaning of signs. Then, the meaning can be considered as 
the mapping of a sign to reality. The semantic properties of signs deal with meaning 
in the special sense of how signs relate to reality, how they represent, designate and 
signify a real world phenomena [Barron et al. 1999]. We investigate the semantics or 
meaning of provenance as understood by researchers studying the provenance issue 
in various domains. 

2.2.3.1 Semantics of provenance 
Semantics or meaning can be considered as functions from signs to reality and may 
be different for different people. Provenance can bf? collected about various resources 
(e.g. inputs, output, and processes) present in data processing. It may be more 
applicable to capture provenance about certain types of data than on others, and 
provenance technique;,; may focus on certain aspects of provenance ( e.g. the source of 
data) while ignoring others depending on the nature and importance of data. As a 
result, investigating tlJP content of provenance in terms what aspects of data 
provenance are captured in existing research is critical for understanding the status 
of current provenance research. 

2.2.4 Syntactics 
The syntactic level concerns the form or representation of rather than their 
meaning and potential uses. According to [Barron et al. 1999], it is only concerned 
with the formal representation and relationships of signs, and the operations and 
processes to which they may be suGjected. 

2.2.4.1 Representation of provenance 
Data provenance can be represented in different ways, often depending on the 
underlying data provenance systems. Representation is expressed relative to a 
particular language for representing and manipulating provenance. Examples of the 
languages are database languages such as SQL and data and knowledge representation 
languages such as Xl\IL and RDF . 
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Table I. Semiotics Framework. 

Semiotics Level Element 

Social level 

Pragmatics 

Semantics 

Application 
domain 
Data processing 
architecture 
Social 
consequences 

Action 
complexity 

Acquisition 
complexity 
Acquisition 
scope 
Trnst aud 
security 
Usability 

Semantics of 
provenance 

Description 

The scope and boundary within which a provenance 
system is designed to be used. 
Different architectures or modes of data processing that 
create the objects of provenance capture. 
The types of consequences that can result from the 
actions or decision performed by the users of data 
provenance. 
The nature of the actions. The actions can be 
structured, semi-structured, or unstructured. 

The level of automation of provenance acquisition 
techniques as well as costs and overhead incurred. 
The range of sources for the acquisition of provenance 
information. 
The extent to which the captured data provenance can 
be trusted to be uncompromised and free from error. 
The extent to which the captured provenance is useful 
with regard to satisfying various provenance-related 
inquiries. 

The meaning of provenance and the aspects of data 
provenance that are captured. 

Syntactics Representation of The schemes and languages used for representing 
provenance provenance, 

Our semiotics framework consisting of ten elements for analyzing and comparing 
provenance research is summarized in Table L 

3. ANALYSIS OF DATA PROVENANCE RESEARCH 

The semiotics framework is employed in this section to analyze existing provenance 
research. This section is divided into subsections reflecting the ten elements of the 
framework. 

3.1 Application Domains 

The need for data provenance has been widely acknowledged and is evident in 
various application domains such as e-science [Frew and Bose 2002; Greenwood et 
al. 2003; Pancerella 2003], homeland security [Ding et al. 2005; Ceruti et al. 2006], 
and data warehousing and business intelligence [Buneman et al. 2001; Cui and 
Widom 2003]. Much of the research into provenance recording has come in the 
context of domain specific applications, while there also exist several provenance 
techniques designed to provide a general mechanism for recording provenance for use 
with multiple applications across domains. 

3.1.1 Domain specific applications 
Provenance finds its significant use in various science domains. Some of the first 
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significant research on provenance was conducted in the area of geographic 
information systems (GIS). Provenance is critical in GIS because it allows one to 
determine the quality of derived map product [Lanter 1991]. Lanter developed a 
meta-database for tracking the process ofworkflows in GIS lLanter 1991; Lanter and 
Essinger 1991]. Another GIS system that includes provenance tracking is Geo-Opera 
[Alonso and Hagen 1997], which extends the approach to recording provenance from 
GOOSE (Alonso and El Abbadi 1993] and uses data attributes to record the inputs/ 
outputs of data transformations. Related to GIS is the satellite image processing 
domain. The Earth System Science Workbench (ESSW) [Bose 2002] is a metadata 
management system for earth science researchers. It captures provenance by recording 
the sequence of invocations of the data transformation scripts in the form of a DAG. 
In chemistry, the Collaboratory for Multi-scale Chemical Science (CMCS) captures 
data provenance using Dublin Core elements such as Creator and Date [Myers, 
Chappell et al. 2003a]. Another domain where provenance tools are extremely 
important is bioinforrnatics. The myGrid project provides rniddleware in support of 
-in s-il-ico experiments [Greenwood et al. 2003; Zhao et al. 2003]. In rnyGrid, 
provenance is captured about workflow executions and stored in user's personal 
repository. In addition, significant research has been carried out on describing the 
provenance of scientific data in domains such as high energy physics [Cavanaugh et 
al. 2002], astronomy [Mann 2002], material science [Romeu 1999], etc. In these 
scientific domains, the data generating processes in the form of workflows are the 
primary entities for which provenance are collected. Such workflow provenance is 
captured for validating experime!lts and data quality and reliability as the 
scientific fields is moving towards more collaborative research. 

Business users often work with an organized schema and interact with trusted 
partners. Yet, identifying the source of data enables an analyst to check the origins 
of suspect or anomalous data to verify the reality of the sources or even repair the 
source data. In business intelligence and data warehousing applications, provenance 
is used to trace a view data item back to the source from which it was generated. Cui 
and Widom present lineage tracing algorithms to identify the exact set of base data 
that produced a view data item [Cui et al. 2000]. Tracing the of a view 
data item enables users to detect the source of bad data. 

3.1.2 Domain independent applications 
Based the observation that data provenance means differently for differf'nt people, 
Ram et al. attempt to formally define the semantics of provenance that can be 
agreed upon by people from different domains [Ram and Liu 2007]. There are also 
several systems that can be used to capture provenance across domains. The design 
for the Chimera Virtual Data System matches the scope and ambition of the Grid, 
targeting invocations of data transformation in a "distributed, multi-use, multi­
institutional environment" [Foster et al. 2002]. Its virtual data language (VDL) 
provides various commands for extracting derivation and transformation definitions. 
Iu Szomszor and Moreau [Szomszor and l\Joreau 2003], the authors argu0 for 
infrastructure support for recording provenance in Grids and presented a prototype 
system based around a workflow enactment engine submitting provenance data to a 
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provenance service. The provenance data submitted is information about the 
invocation of various web services specified by the workflow scripts. The Provenance 
Aware Service Oriented Architecture (PASOA) [Groth et al. 2004; Groth et al. 
2005] builds a provenance infrastructure for recording, storing, and reasoning over 
provenance. The researchers introduce the provenance recording protocol (PReP) 
which specifies the messages that actors can exchange with the provenance store in 
order to record data provenance in the form of the interaction and actor state p­
assertions. Provenance Recording Services (PReServ) is a web service implementation 
of the PReP protocol that stores submitted data provenance in various storage 
devices [Groth et al. 2005]. 

3.1.3 Analysis 
Many provenance systems are developed to address domain specific provenance 
needs with their own proprietary methods for recording data provenance, and are 
therefore unable to be used outside their specific domain. There are several systems 
aimed to provide a general mechanism for recording data provenance in applications 
across domains and beyond the confines of a local machine. A common thread 
connecting these three domain independent provenance systems described above is 
that they are workflow-centric. They are developed to capture provenance associated 
with workflows executed in grid computing or web services environments. These 
provenance systems are "domain independent" but "architecture dependent". They 
capture provenance for data created in service oriented architectures. There are also 
provenance capture methods that are designed for database or file systems. We 
discuss difference modes or architectures of data processing that create the objects of 
provenance or lineage retrieval below. 

3.2 Data Processing Architecture 

Simmhan et al. categorizes provenance solutions in terms of database oriented, 
service-oriented and "other" [Simmhan et al. 2005]. Following [Muniswamy-Reddy 
et al. 2006], we extend database oriented architecture to include file-systems 
oriented approaches and name "others" the environment architectures. 

3.2.1 Database and file system architectures 
Database oriented provenance systems focus on identifying the source ( an important 
aspect of provenance) of data. Significant research on tracking data source started in 
the early 1990s. Wang and Madnick propose the polygen model and algebra where 
source attrition can be carried along by results of database queries as a form of 
provenance annotation [Wang and Madnick 1990]. Woodruff and Stonebraker 
propose a method to support fine-grained data lineage [Woodruff and M. Stonebraker 
1997]. Rather than relying on annotations, their approach computes data lineage by 
weak inversion. Cui et al. studies the problem of computing provenance by analyzing 
the operations of the relational algebra [Cui et al. 2000]. Buneman et al. develop 
algorithms for identifying the "where" and "why" provenance [Buneman et al. 2001]. 
The Trio project [Widom 2005] applies data provenance to probabilistic databases. 
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It was shown that the provenance of tuples can help correctly capture the set of 
possible instances in the result of a probabilistic query. A recent work by Buneman 
et al. proposes a copy-paste model for recording fine-grained provenance in manually 
curated databases [Buneman et al. 2006]. Different from the above database 
oriented systems, the Provenance A ware Storage System (PASS) is targeted toward 
file systems and tracks provenance of data files [Muniswamy-Reddy et al. 2006]. 

3.2.2 Service-oriented architectures 
Recently, various e-sciences applications use provenance systems designed for grid or 
web service environments since provenance facilitates scientific verification, 
reproducibility and collaboration. Many of the provenance systems discussed in 
Section 3.1 such as Chimera [Foster et al. 2002], PASOA [Groth et al. 2004; Groth et 
al. 2005], and myGrid [Greenwood et al. 2003; Zhao et al. 2003] are based on service­
oriented architectures. Most of these systems use a directed acyclic-graph to describe 
workflows and represent provenance. They include tools that capture provenance 
during workflow executions and transmit it to a grid provenance service. 

3.2.3 Environment architectures 
Some collaborative environments have the function of tracking work and recording 
provenance [Muniswamy-Reddy et al. 2006]. Collaborative information repositories 
such as Wikipedia automatically capture provenance, i.e., the edit history of data. In 
scientific domains, the Collaboratory for Multi-scale Chemical Science (CMCS) is an 
environment for chemists [Myers et al. 2003b], and the Earth System Science 
Workbench (ESSW) is an environment for earth scientist [Bose 2002]. As long as a 
user modifies data in one of these environments, the environment can effectively track 
provenance using various techniques. For example, ESSW captures provenance using 
custom application programming interface (API) commands within Perl scripts to 
construct lineage, while CMCS uses an annotation schema to capture provenance 
and associate it with the files. 

3.2.4 Analysis 
Different data processing architectures obviously require distinctive mechanisms for 
capturing data provenances. As a result, most of the current provenance systems are 
architecture dependent, i.e., they are tailored to capture provenance for data created 
in a specific processing mode. These systems tend to focus on different aspects of 
provenance and represent provenance in different formats depending on the data 
processing architecture they are designed for. As an example, provenance systems 
designed for databases often capture the source of data in the form inverse queries 
while in service oriented systems, data provenance often refers to the derivation 
history of data represented in XML. These differences between province systems 
designed for different data processing architectures make provenance interoperability 
and sharing critical issues. 

3.3 Social Consequences 
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Social consequences are concerned with the impact of data provenance on the users' 
actions and decisions. Goble presents some uses of provenance in various decision 
making situations, as summarized below [Goble 2002]. 
- Data quality: Given a derived dataset, we need to measure its credibility/quality by 

investigating its provenance. This is particularly important for data produced in 
scientific information systems. 

- Audit trail: Provenance provides an accurate historical record of the source and 
method of an experiment. In some situations, it will show why certain derivations 
have been made. 

- Reproducibility f3 repeatability: A derivation path is not just a record of what has 
been done, but also a means by which others can repeat and validate the 
experiment. 

- Attribution: Provenance provides a trusted source from which we can procure who 
the data product belongs to and precisely when and how it was created. 
Below, we review research conducted on these application of data provenance. 

3.3.l Data quality 
Data quality assessment is widely mentioned in literature as one of the most 
important uses of provenance [Goble 2002; Tan 2004; Simmhan et al. 2005]. Ceruti 
et al. even argue that a computational quality model should be an integral part of a 
provenance framework [Ceruti et al. 2006]. Lynch advocates the integration of trust 
and provenance into information retrieval systems but does not discuss how 
provenance can be used [Lynch 2001]. Li Ding et al. argue that the "where", "who", 
"why" provenance are crucial for determining the trustworthiness of messages; 
however, they only develop metrics based on who-provenance (i.e., the creator of 
data) [Ding et al. 2005]. The research conducted by Fox and Huang introduces 
knowledge provenance to create an approach to determining the origin and validity 
of web information [Fox and Huang 2005]. In addition to using who-provenance to 
determine data validity, the researchers also consider information dependency when 
accounting for the trustworthiness of derived propositions and temporal factors 
when the truth value of web propositions may change over time. In [Prat and 
Madnick 2007], Prat and Madnick propose a framework for estimating the 
believability of Wikipedia data based on provenance. They adopt a metric developed 
by Ballou, et al. [Ballou et al. 1998] for determining the temporal believability of 
data based on provenance information such as when the data is created. They also 
develop measures for deriving the believability of output data from that of its inputs 
based on data quality research such as [Ballou and Pazer 1985]. 

3.3.2 Audit trail 
Various e-science applications track data provenance in the form of a workflow for 
scientists to verify the correctness of their own experiment, or to review the 
correctness of their peers' work. However, there is only one significant study that 
proposes a systematic approach to validating e-science experiments using provenance. 
Miles et al. develop a system for performing workflow validation based on provenance 
[Miles et al. 2007]. According to [Miles et al. 2007], each workflow consists of a list of 
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activities, and the details of these activities are recorded as provenance information 
in the provenance store. The system performs semantic reasoning over the properties 
of each activity to determine the validity of each activity. If all activities are proved 
to be valid, then the experiment is valid. 

3.3.3 Replication recipes 
Zhao et al. call all the aspects of the procedure or workflow used to create a data 
object the "recipe" for creating that data [Zhao et al. 2006]. Obviously, it is possible 
to repeat the data creation or transformation if the provenance is detailed enough 
with precise information on each activity carried, the parameters of the activity, and 
datasets passed to the activity. The derivation may be repeated to maintain the 
currency of derived data when then source data changes or if the processing modules 
were modified [Simmhan et al. 2005]. According to [Cui and Widom 2003), tracking 
data lineage is related to the well-known view update problem. When data in one 
database are views derived from underlying source tables, data provenance enables 
the users to identify the source of the data and update it when the source data 
changes [Buneman et al. 2001; Cui and Widom 2003]. 

3.3.4 Attribution 
Although there is no significant research that has been conducted specifically on this 
application of data provenance, it has been well recognized that "a chain of owners" 
is an important part of data provenance [Tan 2004; Moreau et al. 2007]. Users can 
identify the creator or owner of data and verify its copyright [Bose 2002]. Also, data 
provenance acts as one form of citation when publishing scientific datasets to public 
databases such as GenBank and SWISS-PROT [Simmhan et al. 2005]. 

3.3.5 Analysis 
We focus our analysis on data quality, since significant research has been conducted 
on using provenance to evaluate data. Data quality is a well established research 
field. Previous research on data quality such as [Wang and Strong 1996) develops 
quality model framework by identifying various data quality dimensions such as 
data accuracy, currency, believability, etc. Many of these dimensions such as 
currency and believability are related to provenance. Prat and Madnick develop a 
framework of data believability based on existing data quality research and define 
some quality metrics using bits and pieces of provenance information [Prat and 
Madnick 2007). Although preliminary and not comprehensive enough, this research 
points out a promising direction for future research. It is necessary to develop a 
framework for mapping various aspects of provenance ( e.g. the source of data or the 
time of data creation) to relevant quality dimensions and design a methodology for 
determining data quality based on data provenance in a systematic way. 

3.4 Action Complexity 

Action complexity refers to the nature of the users' actions performed using data 
provenance. It primarily deals with the level of automation of the actions. Existing 
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research focusing on the use of data provenance such as [Prat and Madnick 2007) 
and [Miles et al. 2007) provides a certain level of automation in using data 
provenance. Also, tracking provenance such as the source and processing procedures 
for data in the data warehousing environment allows automatic view update to 
maintain the currency of derived data when then source data changes or if the 
processing procedures were modified [Simmhan et al. 2005). 

3.4.1 Analysis 
As discussed above, the current research on the use of data provenance focuses on 
using data provenance to assess the quality of data. Various research such as [Goble 
2002; Tan 2004; Simmhan et al. 2005, Ceruti et al. 2006) stresses the importance of 
provenance in data quality assessment but fails to develop a systematic way of 
assessing quality using provenance. Very little research has been done on other uses 
of data provenance such as attribution, audit trail, and replication, let alone 
providing a capacity of using provenance automatically. Hence, an important future 
research is to discover novel and automatic ways of using data provenance. 

3.5 Acquisition Complexity 

In this paper, we focus on the level of automation in data provenance acquisition. 
Automated provenance recording is essential since humans are unlikely to record all 
the necessary interactions manually [Frew and Bose 2002). Moreover, unobtrusive 
information collecting is desirable so that current working practices are not disrupted 
[Frew and Bose 2002). Most of the current projects provide a mechanism to 
automatically capture at least some of the provenance. In this section, we focus on 
categorizing different approaches to capturing provenance in an automatic or semi­
automatic way. We modify and extend Braun et al.'s research [Braun et al. 2006) 
that classifies provenance systems into observation vs. specification based systems. 

3.5.1 Observation based systems 
The observation based approach records data provenance by observing a user's 
actions. GenePattern is an environment for computational biologists [Reich et al. 
2006). It automatically captures provenance for objects created in this environment 
by observing a user's actions creating a control file to derive the objects. The 
Provenance Aware Storage System (PASS) automatically tracks provenance at the 
file system level [Muniswamy-Reddy et al. 2006). It discovers the components and 
environment required for the production of a specific data item by observing and 
tracking system calls made to generate the data item. Curated databases typically 
involve copying data from other databases and entering provenance manually using a 
web form. In [Buneman et al. 2006), Buneman et al. provides an automatic approach 
to capturing provenance in curated databases by developing a provenance-aware 
web environment that enables the user to import data from a source database and 
pass it into the target database. The system then observes and captures the user's 
operations including insertion, deletion, and copy. 
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3.5.2 Specification based systems 
Most of the above-mentioned provenance systems such as myGrid [Greenwood, 
Goble et al. 2003; Zhao et al. 2003], Chimera [Foster et al. 2002], and PASOA 
[Groth et al. 2004; Groth et al. 2005] that captures data provenance by recording 
details about workflow executions fall into the category of specification based 
provenance systems. These systems normally require that the user provides a 
workflow specification and discloses explicitly the provenance intended to be captured. 
A workflow engine then executes the workflow based on the specification, and the 
metadata associated with the execution is automatically captured. The combination 
of the workflow specification and the metadata captured during the workflow 
execution creates provenance in these systems [Braun et al. 2006], which makes them 
different from observation based provenance systems that capture data provenance 
by observing the users' ad hoc actions. The existing specification based systems are 
different in entities responsible for capturing provenance. In the myGrid project, the 
workflow engine records provenance for each step in a workflow, including inputs, 
outputs and parameters. The PASOA project [Groth et al. 2004; Groth et al. 2005], 
on the other hand, introduces a burden on the participating service to generate 
provenance metadata and submit the provenance to a centralized provenance store. 

3.5.3 Computation based systems 
Provenance systems such as [Wang and Madnick 1990; Cui et al. 2000; Buneman et 
al. 2001; Cui and Widom 2003] that identify the source of data stored in databases 
are computation based provenance systems since data provenance, primarily the 
source of data, is derived via computations. Computation based provenance systems 
can be further classified since some of the systems compute provenance "lazily" while 
others compute provenance "eagerly". In [Buneman et al. 2001] and [Cui et al. 2000], 
a "reverse" query is generated in order to compute data provenance. The reverse 
query approach is called the "lazy" approach for computing provenance. A query is 
generated and executed to compute the provenance when needed. Projects such as 
[Wang and Madnick 1990] and [Bhagwat et al. 2005] propose an annotation based 
approach where annotations may be attached to a piece of data and are carried along 
as data is being transformed. In this annotation based approach, the provenance of 
data is "eagerly" computed and requires minimal computation. 

3.5.4 Analysis 
The major disadvantage of the current systems using the observation-based approach, 
according to [Braun et al. 2006], is that they can only capture provenance to which 
they are exposed, and this frequently produces provenance with less semantic 
meaning than specification based provenance systems. Specification based approach 
usually provides richer semantic knowledge than observed systems [Braun et al. 
2006]. However, as described in previous sections, specification based systems are 
usually domain or architecture dependent and often unable to capture the complete 
provenance of data since the data resulting from a workflow execution may undergo 
transformations outside the workflow application and may be transferred from one 
system to another. 
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The computation based approach is used for identifying the source of data stored 
in databases. The major disadvantage of the inverse query approach or the "lazy" 
approach is that it requires a reverse query to be created every time the provenance 
of output data is sought for. Hence, if the provenance of a large number of output 
data is required, this may not be the optimal way to compute provenance. The 
annotation approach or the "eager" approach, on the other hand, trades space for 
time. However, the cost for storing the annotations can be significant. The size of 
provenance or annotations can easily exceed that of data's. 

When analyzing acquisition complexity, we focus on comparing various provenance 
acquisition approaches with respect to the level of automation provided by the 
approach. However, factors other than the level of automation in acquiring provenance 
including social factors such as copyright and security constraints, data features such 
as the type, dynamism, and movement of the data, as well as computational resource 
constraints have a significant impact on acquisition complexity. As an example, the 
above mentioned observation-based approach can only be applied to capture 
provenance for data generated and processed in a single controlled environment. As 
a result, the selection of the most appropriate approach to provenance acquisition 
relies on considering these social factors and data features. 

3.6 Acquisition Scope 

Acquisition scope refers to the range of sources for the acquisition of provenance 
information. Most of the existing approaches to provenance management typically 
concern provenance collected from a single source. They focus on situations in which 
all the interactions take place in a single controlled environment such as a database 
[Buneman et al. 2001; Widom 2005; Buneman 2006] or in which new data is only 
constructed from existing data using nondestructive mechanisms such as scientific 
workflows with a workflow engine collecting all the provenance [Foster et al. 2002; 
Zhao et al. 2003]. Provenance interoperability, i.e., integrating and sharing the 
provenance provided by different systems when data moves among databases or 
grid resources, is still a largely unsolved issue. In [Muniswamy-Reddy et al. 2006], 
researchers find it challenging to collect provenance, when data originates from 
a non-PASS source such as a user or another computer. They are developing 
provenance-aware network protocols so that provenance can be atomically 
transmitted with data [Muniswamy-Reddy et al. 2006]. To address the issue of 
provenance interoperability, [Groth et al. 2004] proposes the Provenance Recording 
Protocol for recording and querying provenance through a set of messages exchanged 
between participating services and a provenance server, thus enabling applications 
that run under the control of different runtime systems at separate locations to 
contribute provenance data. 

3.6.1 Analysis 
Data provenance is extremely useful when data is created in distributed applications 
and travels among disparate systems. Current provenance solutions are effective for 
capturing provenance from a single source in a controlled environment. Nonetheless, 
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tracking the provenance for data that moves among databases or Grid resources is 
still challenging because there is no one system that can capture all of the actions 
involved [Buneman 2006]. Instead, many systems must cooperate in order to 
maintain a network of provenance systems. The incompatibility of current provenance 
systems, however, prevents provenance from being integrated and shared, which 
makes provenance interoperability the uttermost important issue that needs to be 
addressed in future research. We agree with Simmhan et al. [Simmhan et al. 2005] 
that the work by PASOA is in the right direction, since it promotes federated 
collection of provenance from systems across organizations instead of a centralized 
approach where, say, a workflow engine is solely responsible for recording provenance. 
Protocols like the one proposed by P ASOA that controls interactions between 
various provenance collection actors and the centralized provenance store are 
undoubtedly useful. However, provenance interoperability first requires the captured 
provenance to be "semantically" interoperable. As a result, we need a provenance 
model that defines the semantics of provenance and specifies how provenance can be 
represented and queried. This provenance model should be generic enough to satisfy the 
provenance requirements in various application domains. We will discuss the 
semantic issue of provenance in more detail in Section 3.7. 

3.7 Trust and Security 

This element concerns whether the captured provenance should be trusted to be free 
of error and uncompromised. As discussed previously, the various mechanisms for 
automatically capturing data provenance help avoid human errors. However, the 
data provenance can still be compromised while it resides in the database. In 
response, the PASS project provides access controls for provenance by designing a 
security model for provenance [Braun and Shinnar 2006]. The issue of trust and 
security is critical in service-oriented architectures where provenance is tracked in a 
non-reputable manner. In [Tan et al. 2006], Tan et al. develop a trust framework for 
actors and provenance stores in P ASOA, establishing liability for creation of p­
assertions and sensitivity of information in p-assertions. The authors also describes 
some of the basic security issues of enforcing accessing control over provenance [Tan 
et al. 2006]. The myGrid project also investigates security issues and solutions but in 
an application dependent manner [Zhao et al. 2003]. 

3.7.1 Analysis 
While a service-oriented approach to collecting provenance is prom1smg since it 
enables the capture of provenance from multiple heterogeneous systems, effort is 
required to allow users to place their trust in the provenance submitted by various 
unknown applications. The trust issue, however, has been largely ignored by existing 
research and can be a source of research opportunities. 

Provenance often requires access controls different from the data it describes 
[Muniswamy-Reddy et al. 2006]. As an example, the author of a research paper is 
allowed to view the peer review result but not the provenance of the review. 
Sometimes, some parts of the provenance are readable or rewritable by a certain 
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group of users while others are not. As a result, in many applications, we need to 
define a security model for data provenance separate from that defined for the data 
the provenance describes. 

3.8 Usability 

The usability of data provenance is assessed based on whether it generates informative 
and pragmatic impact on a user for the intended usage. As an example, in order for a 
scientist to determine the currency of some data, the provenance of the data is 
considered usability-high only when the time of the creation of data and its subsequent 
modifications is captured as a part of the provenance. Since data provenance is often 
intended for future users who may use it for different purposes, data provenance is 
more usable when it is semantically rich. Ram and Liu define an ontology of data 
provenance called the W7 model that captures the semantics of data provenance by 
recording various elements of data provenance, including what, when, where, who, 
how, which, and why, and the relationships between them [Ram and Liu 2007]. With 
the development of semantic web technologies, there are more projects that capture 
semantic information within provenance using ontology languages like RDF and 
OWL [Fileto et al. 2003; Bose and Frew 2004; Zhao et al. 2004] to improve the 
usability of data provenance. In [Bose and Frew 2004], RDF is used to elaborate on 
the elementary parent/child relationship between metadata objects. An OWL 
ontology has been created in [Zhao et al. 2004] to represent the semantics within 
provenance. 

3.8.1 Analysis 
We believe that capturing the semantics within provenance using ontologies is a 
research direction that merits attention. Provenance ontologies clearly define the 
concepts and relations related to data provenance, thus allowing an enhanced use of 
provenance and helping to reason about and provide proof statements about the 
lineage of data [Simmhan et al. 2005]. Moreover, annotating provenance information 
using domain ontologies can also help enhance the usability of data provenance, 
since it enables the users to navigate among provenance documents or even from 
provenance to semantically related information such as the personal website of the 
data creator or the design specification of an experiment that are useful for the users' 
actions and decisions. 

3.9 Semantics of Provenance 

We notice that data provenance means differently for different people. Some 
researchers define provenance as the origin of data and the process by which it 
arrived at the database [Buneman et al. 2000], while others view it as metadata 
recording the process of experiment workflows, annotations and notes about 
experiment [Frew and Bose 2001]. This distinction results in the classification of 
data vs. process provenance. 

3.9.1 Data vs. process provenance 
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Data provenance refers to provenance specifically gathered about the data product. 
The provenance systems used in a database architecture such as [Buneman et al. 
2001; Cui and Widorn 2003] focus on deriving data provenance, more specifically the 
source of data. Data provenance is also captured in various scientific domains. In the 
domain of biology, provenance has been captured as annotations attached to data 
stored in genetics database such as SWISSPROT and OMIM. Examples of systems 
that capture data rather than process provenance also include CMCS [Pancerella 
2003] in Chemistry in and LIP [Lanter 199 lJ in GIS. Various domain specific 
provenance schemas have been developed in these projects to capture data provenance. 

Process provenance, i.e., details about the procedures used for processing the data, 
describes the derivation path of the data in the form of the workflow of an experiment. 
Process provenance is effective in describing the processes that derives and transforms 
the data. Representative examples of systems capturing process provenance include 
Chimera [Foster et al. 2002], myGrid [Greenwood et al. 2003; Zhao et al. 2003], and 
Earth System Science Workbench (ESSW) [Frew and Bose 2001]. 

3.9.2 Coarse-grain vs. fine-grain provenance 
An alternative classification scheme is to classify provenance into the coarse-grain 
provenance and finf-grain provenance [Bunernan and Tan 2007]. The coarse-grain 
provenance refers to the derivation history of some data set. Most of the above 
mentioned systems such as Chimeria, myGrid, CMCS, POSOA, and ESSW capture 
coarse-grain provenance. Fine-grain provenance refers to the derivation of part of the 
resulting data set [Buneman and Tan 2007]. Buneman et al. makes a distinction of 
the so-called why and where provenance [Bunernan et al. 2001]. The former normally 
refers to tuples in the source databases that had some influence on the existence of 
the target data; the latter specifies the exact source element where data in the target 
is copied from. In essence, this classification deals with the granularity of data the 
provenance describes. Data products that are subsets of a parent dataset may inherit 
some provenance from the parent as well as share their provenance with their parent. 
Provenance inheritance or sharing among data at different granularities is an issue 
that demands further research. 

3.9.3 Analysis 
An important design choice in developing provenance systems is to capture process 
vs. data provenance. In service-oriented f'nviromnents such as myGrid [Greenwood 
et al. 2003; Zhao et al. 2003] and PASOA [Groth et al. 2004], where data are 
generated as the result of a workflow execution, it is a natural choice to capture 
process provenance by tracing the execution of the workflmv and identifying the 
input and output data to each service. In contract, data provenance may have a 
costly overhead to execute a process related query [Simmhan et al. 2005]. However, 
data may travel outside the service-oriented environment. In such a situation, we 
need to derive the complete provenance of data and make it accessible for other 
systems. It is potentially costli<cr to extract data provenance from process 
provenance since this involves examining all process oriented provenance records in 
which this data appears [Simmhan et al. 2005]. As a result, in [Simmhan et al. 2006], 
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Simmhan et al. suggests that in grid or web services environments, process 
provenance and data provenance should be captured separately. This data 
provenance should be independent of the workflow engine and data storage system 
such that it will not be lost when data goes from one resource to another. Loose 
coupling with these external entities enables provenance to be collected in a 
heterogeneous grid environment [Simmhan et al. 2006]. 

As suggested by [Pearson 2002], data provenance needs to be captured with the 
hope that it is comprehensive enough to be useful in the future. However, current 
efforts on capturing data provenance focus on only one or two aspects of provenance. 
As an example, both "why" and "where" provenance proposed by Buneman et al. 
help tracing the source from which the data came from. Undoubtedly, locating the 
source data is important provenance knowledge especially for derived or imported 
data. Nevertheless, information such as how the data has been derived by whom 
with which program may be equally important. Moreover, data that resides in a 
database may be obtained in different ways than deriving it from existing sources. It 
may be the result of measurement, observation or surveys. Oftentimes, it may have 
undergone changes since it arrives in the database. Data provenance, therefore, 
means much more than what is captured in [Buneman et al. 2001], i.e., the source of 
data. It may include the creator of data, its history in terms of how the data was 
obtained and transformed, and the sequence of ideas leading to an experiment, just 
to name a few. Current practices on data provenance often focus only on some 
aspects of data provenance while ignoring others. As a result, provenance knowledge 
captured is often incomplete and can not be shared across applications. The absence 
of a provenance model that can satisfy the provenance requirements for various 
types of data is an obvious hindrance to promoting provenance interoperability, as 
discussed in II.5.1. In response to this problem, Ram and Liu define the W7 model, a 
generic model that captures the semantics of data provenance [Ram and Liu 2007]. 
The W7 model represents data provenance as a combination of seven interconnected 
elements including, "what" (i.e., events such as data creation and transformation), 
"when" (i.e., the time of the event), "where" (i.e., the location), "how" (i.e., the 
actions and processes), "who" (i.e., the agent initiating the event), "which" (i.e., the 
instrument or software), and "why" (i.e., the goal or reasons for the event). We 
believe the W7 model is an important step toward a standard provenance model that 
can be agreed upon by people in different application domains. Such a standard 
model is required so data provenance can be shared communicated reliably between 
systems. 

3.10 Provenance Representation 

The existing research efforts on data provenance represent data provenance in two 
forms: (1) inverse queries and (2) annotations. 

3.10.1 Inverse queries 
Inverse queries are often used to represent data provenance in the relational 
databases, where the provenance of a piece of data din the output of a query Q is the 
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answer to the following question: which parts of the source database D contribute to 
din the output according to Q. Techniques such as [Buneman et al. 2001; Cui and 
Widom 2003] compute the provenance of a piece of output data "eagerly" by 
analyzing the input database and output database, as well as the definition of Q, to 
arrive at the answer. These techniques record an inverse query Q' derived from the 
original query Q as a compact representation of data provenance without explicitly 
recording the provenance in the database. The inverse query Q' is applied to the 
output data to identify the provenance, i.e., the source data of the output. 

3.10.2 Annotations 
The annotation approach, in contrast, represents provenance as annotations that are 
attached to the data or provided upon request. As discussed in Section 3.4.3, 
techniques such as [Wang and Madnick 1990; Bhagwat et al. 2005] compute 
provenance "lazily". They carry data provenance as annotations to the output 
database. Scientific databases normally support data lineage using annotations [Cui et 
al. 2000]. In scientific workflows such as [Foster et al. 2002; Zhao et al. 2003; 
Simmhan et al. 2006], data provenance comprising of the derivation history of the 
final output of the workflows is often represented as annotations. 

l\!Iost of the current provenance systems that represents provenance as annotations 
have adopted XML for representing data provenance [Myers et al. 2003b; Zhao et al. 
2003; Groth et al. 2004]. The benefits of this are apparent given that many of them 
using service-oriented architectures where XML is the primary language [Simmhan 
et al. 2005]. 

3.10.3 Analysis 
Representing provenance as inverse queries has limited applications since it is 
restricted to a certain class of relational queries. Moreover, the inverse approach is 
applicable to only one type of data provenance, i.e., the source data in the relational 
setting. The obvious advantage of this approach, compared to the annotation 
approach, is that simply recording a single inverse query provides a compact way of 
representing data provenance. Representing provenance as annotations, on the other 
hand, is being used by most of the existing provenance techniques. It eliminates the 
need to derive provenance "just-in-time" like the inversion approach. l\lore importantly, 
it provides the flexibility to represent provenance information that is semantically 
rich. 

So far we have discussed each semiotics level and each element that belongs to the 
level separately. However, the four semiotics levels as well as their elements are 
closely related. Stamper represents the semiotics framework in the form of a 
"semiotic ladder" [Stamper 1991], with the following steps from bottom to top: 
syntactics, semantics, pragmatics and social level. When we take the ladder from the 
bottom up, we move from syntactics and semantics to pragmatics and then arrive at 
the social level. Properties on higher levels of the semiotics ladder rely on those on 
lower levels. As an example, the usability of data provenance relies largely on the 
syntactics/semantics of provenance. Provenance is more usable when it is semantically 
rich and represented in an easily retrievable format. Also, the users' actions performed 
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based on provenance have significant social consequences when the provenance is 
usable, semantically rich and meaningful, and represented in an easily retrievable 
and understandable format. We can also move down the ladder from the social level. 
For instance, provenance is usable only when it is informative and pragmatic for 
intended usage. 

Table II provides a summary of the existing research mentioned in Section 3. We 
classify the existing research on data provenance based on our semiotics framework. 

4. DISCUSSION 

In this paper, we propose a semiotics framework for analyzing and comparing 
provenance techniques discussed in the extant research. Existing surveys on provenance 
research such as [Bose and Frew 2005; Simmhan et al. 2005] adopt a literature 
review based approach that derives a classification framework for classifying and 

Table II. Summary of the Existing Research Based on the Semiotics Framework. 

Semiotic 
Element Classification Existing Research 

Level 

Social level Application Domain (Lanter 1991; Lanter and Essinger 1991; 
domain specific Alonso and Hagen 1997) in GIS, (Myers et al. 

2003b) in chemistry, (Bose 2002) in earth 
science, (Greenwood et al. 2003) in biology, 
(Cavanaugh et al. 2002) in physics, (Cui et al. 
2000) in business intelligence. 

Domain (Foster et al. 2002), (Szomszor and Moreau 
independent 2003), (Groth et al. 2004; Groth et al. 2005). 

Data Database & (Wang and Madnick 1990), (Woodruff and M. 
processing file system Stonebraker 1997), (Cui et al. 2000), 
architecture (Buneman et al. 2001), (Widom 2005), 

(Buneman et al. 2006), (Muniswamy-Reddy et 
al. 2006). 

Service- (Foster et al. 2002), (Groth et al. 2004; Groth 
oriented et al. 2005), (Greenwood et al. 2003; Zhao et 

al. 2003). 

Environment (Myers et al. 2003b), (Bose 2002). 

Social Data quality (Simmhan et al. 2005), (Ceruti et al. 2006), 
Consequences (Lynch 2001), (Ding et al. 2005), (Fox and 

Huang 2005), (Prat and Madnick 2007). 

Audit trail (Miles et al. 2007) 

Replication & (Zhao et al. 2006) 
reproduction 

Attribution (Tan 2004), (Moreau et al. 2007) 

Action N/A (Prat and Madnick 2007), (Zhao et al. 2006). 
Complexity 
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Table II. Summary of the Existing Research Based on the Semiotics Framework (Continued). 

Sernfotic 
Element Classifica.tion E1n.sting Resea.rch 

Level 

Pragmatics Acquisition Ohserva.tion- (Reich et al. 2006), (!Vluniswamy-Reddy et al. 
complexity based 2006), (Buneman et al. 2006) 

Specification- (Greenwood et al. 2003, Zhao et al. 2003), 
base<l (Foster et al. 2002), (Groth et al. 2004, Groth 

et al. 2005), (Braun et al. 2006). 

Computation- (Buuenmn et al. 2001), (Cui and Widom 
based 2003), (Bhagwat et al. 2005). 

Acqui~ition Single (Buneman et al. 2001), (Widom 2005), 
scope controlled (Buueman 2006), (Foster et al. 2002), (Zhao et 

environment al. 2003), (l\Iuniswamy-Reddy et al. 2006) 

Distributed (Groth et al. 2004, Groth et al. 2005) 
environment 

Trust and N/A (Braun and Shinnar 2006), (Tan et al. 2006), 
security (Zhao et al. 2003) 

Usability N/A (Fileto et al. 2003), (Bose and Frew 2004), 
(Zhao et al. 2004), (Ram and Liu 2007). 

Semantics Semantics of Data-oriented (Lanter 1991), (Buneman et al. 2001), (Cui 
provenance and Widom 20o:i), (Pancerella 2003), (Ram 

and Liu 2007). 

Process- (Foster et al. 2002), (Greenwood et al. 2003). 
oriented (Zhao et al. 2003), (Frew am! Bose 2001). 

Coarse- (Greenwood et al. 2003), (Zhao et al. 2003), 
I grained ( Frew an<l Bose 200 J ) . 

Fine-grained (Buueman et al. 2001), (Buneman and Tan 
2007). 

Syntactics Representation Annotation (Wang and Madnick 1990), (Bhagwat et al. 
of provenance 2005), (l\Iyers et al. 2003b ), (Zhao et al. 2003), 

(GroLh l't al. 2004). 

Inverse (Buneman et al. 2001), (Cui and Widom 
qu0ries 2003), (Buneman 2006) 

comparing existing provenance research based on reviewing and intuitive understanding 
of the existing research. In our research, we adopt a theory based approach and 
propose to identify and analyze the essential properties and features of various 
provenance techniques based on a validated theory, namely, the theory of semiotics, 
with the purpose of providing rigor and organization to the analysis and identifying 
issues that have not been sufficiently addressed by the existing research. Our survey, 
together with other surveys on data provenance such as lBose and Frew 2005; 
Simmhan et al. 2005], presents a comprehensive picture of the current status of 
research on data provenance and points out the direction of future research. 

Analyzing existing research based on our semiotics framework helps us identify 
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interesting open research questions on provenance and challenges that need to be 
overcome. 

First, an ontology that capture the semantics of data provenance is needed to 
support provenance capture and sharing between systems. Standardizing the semantics 
of data provenance will allow unambiguous interpretation of provenance, support 
sharing of data provenance between systems, and improve the usability of data 
provenance by enabling richer queries. The myGrid project is progressing along 
these lines by migrating to the Web Ontology Language (OWL) for describing their 
provenance [Zhao et al. 2003]. CMCS too has preliminary support for a semantic 
description of provenance that can be improved upon by using specific semantic 
terms to describe provenance instead of overloaded Dublin Core verbs [Myers 
et al. 20036]. Ram and Liu define the W7 model, a generic model that captures the 
semantics of data provenance [Ram and Liu 2007]. It is an important step toward a 
standard provenance model that can be agreed upon by people in different 
application domains. Such a standard model is required 80 that data provenance can 
be shared and communicated reliably between systems. 

Secondly, we need to develop methods to federate data provenance collected from 
different sources. Data is increasingly being shared across organizations and it is 
essential for provenance to be shared along with the data, wherever the data goes. As 
discussed above, if data provenance is to be federated, we need to overcome the 
semantic heterogeneity and agree on the semantics of data provenance. Moreover, 
most of the research surveyed has its own proprietary protocols for managing and 
transferring provcna11ce, and the absence of open staJ1dards for eolJecting, 
representing, transferring, and querying for provenance is an obvious hindrance to 
promoting provenance federation [Simmhan et al. 2005]. The work by P ASOA 
[Groth et al. 2004; Groth et al. 2005] on defining a provenance recording API is in 
the right direction but needs further refinement on how provenance is represented, 
queried, and transferred as the data travels. 

Thirdly, we need to further investigate the uses of data provenance. The focus of 
the current research on the uses of provenance is assessing data quality using 
provenance, but we still lack a systematic approach to using provenance to asseRs 
data quality metrics. Prat and Madnick proposed a framework for evaluating the 
believability of data, a dimension of data quality, based on bits and pieces of 
provenance information [Prat and Madnick 2007]. Although preliminary and not 
comprehensive enough, thiR research points out a promising direction for future 
research. Also, little research has been done to investigate other uses of data 
provenance such as audit trail, replication and reproduction, and attribution. 
According to [Simmhan et al. 2005], discovering novel ways to use provenance will 
drive more organizations to collect provenance. For this to happen, provenance 
needs to be fully understood and studied in the context of its potential use in various 
application domains. 

Fourthly, we need to develop approaches to guaranteeing the security and 
trustworthiness of provenance. Using provenance for decision making largely depends 
upon its trustworthiness. Data provenance must be collected from trusted sources. 
Also, there should be a mechanism to ensure that the captured data provenance 
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remains uncompromised even after the provenance travels from one system to 
another. Signing provenance using digital signatures is a possible solution. In many 
applications, we also need to define a model of access control for data provenance 
separate from that defined for the data the provenance describes. 

5. CONCLUSION 

As a well-established theory describing sign-ba.'3ed communications, semiotics can be 
used to describe the form-, meaning- and use-related aspects of information systems. 
In this research, we develop a semiotics framework for analyzing data provenance 
research, consisting of ten elements. The framework provides a coherent way to 
distinguish among various types of provenance systems, thereby providing a clear 
view of the state-of-art research in this area. The framework helps us identify several 
issues that need to be addressed in future research. Highly significant among these 
are (1) a standard semantic model to support provenance capture and sharing 
between systems, (2) ways to federate provenauce information collected from 
different sources, (3) a systematic framework for using data provenance to evaluate 
data quality, and ( 4) approaches to guaranteeing the security and trustworthiness of 
provenance. Finally, our semiotics framework is an attempt to ground data 
provenance research on a well establil:,hed theoretical foundation. \Ve are exploring 
the possibility of extending the framework and using it to provide a requirement 
specifications checklist for provenance system development. 
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