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Abstract Provenance is a term used to describe the lineage,
history, or origin of an object. While provenance originated
from the art world, it is now becoming increasingly important
in the context of digital objects on the World Wide Web. Large
scale scientific collaborations and social media platforms on
the web have enabled production and sharing of a variety of
digital objects on the web. With the proliferation and sharing
of such objects, which include documents, pictures, videos,
and more, questions such as “where did this object come
from?”, “who else is using this object?”” and “for what pur-
pose was it generated?” are becoming increasingly common.
To ensure that digital objects from different sources can be
trusted and used appropriately, it is imperative that the prov-
enance of the digital objects be tracked, recorded, and made
available to its users. In this work, we attempt to provide
a foundation for understanding provenance, clearly define
the semantics of provenance, distinguish provenance from
“uses or application” of provenance, suggest a mechanism
for managing provenance, and provide important directions
for research in provenance management.
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1 Introduction

The term “provenance” is often used in association with a
piece of art or literature. Indeed, Merriam-Webster defines
provenance as “the history of ownership of a valued object
or work of art or literature” [4]. Knowing the provenance
of a work of art is of great importance, in that, it can “help
to determine the authenticity and to establish the historical
importance of a work by suggesting other artists who might
have seen and been influenced by it, and to determine the
legitimacy of current ownership” [12]. The motivation for
understanding provenance of an artwork is also applicable to
digital objects such as data generated in various business and
scientific domains. In recent years, the development of new
technologies such as web services, Semantic Web, and social
media platforms, has enabled large-scale, often worldwide,
collaborations that involve sharing of data, knowledge and
other resources. For instance, in scientific domains such as
chemistry and biology, the tendency toward “big science”
(i.e., large-scale collaborative science) is increasingly evi-
dent. Scientists are performing advanced research tasks in
large collaborative projects such as the iPlant Collaborative
(iPlant, http://www.iplantcollaborative.org), where they use
data generated from many different labs and people. With
the proliferation and sharing of such data, questions such
as “where did this data come from?”, “who else is using
this data?” and “for what purpose was it generated?” are
becoming increasingly common. To ensure that data pro-
vided by other sources can be trusted and used appropriately,
it is imperative that the provenance of the data be recorded
and made available to its users.

In this paper, we attempt to provide a foundation for under-
standing provenance, clearly define the semantics of prove-
nance, distinguish provenance from “use or application” of
provenance, suggest a mechanism for managing provenance,
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and provide important directions for research. Our founda-
tion for provenance is informed by our work on provenance
management in different domains such as materials manage-
ment for a large manufacturing organization, scientific data
management for the iPlant Collaborative [9], and Wikipedia
[2].

2 Uses of Provenance

Provenance may be used for various purposes [7]. For
instance, provenance is often used to gauge the quality of a
digital object or to decide how trustworthy it is. It may be used
for purposes of creating an audit trail to evaluate if any errors
were made in processing the object. Sometime provenance
acts as the replication recipe for an object. Often it may be
used to provide attribution for an object or to resolve disputes
over intellectual property or ownership of an object. Lastly,
provenance may be used purely for information purposes,
so that the user can decide whether the object is appropriate
for their needs or not. Note that we use the term “object” in
a generic way, and we address the issue of the nature and
granularity of the object later. Whatever the purpose of the
provenance, it is clear that provenance needs to be recorded
so that it can be useful in the future. It is also not possible to
anticipate every possible use of provenance, thus it needs to
be very comprehensive.

3 Nature and Granularity of Objects
for Provenance Tracking

Before we start to discuss the semantics of provenance, it is
important to note that provenance can be recorded or tracked
for different types of objects. Hence, the notion of an object is
fundamental to provenance semantics. For instance on Wiki-
pedia, an object may refer to an article or, at a finer granular-
ity, it may refer to each paragraph of an article or, moving to
an even finer level, to each sentence or each word of an article.
In the case of a materials management domain for a manufac-
turing organization, an object may refer to a relational data-
base, or to finer granules, such as each relational table that
records the physical properties (e.g. tensile strength) for sam-
ples of a composite material, or, each tuple in such a table,
or even each attribute value in the same table. In a social
media environment such as YouTube (http://www.youtube.
com), an object may refer to a video, or in the case of Flickr
(http://www.flickr.com) an object may refer to an album of
photographs or an individual photograph. Based on this it is
apparent that provenance can be tracked for different kinds
of objects and it is important to identify or define the types
of objects in each environment or system where provenance
is going to be tracked. It is also desirable to track provenance
at a fine level of granularity of objects because it can then be
aggregated to generate provenance for a coarse granule.
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4 Object Life Cycle as a Foundation
for Provenance Semantics

Typically, provenance for a piece of art (such as a painting)
starts from the time the painting is created and gets accumu-
lated during its life as it passes from one owner to the next.
Similarly, our fundamental philosophy for defining prove-
nance semantics stems from the life cycle of digital objects.
We consider that every object has a life that is defined by
events starting with its “birth” till its “death.” “Birth” of an
object refers to its creation, while “death” of an object refers
to its deletion or in many cases archiving or retirement of the
object.

The notion of starting with an object and defining the
important events in its life is fundamental to defining the
semantics of provenance. This has its foundation in philos-
ophy and ontologies. According to Bunge [1], the history or
lifecycle of a thing is manifested by a sequence of events that
affect the thing during its lifetime. An event occurs when
the thing changes one or more of its properties. A digital
objecthas a variety of properties including its content, format,
owner, storage location and access rights. An event affects a
digital object when it is created, changes one or more of its
properties, or when it is ultimately destroyed.

From our examination of various domains mentioned
above, it is clear that life cycle events can be divided into
two mutually exclusive classes, those that affect the content
of the object and those that do not. For example, events such
as storage, transfer, and archiving do not affect the content of
an object. However, events such as review, modification and
annotation are related to the content of an object. Therefore,
it is important to identify each event precisely within these
two classes in the life of an object and decide which ones are
necessary to track. Some events such as “access” may occur
many times during the life of an object, while others, such as
“creation”, only occur once during the life of an object. The
reason events are so fundamental to the semantics of prove-
nance is because the rest of the semantics of provenance can
be understood with respect to this “anchor” point. We refer
to events as the “WHAT” of provenance.

5 Anchoring Provenance Elements Around
Object Life Cycle

Once the important events in the life of an object are iden-
tified, the rest of provenance simply defines the details of
the events. These include the “time (WHEN)” at which the
event occurs, the “agent (WHO)” responsible for the event,
the “mechanism (HOW)” or actions that cause the event to
occur, the “place (WHERE)” where the event occurs, the
“instrument (WHICH)” that makes the event happen, and
the “reason (WHY)” the event occurs. For example, consider
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Table 1 Definition of

Definition

provenance semantics Provenance Construct in Bunge’s
element ontology
What Event
How Action
Where Space
When Time
Who Agent and
Which other things
Why N/A

An event that affects a data object during its lifetime

One or more actions that lead to the event

Location of the event. If data traveled (or was copied)
from one location to another during the event, “where”
refers specifically to where the data came from

Time of the event

Individuals or organizations involved in the event

Software or instruments used in the event

Reasons that explain why the event occurred

a photograph as an object. The first event or “What” in its
life is the “creation” of the photograph, “When” refers to the
time (e.g. 4 PM February 24, 2012) at which the photograph
was taken (i.e. created), “Who” refers to the person (photog-
rapher Mr. Powers) who took the photo, “Where” refers to
the location (Tucson, AZ) of the photo, “Which” refers to
the camera (Sony Cybershot DSC H10) used for taking the
photo, “How” refers to the mechanism (recorded by zooming
in from 20f1t), and “Why” refers to the reason (for including
in a magazine article) for taking the photo. After taking the
photo, it is stored on a hard drive. Thus “Transfer” becomes
another event associated with the photograph, and the rest
of the provenance describes this event, that it was stored at
5 PM, February 24, 2012 (When) by copying (How), from
Camera to Hard Drive (Where), by Mr. Powers (Who). In
this case, “why”” and “which” may not be relevant and there-
fore are not tracked. Thus, the semantics of provenance may
be defined by what we term as the W7 model and we refer
readers to our earlier work that formally defines the semantic
constructs of such a model [6,8].

As stated in our earlier work, we adopt Bunge’s ontology
[1] in defining provenance. Bunge defines the history of a
thing as a sequence of events that occurred to a thing during
its lifetime. An event happens to a thing as it is acted upon by
an agent or other things. Also, an event occurs in space and
time. Hence, we define provenance as consisting of various
events that happen during the lifetime of a data object from
its creation to destruction, and then include how, who, when,
where, which and why associated with each event. Table 1
shows these 7 Ws and explains the mappings between them
and the constructs in Bunge’s work.

Figure 1 shows the W7 model and its conceptual repre-
sentation [11]. The overall structure of provenance (shown
in Fig. 1a) includes the 7 Ws (represented as concepts in
boxes) and the relationships (represented in ovals) between
them. What is the anchor of our W7 model. Each of the 7 Ws
has its subtypes, as shown in Fig. 1b. For instance, What has

subtypes including creation, modification, publication, and
ownership. How, representing an action leading to an event,
can be classified into single action and complex action. As
shown in Fig. 1b, we identify actions associated with differ-
ent types of event. For instance, an ownership event affects an
object when it is purchased or donated. Data creation often
results from the measurement or observation of a physical
phenomenon.

6 Provenance Semantics for Different Domains

While a model such as W7 defines the general semantics of
provenance, it can be tailored to suit the needs of different
domains.

Figure 2 below depicts the semantics of provenance for a
subset of objects in the iPlant Collaborative [9]. The specific
objects are phylogenetic tree datasets. The events relevant to
these objects are creation, modification, reconciliation, and
sharing (see Fig. 2a). Typically, plant biologists (users of the
iPlant Collaborative) “create” a phylogenetic tree dataset by
importing it (how), then they may “modify” it by deleting a
species, and finally “share” it for use by others. Figure 2b
represents an example of an event graph. A domain model
of provenance can include a number of event graphs, each of
which represents the semantics associated with an event. The
event graph shown in Fig. 2b indicates that plant biologists
often create a phylogentic tree by importing (how) it from
some external database (where). Our previous research [9]
proposed a graph-based approach to deriving event graphs
from the W7 model shown in Fig. 1.

Similarly, Fig. 3 shows semantics of provenance for a
materials management domain. As shown in Fig. 3a, the
provenance of a data object such as, the tensile strength
values of samples of a composite material used in manu-
facturing, includes details associated with its creation, mod-
ification and approval. Figure 3b indicates that some test
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WHAT HOwW WHO  WHEN WHERE WHICH WHY
CREATION DESTRUCTION ORIGIN
SOFTWARE
MODIFICATIO! DESTINATION
ACTIOl
INSTRUMENT
PHYSICAL
PARTICIPANT LOCATION
AGENT LOGICAL ASSUMPTION
ANNOTATION DATE LOCATION GOAL
EVENT
REVIEW | PUBLICATION TIME
CREATOR PROJECT
APPROVAL ARTICLE oFILE
FOLDER
SINGLE REVIEWER DATABASE EXPERIMENT
ACTION OWNER WEBSITE
(ACTIONS LEADING
N7I—Eo Agﬁig\—lllgﬁer (ACTIONS LEADING TO
OBSERVATION (ACTIONS LEADING TO| | (ACTIONS LEADING | T /4CTIONS LEADING TO AN ARCHIVE EVENT)
IMPORTING LOCATION EVENT) TO OWNERSHIP RIGHTS CHANGE) (ACTIONS LEADING TO CONSERVING
REPLICATING STORING EVENT) ASSIGNING RIGHTS AN ANOTATION CONVERTING
DERIVATION TRANSFERING PURCHASING REMOVING RIGHTS EVENT) EMULATING
AUTHORING SELLING TAKING NOTES RENEWING
DONATION MAKING COMMENTS TRANSLATING
Fig. 1 Provenance semantics using the W7 model
(a) Ll
WHAT HOW WF{) WHEN WHERE WHICH
AGENT SOFTWARE
CREATION SHARING COMPLEX
ACTION DATABASE
MODIFICATION RECONCILIATION SINGLE TIME
ACTION
IMPORTING DERIVATION
TRANSFORMING ASSIGNIN VING
SPLITTING COMPARING G RIGHT RIGHT
AGGREGATION EDIT SPECIES
ADD SPECIES DELETE SPECIES
CHANGE SPECIES NAME CHANGE BRANCH LENGTH
(b)
PHYLOGENETIC

TREE

IMPORTING
AGENT

CREATION

as_location

DATABASE

Fig. 2 Provenance semantics for a phylogenetic tree dataset [9]
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(a) .
WHAT HOW WHO  WHEN  WHICH WHY
\ /
SINGLE ACTION AGENT
CREATION INSTRUMENT GOAL
MODIFICATION MEASUREMENT DATE
DERIVATION
PROJECT
APPROVAL
(b) conducted_b
TEST RESULT CREATION
<results_from >
[ MEASUREMENT

has_attribute >

has_attribute

has_attribute

SURFACE

TREATMENT || PRESSURE

TEMPERATURE

Fig. 3 Provenance semantics for a materials properties dataset

WIKIPEDIA
ARTICLE

SENTENCE
INSERTION

Fig. 4 Provenance semantics for a Wikipedia article

result (e.g., tensile strength value) can be created (what) by an
agent (who) on a specific date (when) through measurement
(how) by an instrument (which) for a specific project (why).
Figure 3b also indicates that it is necessary to record details
about the measurement such as which cleaning and test
method have been used in the measurement. We also cre-
ate event graphs for capturing the semantics of other events
such as modification and approval.

Finally, an event graph for a Wikipedia article is shown
in Fig. 4. It shows that creation or modification of a Wiki-
pedia article results from a complex action that includes a

REVERT

LINK
DELETION

LINK
MODIFICATION

number of single actions, such as sentence insertion/modifi-
cation/deletion, reference insertion/modification/deletion.
From these three domains, it is evident that while a model
such as W7 defines the general semantic elements of prove-
nance, not all of these elements are relevant for every domain.
It is also up to each domain or system to decide the level of
detail required within each element of provenance. Thus the
iPlant Collaborative may decide that they do not need to track
every “access” of a phylogenetic tree, but they may want to
track every “share” event for a phylogenetic tree. The seman-
tics of provenance as defined in the earlier sections can be
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physically represented in a variety of formats such as a rela-
tional database, XML, RDF or a noSQL database.

7 Research Directions for Provenance Semantics
and Management

Ideally, provenance should be tracked at source, i.e. at each
point in the life of an object. Post hoc tracking of prove-
nance is a very difficult problem and is almost impossible to
achieve based on our experience. A general architecture for
a provenance tracking system called PROMS [10] is shown
in Fig. 5.

We recommend that provenance be tracked at a fine gran-
ular level of objects because we do not know when and how
it will be used in the future. It is important to note that
provenance will accumulate over time as objects go through
their life cycle. Thus, the volume of provenance can eas-
ily be several orders of magnitude larger than the object
itself. Indeed, provenance can be considered to be a form
of “BIG DATA” [3]. Based on our experience with the var-
ious domains of science, manufacturing, and social media
websites, we recommend a “Google Analytics (http://www.
google.com/analytics)” or “webserver log” like approach for
tracking and managing provenance based on the lifecycle
of objects. While many of the provenance elements can be
automatically tracked, the only element that is likely to need
human input is “why” or the reason for each event. It is
therefore advisable to devise a mechanism to automatically
harvest provenance every time an object is touched in any
way in the digital world.

The semantics of provenance as described here form
a foundation for developing a standard model of prove-
nance. Thus, efforts such as the Open Provenance Model [5]
will benefit from the philosophy, semantics, and structure
described for the W7 model [6,8,9]. Using this approach the
OPM effort can consider defining event types for various

domains and the actions (how) associated with each type of
event as well as the other details. While the OPM has some
elements of provenance defined in W7, we believe the under-
lying foundation and semantics we have prescribed will help
make it extensible and adaptable to different domains.

It would be worth exploring the issue of provenance inher-
itance and aggregation as well as the levels of granular-
ity of objects for which provenance should and could be
tracked. Inheritance of provenance can only occur from a
finer granule or object to a coarser object which is differ-
ent from the traditional concept of inheritance. Moreover,
objects maybe of different kinds—in addition to datasets,
or relational databases, objects may be software modules,
workflows, documents, images and others. Thus, prove-
nance semantics should be defined and refined for each
of these types of objects and their various granularities.
These, in turn, should lead to the development of query
languages for provenance that focus on the semantics of
provenance.

The issue of how much provenance to expose to different
users is an open issue. Intelligence agencies require detailed
provenance tracking for their objects. The provenance is then
accessed by users with various levels of security clearance.
These security levels will drive access to not only data but also
provenance. In some cases, data access may only be allowed
at an aggregate level, which, in turn, will need mechanisms
to control the exposure of provenance for objects at different
levels of granularity.

It is inevitable that objects will get created and modified
in a system that tracks provenance and then it may exit the
current system via email or perhaps some other off-line mech-
anism. Such “export” events should be recorded and tracked,
although what happens to the object outside of the current
system will not be possible to track. Finally, if such an object
returns to the current system, mechanisms to recognize it
and seamlessly link its new “life” to its old “life” based on
an analysis of its provenance need to be devised.

f—=Requested Data and ProvenaHCEﬁ i
- ( Data Provenance Knowledge Base -
Request Provenance o L Record 7W’s — What, Who, When, Where, How, Which, Why :
[}
[}

\

Request Data

Find Data from Underlying Data Sources

Automatica'ly Extracted
Provenance
'

Federated Schema

Fig. 5 Architecture of PROMS
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Provenance is supposed to be immutable and any attempts
to change it should themselves be tracked and recorded.
Mechanisms similar to “watermarking” may also be needed
to authenticate provenance and to make sure that provenance
is never separated from the object itself. Finally, it is not clear
what happens to provenance when an object is “deleted”.
Destruction of an object may either completely obliterate
its provenance or the provenance may remain without being
attached to any object, which destroys the integrity of the
provenance record.

We hope this analysis of the foundations of provenance
and its semantics will provide food for thought and foster
several new research directions for the readers.
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