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ABSTRACT

Ample amount of evidence is available discussing the barriers to e-government
adoption and initiatives. Of the many barriers or challenges mentioned, security concerns are
a recurring theme (Angelopoulos, Kitsios, Kofakis, & Papadopoulos, 2010; W. A. Conklin,
2007; Ebrahim & Irani, 2005b; Gilbert, Balestrini, & Littleboy, 2004; Pipe, 2006; Schwester,
2009; Stibbe, 2005).

The majority of research however does not focus or discuss security considerations for
e-government systems. This is even more notorious when looking specifically at municipal e-
government literature. As such, this study takes an in-depth look at the e-government security
practices of the 34 incorporated cities within the county of Orange, California through a
descriptive case study. This case study yields important findings about the capabilities of
municipal government agencies in implementing and maintaining secure e-government
services by using federal e-government security requirements as a benchmark.

This study utilized a case study research design collecting both quantitative and
qualitative data from the participating municipal agencies. To date, limited research has been
conducted in the area of municipal e-government research as evidenced by the literature
review conducted as part of this study.

Furthermore, this study proposed and responded to three (3) key research questions as
follows:

1) What level of e-government security do municipalities currently have when

benchmarked to federal e-government security requirements?

2) How can municipal agencies reach a federal level of e-government security?

3) Why are municipalities not fully compliant with federal e-government security

requirements?

To collect evidence this study asked all participants to complete a pre-interview
participant survey. Subsequently, participants were interviewed and asked to respond to two
interview questions. Findings from the survey indicate that average compliance with federal

e-government security requirements as required by NIST SP800-44 was 38.05 percent as a




totaled average. Participants were also asked to rate the degree of difficult in becoming fully

compliant as easy, medium and difficult. The averaged totals for all 34 surveyed agencies

were as follows: 20.59 percent (easy), 20.77 percent (medium) and 18.57 percent (difficult).

Results from the first participant interview question after coding yield seven (7)

themes as to what the greatest challenges are to implementing and maintaining e-government

security:

1))
2)
3)
4)
5)
6)
7)

Staffing

Budget/Financial

Training/Expertise

IT Contract Services

Vendors

Changing Nature of IT Security
Time/Resources to Monitor Security Threats

Results from the second interview participant interview question in regards to what

change or resource would assist municipal agencies in enhancing their e-government security

were as follows:

1) Budgeting

2) Staffing

3) IT security training

Overall, the findings from this study highlight two key issues that surround municipal

e-government security. First it is evident that from the surveyed agencies, compliance with all

federal e-government security requirements does not exist. Secondly, municipal agencies

needed additional resources in the forms of budget, staffing and training to be able to provide

a federal level of e-government security.
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CHAPTER 1

INTRODUCTION

Introduction to the Problem

Electronic government or e-government is not a new topic, but is one of high interest
to both the information systems and public administration research communities. From a
business perspective organizations realize that in order to maintain a competitive edge and
reduce costs technology must be leveraged to its fullest to streamline business operations
(Eyob, 2004; Marchionini, Samet, & Brandt, 2003). As such, organizations now put
themselves in greater contact with their customers through corporate websites, portals and
integrated voice response (IVR) systems among others (Fiedler & Schmidt, 2005; Ho, 2002).
This exposure subjects organizations to greater probabilities of security breaches and places
an additional need to focus on the security of such systems (Choudrie, Raza, & Olla, 2009;
Dutton, Guerra, Zizzo, & Peltu, 2005). ‘

The trend to incorporate online services to enhance accessibility and reduce overhead
costs has prompted the growth of e-government services in government agencies of all sizes.
Although typically criticized for their inefficient and slow adoption of technology,
government entities have employed such systems to provide better service to their
constituents (Hazlett & Hill., 2003; Iglesias, 2010; Jun & Weare, 2008). This can be seen at
all levels of government: federal, state and local. At the federal level, agencies such as the
Internal Revenue Service (IRS) utilize e-government services to allow taxpayers to check the
status of their refunds, apply for an employer identification number (EIN) and pay taxes
online among other services. At the state level, the California Department of Motors Vehicles
(DMYV) provides for online vehicle registration and online booking of DMV appointments.
Local municipalities are no exception either. Many cities provide several online services to
their residents for items such as: filing noise complaints, code enforcement violations and
paying business license taxes (Hofmann & Heierhoff, 2012; Jun & Weare, 2008). The
collection of online services provided by government is typically referred to as electronic

government or e-government. The type of e-government services provided by government




agencies vary from locality and the level of government offering the service. Nonetheless, the
trend can be seen that government entities are aware of the versatility and practicality of
implementing online services to serve the public community (Gefen, Warkentin, Pavlou, &
Rose, 2002; Scherlis & Eisenberg, 2003). Citizens enjoy the ability of being empowered with
the capacity to perform various governmental activities without having to leave the comfort of
their homes. This avoids long lines and hold times on the telephone to speak to government
representatives (E. W. Welch, Hinnant, & Moon, 2005). At a first glance, all these e-
government services seem like a win-win for both government and citizens.

However, this enhanced exposure also increases the security risks for agencies and
especially for those utilizing or planning to adopt e-government services (M. M. Brown,
2000). The increase in identify theft, terrorist attacks and security breaches has emphasized
the importance of information security (Li, 2011; Marques, Dias, & Zuquete, 2009; Taylor,
2002). In 2011 the police department’s website for the City of Fullerton, California was a
subject of numerous hacking threats from the hacking group known as Anonymous
(Koerkner, 2011). In 2012, the city of Springfield, Missouri was also targeted by the
Anonymous hacking group resulting in the personal information of over 2,100 users of the
city’s public website to be compromised (Penprase, 2012). As one would expect, the larger
government agencies (federal and state) are subject to more regulation and oversight to
safeguard citizens’ personal and confidential information. However, municipal government
agencies have very little regulation in regards to their e-government offerings. In most
instances, if such security requirements do exist, these are frequently self-imposed.

In addition many municipal or local government entities simply do not have the
resources to support and maintain secure e-government services. Municipal agencies,
however gather information which should be treated with the same degree of confidentially
and privacy as their larger federal and state counterparts. Thus, it is necessary for additional

research in this area to determine the degree to which this problem exists.

Background of the Study

E-government is an emerging field with multidisciplinary interest. However, much of
the existing literature in the realm of e-government discusses topics not directly related to

security. For example, early research in e-government focused on taxonomies, models for




adoption, and longitudinal studies of the impact of e-government on citizen satisfaction and
trust (Beynon-Davies, 2007; Cohen, 2006; Dae-Ho Byun, 2011; Halaris, Magoutas,
Papadomichelaki, & Mentzas, 2007; Hsu, Lin, Fang, & Chiu, 2012; Lee, Lee, & Kim, 2012).
Recent literature has cited security as a common barrier or obstacle to adopting and
maintaining e-government services (Angelopoulos et al., 2010; Baker & Bellordre, 2004; W.
A. Conklin, 2007; Ebrahim & Irani, 2005b; Gilbert et al., 2004; Pipe, 2006; Schwester, 2009).

Of particular interest to this study is the United States E-Government Act of 2002.
This key piece of legislation has had a significant impact on the role and usage of e-
government services at the federal level in the United States (Levack, 2003). Title III of the E-
Government Act of 2002 known more commonly as the Federal Information Security
Management Act (FISMA) provides security requirements for federal agencies employing e-
government services. This study will focus on the “Security Protocols to Protect Information”
as required by Section 207(f)(1)(b)(iv) of the E-Government Act of 2002.

Currently, only federal agencies are required to comply with the E-Government Act of
2002 and its provision to provide security protocols to protect information (Seifert & Relyea,
2007). State and municipal government agencies are not subject to this federal act. This case
study uses the federal approach to e-government security as a benchmark that municipal
agencies should seek to attain. Federal agencies can comply with the security requirements of
the act by following the guidance set forth by the NIST SP800-44 document published by the
National Institute of Standards and Technology (NIST) a recognized authority in publishing
security guidelines, policies, standards and procedures.

The NIST SP800-44 publication provides a series of seven (7) security checklists that
can be used to ensure that all aspects of the policy have been applied appropriately. For this
case study, municipal agencies were benchmarked against the degree of compliance in each of
these seven security checklists. Each city (municipality) within the county of Orange,
California was used as part of the study. Each agency was asked to indicate if they were
compliant with each of the key sub-categories from all seven checklists. If they were not
compliant, the agency was asked to provide the degree of difficulty that would be expected to
achieve compliance and rated as: easy, medium or difficult.

Following this initial poll an interview was conducted with a representative from the

agency. In most instances this representative had primary responsibility and oversight over the




organization’s information technology and information systems. Two questions were
presented to the interviewee in each which they were asked to comment of the e-government
security practices of their agency and also provide insight into the resources that could help

their organization provide improved security on their e-government services.

Statement of the Problem

An ample amount of evidence is available discussing the barriers to e-government
adoption and initiatives. Of the many barriers or challenges mentioned, security concerns are
a recurring theme (Angelopoulos et al., 2010; W. A. Conklin, 2007; Ebrahim & Irani, 2005b;
Gilbert et al., 2004; Pipe, 2006; Schwester, 2009; Stibbe, 2005) (Kostresevic & Simic, 2011;
Tuna-Reyes & Gil-Garcia, 2003; McLeod Jr. & Pippin, 2009; Paolo, Massacci, & Zannone,
2007; Stibbe, 2005).

The majority of research however does not focus or discuss security considerations for
e-government systems. This is even more notorious when looking specifically at municipal e-
government literature. As such, this study takes an in-depth look at the e-government security
practices of the 34 incorporated cities within the county of Orange, California through a
descriptive case study. This case study yields important findings about the capabilities of
municipal government agencies in implementing and maintaining secure e-government

services by using federal e-government security requirements as a benchmark.

Purpose of the Study

The purpose of this study was to explore and further understand the e-government
security capabilities and practices of municipal government. This study utilized a case study
research design collecting both quantitative and qualitative data from the participating
municipal agencies. To date, limited research has been conducted in the area of municipal e-
government research as evidenced by the literature review conducted as part of this study.

This shed light on the information security practices and resources of municipal
government entities through a descriptive case study of municipalities within Orange County,

California. The County of Orange is home to 34 incorporated cities of varying size and




demographics. This county provides an adequate spread between cities which allowed the

findings and contributions of this research to be applicable in other instances.

Research Questions

This research project and study addresses three (3) key research questions as follows:

1) What level of e-government security do municipalities currently have when
benchmarked to federal e-government security requirements?

2) How can municipal agencies reach a federal level of e-government security?

3) Why are municipalities not fully compliant with federal e-government security

requirements?

Significance of the Study

This research project analyzed municipal e-government security through the lens of
the E-Government Act of 2002 and specifically the key provision directly relating to federal
e-government security: Security Protocols to Protect Information

It is important to note however, that municipal government agencies are not required
to adhere to these security requirements. At the moment, the requirements of the E-
Government Act of 2002 apply only federal agencies. Nonetheless, the research project
investigated which of these requirements municipal government entities were compliant with

and how they could become more compliant.

Assumptions and Limitations

Assumptions

For this study one key assumption that has been made is that all participants answered
honestly to all questions. Each participant from the case study was first asked to
independently respond to a set of questions that provided information regarding their
municipality along with their compliance or ability to comply with the various requirements

of the NIST SP 800-44 Security Checklists. Each participant was then interviewed and asked




two questions. It is the assumption of this study that each participant answered all questions in
an honest manner.

It is further assumed that each of the participants of this study fully understood and
comprehended each of the questions that were asked of them. During both phases
(independent responses to questions and interview) the participants were provided with the
opportunity to ask for clarification or guidance on any item. No participant asked for follow-
up explanations, so it is thereby assumed that all participants fully understood all aspects of

the questions they was presented.
Limitations

This study noted certain limitations and also defined the research scope. This case
study is limited to the incorporated municipalities within the county of Orange, California. No
county or state agencies were included as part of this study. Orange County has a reasonable
spread of municipal agencies with varied financial resources and demographic backgrounds.
While many of the conclusions that have been developed as a result of this study are
applicable to other similar municipalities, should these findings be used in other research
endeavors each researcher is responsible for confirming the degree to which these findings are
applicable to their specific scenario.

Second, each participant was provided with a statement of confidentially and
anonymity to help prevent any biased responses. However the possibility does exist that some
responses may have been biased fearing negative repercussions from their superiors.

Third, this study was not designed to be the authoritative study on municipal
government security. Instead it is an exploratory and descriptive study into municipal e-
government security utilizing municipalities within Orange County, California as participants.
Therefore, it is possible that other researchers can reach a different set of findings when
looking at another municipal agency.

Lastly, while an exhaustive literature review and search was performed in preparing
the results and findings of this study, it is possible that some findings or conclusions already
existed without the researcher’s knowledge. Nevertheless, this study provides a significant

and unique look into municipal e-government security by means of a case study approach.




Nature of the Study

This research project utilized a descriptive case study research approach. The research
focuses on understanding e-government within a municipal context to ascertain an improved
understanding of how e-government is influenced by this context (M. Myers, 1997). As such
this research study adopts a set of philosophical assumptions that are inherent of interpretive
research.

A case study research approach was selected for this study as this research model is
one frequently used in information systems research (Orlikowski & Baroudi, 1991).
Furthermore, this study utilized the recommendations set forth by Walsham (1995) for

interpretive case study research.

Organization of the Remainder of the Study

This dissertation is organized into five (5) chapters. This chapter serves as the
introduction to the research project and study. It includes the introduction to the problem, the
background of the study, the statement of the problem, the purpose of the study, the research
questions, the significance of the study, the assumptions and limitations of the study, and the
nature of the study.

Chapter 2 provides a literature review of pertinent literature and is subdivided into
smaller sections by topic.

Chapter 3 describes the research methodology and design that was utilized for the
study.

Chapter 4 includes the data collected for the study, a summary of findings and the
relevant data analysis that was conducted.

Chapter 5 discussed the contributions of the study, provides suggestions for future

discussion and furnishes the concluding remarks of the study.




CHAPTER 2

LITERATURE REVIEW

Overview of E-Government

In gathering information for this research project an extensive literature search and
review has taken place. As a primary resource, the E-Government Reference Library (EGRL)
version 8.5 was utilized. The EGRL is a comprehensive bibliography of e-government
publications maintained by the iSchool at the University of Washington. E-Government
continues to remain a topic of heighten research interest with over 850 new peer-reviewed
publications in the English language being added to the EGRL in its last revision. The EGRL
currently contains over 5,524 bibliographic references from a variety of peer-reviewed outlets
including journals, conferences, books and other sources.

The table below highlights the number of publications within the EGRL that are

specific to local, municipal or city government.

Table 2.1: Number of Local E-Government Sources in the EGRL

City 59 1.07%
Municipal 97 1.76%
Local 274 4.96%
Total 430 7.78%
*Total number of literary sources in the EGRL = 5,524

In addition to the literature sources identified above, other sources within the library
were identified. The abstracts or overviews were reviewed to determine their applicability to
the topic. The following criteria were used to determine the applicability for the purposes of
this study:

1) Research paper had a primary focus of e-government




2) Focused on the use, implementation or effects of e-government
3) Excluded papers having a primary focus of e-voting systems
4) Relevance to research topic

The literature search revealed that there is an even distribution of publications in the
business related disciplines as compared to the publications in information systems related
outlets. The publication of e-government information in different disciplines suggests that the
topic is multi-dimensional and is of interest to multiple research fields. It also illustrates the
need to analyze a given research topic using the tools from different disciplines.

Recent reports on e-government initiatives show a growing trend among all levels of
government. It is estimated that at the federal level only, the United States spent in excess of
$2 billion in 2006 for e-government related activities (Belanger & Hiller, 2006). Adoption of
new technologies and strategies to enhance government activities in the online arena are
present at virtually all levels of government. Publication of e-government research has
occurred in both the public administration and information systems outlets. Although most
articles are broad in nature and typically deal with more theoretical and managerial
implications of e-government, the literature search concluded in the following seven themes

that were prevalent among extant e-government publications:

1. e-Government Frameworks: (Apostolou, Mentzas, Stojanovic, Thoenssen, &
Lobo, 2011; Belanger & Hiller, 2006; Chutimaskul, Funilkul, &
Chongsuphajaisiddhi, 2008; Cordella & lannacci, 2010; Crichton, Davies,
Gibbons, Harris, & Shukla, 2007; S. Dawes, 2008; Gupta & Jana, 2003; Nour,
AbdelRahman, & Fadlalla, 2008; Raus, Liu, & Kipp, 2010; Sarantis, Charalabidis,
& Askounis, 2011)

2. Classifications of e-Government: (Arabatzis, Andreopoulou, Koutroumanidis, &
Manos, 2010; Gupta & Jana, 2003; Halaris et al., 2007; Layne & Lee, 2001; Lee et
al., 2012; Mosse & Whitley, 2009; Olbrich, 2010; Zhou, 2008)

3. Types of services offered: (Gil-Garcia & Martinez-Moyano, 2007; Gupta & Jana,
2003; Kaaya, 2009)

4. Legislation concerning e-Government: (Alpar & Olbrich, 2005; Basu, 2007;
Brunschwig, 2002; Chissick, Harrington, & Azhar, 2004; Gil-Garcia & Martinez-
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Moyano, 2007; Kiskis & Petrauskas, 2003; Paolo et al., 2007; Saarenpéi, 2003;
Taylor, 2002; Wilson, 2012)

5. Common barriers to e-Government: (Angelopoulos et al., 2010; Archmann &
Nielsen, 2008; Ayyad, 2009; Baker & Bellordre, 2004; W. Conklin, 2007; W. A.
Conklin, 2007; Emani Marques dos Santos & Reinhard, 2010; E. M. dos Santos &
Reinhard, 2012; Ebrahim & Irani, 2005a, 2005b; Faisal & Rahman, 2008; Lam,
2005; Pipe, 2006; Schwester, 2009; van Veenstra, Klievink, & Janssen, 2009)

6. Citizens’ trust and confidence in e-Government: (Akkaya, Wolf, & Krcmar,
2010; Al-Sobhi, Weerakkody, & Fl-Haddadeh, 2012; S. A. Becker, 2005;
Bélanger & Carter, 2008; Carter & Bélanger, 2005a, 2005b; Choudrie et al., 2009;
Dutton et al., 2005; Galindo, 2002; Horsburgh, Goldfinch, & Gauld, 2011;
Huijboom & Hoogwout, 2004; McLeod Jr. & Pippin, 2009; Navarrete, 2010; M.
Parent, C. Vandebeek, & A. Gemino, 2005; M. Parent, C. A. Vandebeek, & A. C.
Gemino, 2005; Richards, Adam, & Price, 2005; Rowe, 2007; Smith, 2010; C.
Tolbert & Mossberger, 2003; C. J. Tolbert & Mossberger, 2006; E. W. Welch et
al., 2005; Yee et al., 2005)

7. Security concerns of e-Government solutions: (J. Becker, Hofmann, &
Rickers, 2011; Berghmans & Van Roy, 2011; Brechbuhl, 2010; Y.-S. Chen,
Chong, & Zhang, 2004; A. Conklin & G. White, 2006; A. Conklin & G. B. White,
2006; Hof, 2003; James B. D. Joshi, Ghafoor, Aref, & Spafford, 2002; James B.D.
Joshi, Joshi, & Chandran, 2007; Kjaerland, 2006; Levack, 2003; Luna-Reyes &
Gil-Garcia, 2003; McLeod Jr. & Pippin, 2009; Si & Li, 2007; Stibbe, 2005; Wang,
2009; Wimmer & von Bredow, 2002; Winkel, 2007; Zhao & Zhao, 2010)

A principle question that arises when dealing with e-government is how to define what

e-government is and what it encompasses. In comparison to other more established research
topics, e-government is still considered relatively new (Grant & Chau, 2005). As such, some
scholars disagree as to what services should fall under the umbrella of e-government. As is

commonly seen in research the definition of a given phenomenon can vary depending on the

perspective used by the person providing such a definition.
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In defining e-government (Scholl, 2003) describes this as “the use of information
technology to support operations, engage citizens, and provide government services” (Scholl,
p. 2). Under this term, just about any information technology (IT) system used to support and
engage citizens could thereby be considered an e-government system. However, e-
government is not typically thought of the computer and servers used to by government
employees to provide citizens with information. Instead it is more commonly considered the
self-support or online services provided by government (Carter & Bélanger, 2005b). These
services support and enhance government efficiency when interacting with citizens.

Regardless of the various viewpoints on the definition of e-government, the majority
of scholars agree that one key goal or output of e-government is improved efficiency (Eyob,
2004; Grénlund, 2002; Thomson, 2011). In looking at the gradual evolution of government
technology, efficiency has always been an important motivating factor towards adopting such
systems. For example, technology in many government offices was seen in the early 1970s
when many government agencies adopted mainframe computer systems to automate routine
processes and calculations. Later, in the 1980s the microcomputer was smaller and more
affordable. This allowed government agencies to use some systems for information and data
processing.

The 1990s were a time when many government agencies adopted large scale
enterprise resource planning (ERP) systems which automated payroll, accounting, budgeting
and other common tasks. Around the late 90s and at the turn of the millennium many agencies
moved to the Internet to offer online services (Relyea & Hogue, 2004). Just as businesses
learned the value of the Internet so did government agencies. Beginning in the late 90s many
government agencies including municipalities throughout the United States launched their
first websites (Gronlund & Horan, 2005).

Today, e-government is considered the collection of online and web services offered
to interact with citizens, businesses and even other government agencies (Gil-Garcia & Luna-
Reyes, 2003; Wyld, 2004). E-government services are adopted by agencies for a wide variety
of reasons. Some agencies are mandated to do so, others capitalize on the cost savings
produced by enhanced efficiency and others do so to better serve their citizen base. The

unique nature of each government agency adds to the complexity in defining and specifying
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requirements for a particular initiative. Overall however, e-government serves as a necessary

component in the IT portfolio of most government agencies today.

E-Government Models

E-government systems can be highly complex and differ from one another. However,
modeling e-government systems provides a method to more easily understand and research
these services. The intricacy of e-government is described by some with a three stage model
comprised of: initiation, infusion and customization. Yet others utilize another that focuses on
communication as: one-way communication, two-way communication, exchanges and portals
(Belanger & Hiller, 2006).

" Early works in the 2000s provided for several models for e-government. Many of
them classified e-government based on the degree of adoption or the technological
advancements of the organization. The figure below highlights common model stages as

identified by (Coursey & Norris, 2008).

Figure 2.1: E-Government Models (Coursey & Norris, 2008)
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Others when classifying e-government compare it to the more established discipline of

e-commerce. When describing e-commerce transactions it is common to mention terms such

as business-to-customer (B2C), business-to-business (B2B), business-to-employee (B2E) and
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customer-to-business (C2B). Similarly, e-government transactions can also be described in

this same context as: government-to-citizen (G2C), government-to-employee (G2E) and

government-to-government (G2G) (Moon & Norris, 2005). In this context, one can see that

government can interact with citizens, employees, and even other governmental institutions in

a comparative fashion as e-commerce (Carter & Bélanger, 2005a). In correlating e-

government to its growth, Reddick also uses the classifications of G2C, G2B and G2B
(Reddick, 2005). The Figure 2.2 below highlights Reddick’s representation of transactions

that occur within each type of e-government classification.

Figure 2.2: Stages of E-Government Growth (Reddick, 2005)
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Comparing e-government to e-commerce is a well suited match. The field of e-
commerce is more mature, developed and researched. Yet, e-government can truly be said to
be nothing more than government agencies using the same online and web technologies that
business have been using for much longer. Other researchers have suggested that e-
government can learn many valuable lessons from its e-commerce counterpart (Scholl, 2006).
Thus comparing e-government to e-commerce can broaden the understanding of online
technology and adoption by governmental organizations.

Another stance on modeling e-government is provided by Moon who classifies e-
government transactions into two distinct categories: financial and non-financial transactions
(2005). Financial transactions typically include activities such as: paying for taxes, fines,
licenses, utilities and citations. However, the larger list was comprised of non-financial
transactions which included items such as: services requests, records requests/searches, maps,
permit renewals, program registration and communication with elected officials. This
evidence clearly demonstrates a trend in utilizing e-government for a growing number of
services.

Moon’s distinction between financial and non-financial transactions is an important
one. Financial related transactions carry higher-level of security and confidentially than that
of non-financial inquires. Providing this distinction early on can allows for enhanced security
provisions for those transactions that are considered financial. Other researchers have also
suggested that when payment systems are involved a separate model should be utilized
(Wittmann, Breitschaft, Krabichler, & Stahl, 2007). Using a separate model for this aspect
would account for the intricate details that should be addressed as part of e-government
offerings including payment functionality.

Other researchers have taken a holistic approach on e-government suggesting that it
should be an all-inclusive or one-stop solution. In larger government agencies it is not
uncommon to see e-government services spread out amongst various web pages or websites.
This approach however, can make it difficult to quickly locate all the online e-government
services provided by an agency. Glassey suggests that one-stop models to e-government have
been very effective in European countries and that similar approaches should also be explored

for agencies within the United States (Glassey, 2004).
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Of the cities included in the part of this study, the City of Anaheim, California
provides a good example of how municipal government agencies can utilize the one-stop e-
government model. Figure 2.3 shown below highlights how this organization consolidated all
of their online (e-government) services on their homepage and makes them available through

a single button titled “Online Services”.

Figure 2.3 — City of Anaheim Homepage
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Subsequently, figure 2.4 illustrates the online services section of the City of Anaheim

website. Using this approach allows citizens viewing the website to access all of the agency’s

e-government resources in a single page. The cities included in this study utilized various
approaches to organizing and collecting their e-government offerings. Some, like the
Anaheim gathered them all in a single location. Others required that the user navigate to the

section or department page to access the e-government services for that given category.
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Figure 2.4 — City of Anaheim Online Services Section
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Business modeling of e-government is also an approach seen in literature. Government
agencies frequently interact with businesses and in fact businesses are frequent users of e-
government offerings. Gertraud points out that business models have frequently neglected the
important partnerships and collaboration that should occur with government entities (Gertraud
Peinel, 2010). Thus, Gertraud recommends and proposes various approaches to modeling e-
government services so that they align with the needs of businesses. Other researchers have
also hinted at the importance of modeling e-government to recognize business needs (Janssen,
Kuk, & Wagenaar, 2005; Joha & Janssen, 2011; Loukis & Tavlaki, 2007; Panagiotopoulos,
Al-Debei, Fitzgerald, & Elliman, 2012).

Furthermore, by using a case study approach Yadav and Yadav recognize that an

entirely new model is needed for e-government altogether (Yadav & Yadav, 2009). Many
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other models have focused on a specific aspect of the e-government process, implementation
or usage. Yadav instead recommends a model that encompasses all aspects of e-government.
This research agrees well with the findings of Loukis and Tavlaki who propose models for
designing, supporting and maintaining public to private partnerships (Loukis & Tavlaki,
2007).

Overall, it is evident that e-government in itself is a complex phenomenon and that
different research approaches can be taken to classify, model and interpret these services
(Beynon-Davies, 2007). As the research field of e-government continues to mature so will the
models and definitions used in delimiting its context. Models that may apply or be useful in
one scenario, might not always be applicable in other specific instances (Coursey & Norris,
2008). These models are established to furnish guidance and direction. New literature also
shows a trend to modeling and understanding the service quality and reliability of e-
government systems once adopted and implemented (Magoutas & Mentzas, 2009). In all,

each model presents its own set of advantages and disadvantages.

Reasons for Adopting and Using E-Government

The reasons for adopting and implementing e-government services are as diverse and
complex as the models designed to understand them. However, out of the uniqueness of each
given agency’s impetus for adopting e-government, some general trends do exist. Some of
these include the desire to enhance organizational efficiency, reduce overhead or
administrative processing costs, develop an improved sense of openness and trust, and
providing enhanced convenience to a government agency’s constituents.

Much has been published on efficiency as a motivating factor for adopting e-
government (Chourabi, Mellouli, & Bouslama, 2009; Eyob, 2004; Gronlund, 2002; Iglesias,
2010; Jun & Weare, 2008; Khayyat, 2010; Lee, Oh, & Kwon, 2008; Sell, Patokorpi, &
Walden, 2006; Thomson, 2011; Yarlagadda & Ahmed, 2007). Many government agencies
that have participated in business process remodeling (BPR) have found that incorporating e-
government systems or technologies can help enhance their level of efficiency. In doing so
some researchers suggest modeling e-government business process during the adoption phase

to maximize the efficiency of such systems (Chourabi et al., 2009).




18

Increased organizational efficiency usually has a positive effect on citizen satisfaction.
Some studies have suggested that efficiency and increased citizen satisfaction are two primary
outputs of e-government systems (Ciborra, 2005). Efficiency is an important factor for
government agencies because enhanced and streamlined operations frequently reduce
overhead costs for government. Smaller government agencies as surveyed in this case study
are usually more sensitive to budgetary changes that are a result of fluctuations in the
economic climate. Augmenting efficiency for some has been a way to combat shrinking
budgets by maximizing existing resources and staff.

For other agencies, a key motivating factor for e-government is reducing
administrative and employee related costs. Depending the type of government entity and
location some agencies still process a large variety of items in a manual fashion. As such, the
lack of online services or automation results in the need for increased staffing and overhead.
Adopting and using e-government systems has been cited by several researchers as a method
to reduce the administrative burden that numerous government agencies face (Alessia C.
Neuroni, 2010; Andersen & Medaglia, 2008; Arendsen & van Engers, 2004; Mary Maureen
Brown, 2001; Decman & Klun, 2010; Eyob, 2007; Hadzilias, 2005).

Initiatives to enhance government transparency at the national level in the United
States have spawn agencies at all levels to look for technologies to provide such citizen
access. As a result, many local, state and federal agencies have adopted or enacted measures
which require their organizations to provide openness and transparency to the public. To
comply with these requirements some government agencies have adopted or enhanced their
use of e-government services. Recent publications show that transparency is a concern and
reason for utilizing e-government for agencies at all levels (Bertot, Jaeger, & Grimes, 2012;
Bonson, Torres, Royo, & Flores, 2012; X. Chen, Kong, & Futatsugi, 2007; Ciborra, 2005; S.
S. Dawes & Helbig, 2010; Fenster, 2012; Grimmelikhuijsen, 2012; Helbig, Styrin,
Canestraro, & Pardo, 2010; Ostermann & Staudinger, 2007; Piotrowski & Borry, 2009; Eric
W. Welch & Hinnant, 2003; Zinnbauer, 2007).

For agencies concerned with enhancing the trust of their citizen base, e-government
systems have proven helpful in this area as well. In most instances, increased levels of e-
government have allowed citizens to have easier and faster access to government records and

information. This enhanced access has reduced the perception of government corruption or
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inefficient spending (Ostermann & Staudinger, 2007; Roy, 2005; Eric W. Welch & Hinnant,
2003; Zinnbauer, 2007). Openness, transparency and trust are closely tied together and can all
be supported by accessible e-government systems.

Convenience and increased accessibility is another factor for e-government adoption.
Very few government agencies provide around-the-clock or 24-hour availability. By
implementing e-government solutions, agencies can frequently provide 24-hour a-day
availability. E-government is also beneficial to those with disabilities or with limited
transportation (Fogli, Colosio, & Sacco, 2010). Online services can provide a method for
those individuals to interact with government independent of time and place. As online
services in other areas grow, citizens have increased expectations of online services from their
government agencies. This convenience is considered by many as a “must” and no longer a
luxury.

In general there are many reasons as to why government agencies employee e-
government services. As described in this section there are many benefits and positive reasons
to implement e-government solutions. Most agencies are impelled to implement a given e-
government service for more than one reason. In one instance a combination of efficiency,
increased access and reduced operating costs might lead one agency to adopt e-government.
Yet others may choose a completely different set of items as their motivating factors.
Nonetheless, regardless of the precise reasons for adoption, recent publications and reports
show government agencies are adopting and enhancing their e-government offerings at a

growing rate.

Barriers to Adopting E-Government

It is evident as described in the previous section that numerous reasons exist to adopt
e-government solutions. However, despite the many benefits that e-government services offer,
there are still many barriers and challenges that agencies face when attempting to adopt e-
government systems. Even in those projects that resulted in a successful implementation and
acceptance obstacles were stilled seen.

Information sharing among government agencies was a common theme prevalent

among all levels of government. However, businesses utilizing e-commerce technologies

were noted to typically shy away from information sharing as compared to the public sector
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(Sharon L. Caudle, Gorr, & Newcomer, 1991). Yet, one of the key deterrents in information
sharing in governments agencies is a byproduct of incompatible legacy systems. The larger
the agency the harder it becomes to stay current with technology and modernize legacy
systems (Stamoulis, Gouscos, Georgiadis, & Martakos, 2001). As such, e-government has
also been implemented with the hopes of remedying this situation with the expectation that
G2G transactions can be accomplished via such avenues despite more direct sharing methods.

Despite the obvious advantages of e-government not only for citizen communication
but also for intergovernmental transactions, many barriers still exist. Barriers can typically be
classified into the following three categories: political, financial or technological (Ebrahim &
Trani, 2005a). Of particular interest are those that are technological in nature. In some
instances, there is no existing platform to perform a customized e-government service and
developing such a service would be too cost prohibitive. Other limitations reside not with the
governmental institution, but on occasion with a given community’s demographics as it
relates to their access to technology. Naturally, implementing a service that would have little
or no usage would not be well advised.

Another common but frequently overlooked facet is a citizen’s trust in a certain
agency (Akkaya, Obermeier, Wolf, & Krcmar, 2011; Akkaya et al., 2010; Carter & Bélanger,
2005a; Yee et al., 2005). The aspect of trust is not one that is centric just to a particular state
or country. Instead, concerns of government trust and privacy in relation to e-government are
seen at a global level (Das, DiRienzo, & Burbridge, 2009). Trust can implicate a given
agency’s reputation and past performance with the public. Or even more important, the lack
of response from citizen initiated contacts from e-government services (Thomas & Streib,
2003). The perception that in-person contact will be more effective than online contact can
have a devastating effect on a given e-government service. Research has shown that levels of
trust in e-government are elevated with positive online responses and outcomes (LaVoy,
2001; Eric W. Welch, 2005; West, 2004). For that reason, government agencies should strive
to ensure that online contact from citizens receives equal or greater support than contact from
other traditional methods.

Of the various barriers mentioned, security seems to take a back seat (Norris & Moon,
2005). The paradox however, is that security is a growing concern amongst government

agencies and their respective citizens (Taylor, 2002). Some agencies may just be too small to
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employ the necessary staff to address such issues, while others simply overlook the security
concerns by highlighting the online service’s features (Lee, Xin, & Trimi, 2005).

Larger agencies such as federal and state agencies typically provide for more thorough
security measures because the likelihood of an attack is much greater. Unfortunately, many
local government agencies fast-track security under the premise that such an investment is not
necessary and therefore fail to implement proper security countermeasures. For this reason,
many local cities and small government agencies have fallen victims to information breaches
and other security threats. Research indicates that citizens are constantly becoming more
“connected” by using computers, Internet, mobile phones and other forms of communication
to stay in touch with their government agencies (Thomas & Streib, 2003). As such, a greater
commitment to security is necessary from municipal government agencies.

One of the common barriers to implementing and adopting e-government solutions
that was discussed earlier was “security”. Public officials realize that e-government systems
can place their entities at greater risk for terrorist or other malicious attacks (Halchin, 2004).
A recent security assessment on the state of e-government websites found the creation of
opportunities and threats. The solutions provided a wide variety of services to citizens, but
also created a myriad of new threats (Zhao & Zhao, 2010).

Many methods exist to implement security for e-government. But in general e-
government should address the three key areas of information security: confidentially,
integrity and availability (McCumber, 2005). Integrity can be conserved by ensuring that an
audit trail is maintained and that all changes or updates to the systems are documented (van
Velsen, van der Geest, ter Hedde, & Derks, 2009). Additionally, security should be a primary
concern and needs to be built into the system and not performed as an afterthought once the
system has already been fully developed (Meneklis & Douligeris, 2010). Lastly, risks should
also be identified and evaluated to protect any citizen information that has been collected
(Bélanger & Carter, 2008).

The literature review found a large pool of e-government related publications.
However, the majority of the articles lacked a security focus. Part of the reason for this is that
half of such articles were published in business, management or public administration
journals. As such, the articles focus on managerial issues and strategies for implementation.

Others discussed barriers for implementations and frameworks to describe and classify such
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e-government initiatives (S. L. Caudle, 1990). The other half of publications were found in
articles published in the information systems (IS) discipline. Unfortunately, even works
published in IS conduits, failed to accurately address the need for security and especially at
the municipal government level.

Security however, was not an unknown factor. Most articles touched on the topic of
* security, however not extensively enough to define a framework for addressing security
implications of e-government. Instead, security was merely mentioned as a barrier or as a
factor to consider when seeking to implement such a system (Moon & Norris, 2005). In many
instances, security is often left last due to its intricate and complex application in the e-
government arena. Although of extreme importance, management often seems to believe that
security hurdles are the easiest to overcome (Mitrakas, Hengeveld, Polemi, & Gamper, 2007).
For that reason, many initiatives often see delays. Security concerns are often not addressed
and realized until the final steps of an implementation (Kaliontzoglou, Sklavos, Karantjias, &
Polemi, 2005).

For these reasons this research project focuses on security. Researchers tend to focus
on the larger federal and state agencies and often neglect the important role that local
government plays in communities (Rice, Alsobrook, & Weinberger, 1982). As such, this case
study seeks to understand the limitations of smaller municipal government agencies to
understand how they can still achieve and maintain a reasonable degree of e-government

security as compared to their federal counterparts.

E-Government at the Municipal Level

Municipal or local government agencies represent the smallest level of government in
the United States. Since municipal government agencies are much smaller than their larger
state and federal counterparts they have the ability to enjoy a more personal and intimate
relationship with their citizen base. The needs and priorities for municipalities may differ
greatly from that even of a neighboring city. Many municipal agencies have already
established a degree of trust and understanding with their respective communities. This allows
these agencies to be in the most opportune state to serve their population.

There are numerous reasons to implement, adopt and utilize e-government solutions

and these also apply to municipal government. Municipal agencies can capitalize on the
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benefits of e-government in a similar fashion as state and federal agencies. Municipal
government is typically the first point of contact for citizens and businesses within an
assigned jurisdictional area. The intimate relationship between citizens and municipal
agencies provides an excellent foundation to strengthened ties and business activities.

One such reason municipal agencies are primary points of contact for citizens is
because they usually more accessible than larger state and federal agencies. Government was
formed to support and assist the public community that it serves. E-government provides
opportunities to enhance the service provided to citizens and improve the overall customer
experience. Andresen points out that online portals provide opportunities to revitalize the
local government sector and also provide enhanced business partnerships (2003). These
increased partnerships provide enhanced service opportunities and allow government to work
with businesses in a more collaborative fashion. ‘

Municipal agencies have made large strides in enhancing their e-government
offerings. Since 2000 municipal agencies have incrementally increased the number of e-
government services they provide and also enhanced the degree of interactivity that they offer
(Holden, Norris, & Fletcher, 2003). Research from the early 2000°s shows that local
government agencies have harnessed technological improvement and enhancements that
resulted in cost savings (Mary Maureen Brown, 2001). As with most ventures, the benefits
must outweigh the costs to make such technological improvement possible.

Several researchers have noted the evolution in municipal government, which is the
rapid adoption and enhancement of e-government services. Others have correlated the
progress and advances of e-government services to e-business maturity models (Shackleton,
Fisher, & Dawson, 2004). While comparing government usage to e-business can be helpful at
times, it is important to recognize that differences do exist. In enhancing online services local
government entities are more interested in providing content and services as opposed to
commerce (Premkumar, Ho, & Chakraborty, 2006). However despite these differences,
municipal government has evolved and developed the degree to which online services are
provided.

In looking at e-government at the municipal level, several trends are apparent. For
example, Wohlers describes the level of sophistication of e-government among local agencies.

He argues that the level of sophistication of e-government agencies is positively correlated
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with agencies that are overseen by professional managers and provided with more
organizational resources (Wohlers, 2007). His findings and arguments are logical. Municipal
agencies which have more resources in terms of support, staff and budget are those that are
most technological sophisticated and provide the most robust e-government offerings. Along
those lines, local government agencies with more limited resources and staff were less likely
to have e-government services or provided them at a reduced capacity. Additional research
performed by Wohlers also continues to suggest this pattern (Wohlers, 2010).

In looking at trends, it is important to recognize that the types of services found at the
municipal level are varied. The varied nature of e-government offerings becomes readily
apparent when looking at municipal e-government at a global scale. Each municipal agency
provides offerings that are most relevant and helpful to their particular citizen base (Mann,
Grant, & Mann, 2011). So while there is a common trend in increased offerings and usage of
e-government services, the precise offerings can vary greatly from one municipality to
another.

Recent studies and publications continue to demonstrate the interest in e-government
at the municipal government level. Municipal government agencies are concerned with and
aware of the needed to offer online services (Norris & Reddick, 2012). One such reason for
the increased desire for e-government is the data mining potential. As citizens increase their
usage of e-government the potential to mine important demographic and geographic data
increases (Bakarh et al., 2012). This information provides opportunities for local agencies to
better understand their citizen base and understand their needs. E-government has also been
cited not only for its data mining capabilities but for its ability to assist agencies in knowledge
management activities (Anttiroiko, 2002). Therefore, government mines data from citizens,
but at the same time provides access to more information and resources in a digital fashion.

Another reason for why municipal agencies adopt e-government systems is because of
the value they offer both to the organization in question and to their citizen base. The value
approach to local e-government has been modeled by some and research suggests that taking
such an approach ensures that the value that such a system provides is properly captured
(Castelnovo & Simonetta, 2007). In most instances e-government when properly implemented
brings value to the agency. In some limited instances, when the needs of the community are

not properly assessed, some e-government projects can be unsuccessful due to limited
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utilization by the public. Despite the occasional e-government mishap, many benefits are still
seen in the majority of municipal e-government projects (Cook, LaVigne, Pagano, Dawes, &
Pardo, 2002).

Municipal agencies still face many barriers and obstacles to implementing their e-
government projects. A difficult aspect of this is that there is such a disparity in the capacity,
both technological and human from one municipality to another (Kim & Bretschneider,
2004). Such disparities cause it to be difficult to anticipate or foresee potential organizational
limitations that may occur during a given e-government implementation. However, projects
that occurred at agencies with strategic planning initiatives and executives with IT experience
were more likely to overcome barriers and obstacles encountered during implementation of e-
government systems (Beaumaster, 2002).

Of the many barriers or challenges cited, privacy and security of e-government
systems were a recurring theme (Edmiston, 2003). Municipalities often rely heavily on third-
parties to host, maintain and service many aspects of e-government systems. Qutsourcing
these services while not uncommon, also presents many security concerns. Assessing security
of third-party systems can be difficult since most municipal agencies are not even familiar
with what type of security they should ask for and end up following any recommendations
provided by the vendor.

Security related challenges are not unknown and are frequently highlighted as a
problem for municipal or local government agencies (Jain & Kesar, 2008,2011). As noted
eatlier, research and publications specific to municipal e-government is scarce. Research
specific to security as it relates to municipal e-government is even more limited. The limited
nature of publications relating to municipal e-government security and the frequent mention
of security as a barrier to e-government initiatives hints at a need for further research in this
area. While local government agencies are capable of implementing e-government solutions,

many opportunities exist to refine the degree of security in place for such systems.

Research Gaps

As seen throughout this section, an extensive literature review and search was
conducted in preparing this study. This section commenced with providing an overview of e-

government and defining the term electronic government. A careful consideration of the
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various models used to describe, classify and interpret e-government systems was also given.
Furthermore discussion and research was presented highlighting common barriers that arise
when implementing and maintaining e-government systems. Lastly, a look at e-government
systems at the municipal government level was considered along with highlights from key
literature in the area.

However, this review of literature also identified gaps in the extant publications in the
area of e-government. In a general sense, the e-government body of knowledge is composed
of over 5,524 publications. Of those publications less than eight percent (8%) focus on
municipal government (see Table 2.1). In looking at publications that focus on security, less

than 5 percent (5%) of the total publications had a security foucs.

Table 2.2: Seéurity Focused Publications in the EGRL

Privacy 70 1.27%
Security 128 2.32%
Risk 52 0.94%
Threat 10 0.18%
Vulnerability(ies) 4 0.07%
Total 264 4.78%
*Total number of literary sources in the EGRL = 5,524

As such, this literature review finds that two key deficiencies or gaps in the extant
body of knowledge in e-government are as follows: security and municipal government. The
findings and results of this research effort provide a significant contribution in both of these
two gap areas of security and municipal government. Nevertheless, it is necessary for future
publications and research efforts to hone in on the importance of security in e-government
systems. Additionally, a growth in the body of e-government publications that address local,

municipal and city government is also needed.
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CHAPTER 3

RESEARCH METHODOLOGY AND DESIGN

Case Study Design

This research project analyzed municipal e-government security using a descriptive
case study research approach. The research focused on understanding e-government within a
municipal context to ascertain an improved understanding of how e-government is influenced
by this context (M. Myers, 1997). Additionally, this study adopted an interpretive research
philosophy.

Case study research is an instrumental research model which is frequently used in
information systems research (Orlikowski & Baroudi, 1991). This particular study utilized the
case study research recommendations set forth by Walsham (1995) for interpretive case study
research. Walsham prescribes a series of guidelines for interpretive studies to ensure that the
role of the researcher is clearly defined. Following this set of recommendations ensured that
generalizations could be formulated from the research findings.

Municipal e-government security will be analyzed as described earlier using a
descriptive case study approach. Walsham (1995) supports an interpretive approach when
conducting case study research “since it has been widely drawn on by organizational
researchers concerned with interpreting the patterns of symbolic action that create and
maintain a sense of organization”.

In designing this particular case study the recommendations set forth by Yin (2009)
were utilized. Yin enumerates five key components of such a design:

1) Research Question(s)

2) Propositions (if any)

3) Unit(s) of Analysis

4) Logically Linking Data to Propositions

5) Criteria for Interpreting Findings
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Research Questions. Yin (2009) indicates that case study research is best suited to
answer “how” and “why” questions. It is recognized that significant regulation is in place
which requires federal agencies to comply with various security standards for their e-
government solutions.

The interest of this specific study is to take an in-depth look at e-government security
practices for municipal government agencies using these three research questions.

1) What level of e-government security do municipalities currently have when

benchmarked to federal e-government security requirements?

2) How can municipal agencies reach a federal level of e-government security?

3) Why are municipalities not fully compliant with federal e-government security

requirements?

It is important to note that the first research question is not one that would typically be
addressed by a case study research approach. However, this research question was addressed
as part of the study as it was necessary to baseline the current state of the municipalities that
will be selected for this study.

Study Propositions. A principle component of this study focuses on the need to shed
additional attention to and research on municipal e-government security. Earlier, it was
identified that federal agencies have been provided ample regulation and also guidance for
implementing security measures for their e-government initiatives. Due to the limited nature
of extant research on municipal e-government security this study will take a descriptive
approach. However, some propositions and assumptions will still be made.

Proposition 1: The general lack of research interest and attention has caused many
municipal government agencies to fall short on their security.

Proposition 2: The gap in federal and municipal e-government security is a result of
the lack of guidance and research coupled with limited resources for implementing such
security.

Unit of Analysis. Identifying the actual component of what a “case” consists of can
sometimes be a challenging task for the researcher. However, defining a unit of analysis is a
critical component of a case study research design (Yin, 2009). The point of analysis for this
particular study is municipal government agencies. The case that will be analyzed is that of

municipalities within the county of Orange of the state of California. This is a large county
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within southern California which has 34 incorporated cities of various sizes. As such the focal
point of analysis will be each individual municipality within this county. Additionally one key
stakeholder will be selected from each agency to be interviewed.

Logically Linking Data to Propositions. Two propositions were described earlier. The
first proposes a general lack of interest in security for e-government agencies. The second
purports that one of the reasons for which municipal government agencies struggle with
security is because of their limited organizational resources and lack of security guidance. The
study encompasses the 34 incorporated municipalities within Orange County, California. The
E-Government Security Act of 2002 requires federal agencies to provide security protocols to
protect information. This requirement can be met by adhering to the guidelines of NIST
Special Publication 800-44, Guidelines on Securing Public Web Servers. This publication
provides a series of seven (7) security checklists which a federal agency must follow to
comply with the E-Government Security Act of 2002, 207(f)(1)(b)(iv).

As such, a comparative analysis of each organization to the NIST Publication 800-44
security checklists was performed to: 1) baseline each municipality and 2) identify how
agencies in general can become more compliant.

Criteria for Interpreting Findings. The findings of this case study will be closely
correlated to each agency’s compliance or lack thereof to the NIST 800-44 standard. Here an
opportunity will be afforded to assess whether municipal government agencies can in fact
comply with the federally required NIST 800-44 standard. It will also ensure that each
organization is equally analyzed against a set of common criteria. The NIST 800-44
publication provides a series of seven (7) security checklists which can be used by an
organization to gauge compliance with this standard. The degree of deviation or compliance
with these security checklists will serve as the key basis for interpreting the findings of this
study.

To provide a complete overview and picture of each of the 34 municipalities, this
summary is provided to indicate the information that has been gathered from each agency.

The case study will therefore include relevant information from each city such as follows:
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Quantitative Data Collection

The collection of data and information for this research project was divided into two
sections. The first step was to establish contact with each municipality within Orange County.
After an appropriate contact person was located, they were provided with a pre-interview
participant survey. This survey collected some precursor information prior to the interview.
Below a listing of the information that was collected from the pre-interview participant

survey.

e Point of Contact Information
o First Name
o Last Name
o Job Title
o Phone Number
o Email Address
e Name of Municipality
e Staffing Resources
© Number of IT staff or contractors
o Dedicated Information Security Officers (if any)
e Financial Resources
o Total City Budget
o Total IT Budget
e [Ease of Implementation for NIST SP800-44 Security Checklist Items
o Checklist 1 - Planning and Managing Web Servers
o Checklist 2 - Securing the Web Server Operating System
o Checklist 3 - Securing the Web Server
o Checklist 4 - Securing Web Content
o Checklist 5 - Using Authentication and Encryption Technologies for Web
Servers

o Checklist 6 - Implementing a Secure Network Infrastructure
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o Checklist 7 - Administering the Web Server

The NIST Special Publication 800-44 is utilized by federal government agencies to
comply with the security requirements set forth by the E-Government Security Act of 2002.
Municipal agencies are not required to comply with these security requirements. However,
these security requirements were used as the baseline for “secure” e-government systems. The
NIST SP 800-44 contains a series of seven (7) security checklists. Each checklist contains
major security areas with smaller objectives or tasks that should be performed at each level.
The pre-interview participant survey asked each stakeholder to rate the degree of difficulty to
complete each major sub-category for each of the seven security checklists.

Table 3.1 shown below provides the name of each of the security checklists.
Additionally, it also provides the major checklist categories. The participants were asked to
rate the degree of difficulty to complete each of these major checklist items in the pre-

interview participant survey.

Table 3.1 — NIST SP800-44 Major Checklist Categorles

f Checkllst 1- Plannmg and Managmg Web Servers . _
Plan the configuration and deployment of the Web server
Choose appropriate OS for Web server
Choose appropriate platform for Web server
: checkhst 2- Securmg the Web Server Operatmg System
Patch and upgrade OS
Remove or disable unnecessary services and applications
Configure OS user authentication
Configure resource controls appropriately
Install and configure additional security controls
Test the security of the OS
Checklist 3 - Securing the Web Server
Securely install the Web server
Configure OS and Web server access controls
Configure a secure Web content directory

Checklist 4 - Securing Web Content :

Ensure that none of the following types of information are available on or through a public Web
server

Establish an organizational-wide documented formal policy and process for approving public
Web content that—(see items below)

Maintain Web user privacy

Mitigate indirect attacks on content
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Client-side active content security considerations

Maintain server-side active content security

Checklist 5 - Using Authentication and Encryption Technologies for Web Servers
Configure Web authentication and encryption technologies

Configure SSL/TLS

Protect against brute force attacks ’
Checklist 6 - Implementing a Secure Neth
Identify net

Assess firewall configuration

Evaluate intrusion detection and prevention systems

Assess network switches

Evaluate load balancers

Eva!uate reverse proxies ;
_Checklist 7 - Administering the Web Se
Perform logging

Perform Web server backups

Recover from a compromise

Test security

Conduct remote administration and content updates
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Qualitative Information Collection

The second portion of the data collection involved following up with each individual
that completed the pre-interview participant survey. To obtain a qualitative understanding of
the nature of a given municipality an attempt was made to speak to the key stake holder
responsible for the oversight of information technology (IT) related operations. In most
municipalities this typically consisted of an IT manager, IT director, IT administrator, or IT
analyst. In instances, where a municipality utilized solely contract IT staff, the administrator
or responsible party within the organization for managing that contact was contacted. In
instances, where neither of these individuals was available, the desired information was

obtained from the public relations/information office.

Participant Interview Questions

1) What do you feel is the greatest challenge in implementing and maintaining e-

government security for your agency?

2) What organizational change or resource would assist your agency in enhancing its e-

government security?

Prior to commencing the interview, the participant was given a brief overview of e-
govemment and the purpose of the study. The participants were also ensured that anonymity
would be maintained and that no one agency would singled-out and that the study was not

intended to cause harm or report negligent behavior.
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CHAPTER 4

RESULTS, ANALYSIS AND FINDINGS

The results of this study are substantial and enhance the e-government research
community in two key facets: results contributing to practice and results contributing to

research and theory.

Results Contributing to Practice

In gathering data and information to answer the three (3) research questions proposed
by this study, a significant amount of data was captured regarding the utilization of e-
government and key demographics of each of the 34 incorporated cities of Orange County,
California. All 34 cities utilized e-government services to some degree. Each organization had
at minimum a public facing city website which provided at least read-only information to
their citizen base. Many other agencies utilized e-government services which facilitated
financial transactions and two-way communication.

Table 4.1 shown below provides an overview of the 34 cities that were covered as part
of this case study. The table furnishes information regarding each city’s population based
from 2010 United States Census data. Additionally, budgetary information for the entire city
and the IT division were provided where available. Cities with larger populations had
correspondingly larger organizational budgets and also larger budgets for IT expenditures.
The budget for IT expenditures is useful because e-government services, maintenance and
security are typically funded through the city’s IT budget. Those with larger IT budgets were

seen to have a larger IT staff and more robust 1T and e-government systems in place.




City Name .

Yes

Table 4.1 — City Demographics and Budgetary Information

Ye
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IT Budget Fiscal
 Year2011-12

Aliso Viejo $ 13,440,955 | S 833,339
Anaheim 336,265 Yes Yes S 1,305,839,186 S 14,614,442
Brea 39,282 Yes Yes S 84,671,801 unavailable
Buena Park 80,530 Yes Yes S 121,963,350 S 1,124,700
Costa Mesa 109,960 Yes Yes S 94,650,182 S 4,881,835
Cypress 47,802 Yes Yes $ 33,129,770 | S 560,000
Dana Point 33,351 Yes Yes S 27,367,550 | § 225,000
Fountain Valley 55,313 Yes Yes S 33,863,160 | $ 956,657
Fullerton 135,161 Yes Yes S 193,200,000 unavailable
Garden Grove 170,883 Yes Yes S 88,950,000 | S 2,373,663
Huntington Beach 189,992 Yes Yes S 183,547,977 S 5,867,138
Irvine 212,375 Yes Yes S 136,206,801 S 11,630,000
La Habra 62,979 Yes Yes S 33,564,360 S 1,200,000
La Palma 77,264 Yes Yes S 13,432,204 | S 253,300
Laguna Beach 60,239 Yes Yes S 64,322,200 | S 170,300
Laguna Hills 15,568 Yes Yes S 35,650,191 S 271,000
Laguna Niguel 22,723 Yes Yes S 41,043,398 | S 320,000
Laguna Woods 30,344 Yes Yes S 7,569,992 | S 24,000
Lake Forest 16,192 Yes Yes S 33,798,900 S 945,000
Los Alamitos 11,449 Yes Yes S 15,629,823 S 173,000
Mission Viejo 93,305 Yes Yes S 90,150,514 S 3,400,000
Newport Beach 85,186 Yes Yes S 148,955,783 ) 5,000,000
Orange 136,416 Yes Yes $ 170,949,929 | S 2,000,000
Placentia 50,533 Yes Yes S 57,654,595 unavailable
Rancho Santa Margarita 47 853 Yes Yes S 17,206,488 S 170,215
San Clemente 63,522 Yes Yes S 114,343,420 S 999,000
San Juan Capistrano 34,593 Yes Yes $ 58757473 | S 1,000,000
Santa Ana 324,528 Yes Yes S 459,361,830 unavailable
Seal Beach 24,168 Yes Yes S 60,662,300 ] S 125,000
Stanton 38,186 Yes Yes S 22,446,727 | S 101,500
Tustin 75,540 Yes Yes S 143,631,002 S 1,300,000
Villa Park 5,812 Yes Yes S 3,934,000 S 30,000
Westminster 89,701 Yes No S 127,712,077 unavailable
Yorba Linda 64,234 Yes Yes S 110,581,212 S 60,000
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It is also interesting to note the number of cities contracting out all IT services. Of the
34 Orange County cities, 19 of them contracted out all IT services and 15 utilized in-house
staff to provide IT support. The figure 4.1 depicted below provides a visual break-down of the

distribution of contract and non-contract IT cities.

Figure 4.1 — Percent of Cities Using All Contract IT Services

Percent of Contract IT Cities

44%
#EYes

# No
56%

In investigating the capacity to provide e-government security for their agency,
participants of the case study were asked during the pre-interview participant survey to
indicate whether or not their organization had a dedicated IT security officer. Of the total 34
incorporated cities, only eight (8) agencies had dedicated IT security officers and 26 of them
indicated that they did not have a dedicated IT security officer. For the purposes of this study,
an IT security officer was defined as a staff member whose primary responsibility was to
maintain and provide IT security for their agency. Figure 4.2 shown below provides an

overview of the distribution between those cities that have dedicated IT security officers and

those that do not.
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Figure 4.2 — Percent of Cities with Dedicated IT Security Officers |

Percent of Cities: Dedicated IT Security
Officers

#@Yes

#No

Additional information regarding the staffing resources within each organization as it
pertains to IT support was also gathered through the pre-interview participant survey. The city
with the highest number of IT employees/staff had a total of 64 staff members. The city with
the least amount of IT support had the full-time equivalent (FTE) of 0.4 IT staff members.
The average number of IT staff members was 9.68 with a standard deviation among agencies
of 13.11. Table 4.2 provides an overview of the descriptive statistics for the IT staffing
resources for the 34 incorporated municipalities within Orange County. In collecting these

figures, no distinction was made between contract and non-contract IT staff.

Table 4.2 — Descriptive Statistics for City IT Staffing Resources

Average 9.68
Range 0.4 to 64
Min 0.4
Max 64
Standard Deviation 13.1141946
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The results of this study contributing to practice provide an overview of the financial,
demographics and staffing resources available to promote and maintain e-government security
by each of 34 the agencies that were included in the study. Additionally, insight was also
provided into the size of each agency and whether or not a dedicated IT security officer was
held by the agency. The varying degree of resources and size show that even when looking at
the smallest level of government: municipal government, a great degree of variation exists
from agency to agency. Cities that were larger both in citizen base and geographical size had
larger organizational budgets and more IT staff. Smaller cities were more financially

restricted and had more limited IT staff and resources.

Results Contributing to Research and Theory

The primary output of this research project was the development of a theoretical
model which addressed the three (3) key questions surrounding municipal e-government
security that were presented during the onset of this study.

The three (3) research questions that were investigated by means of this case study
were:

1) What level of e-government security do municipalities currently have when

benchmarked to federal e-government security requirements?

2) How can municipal agencies reach a federal level of e-government security?

3) Why are municipalities not fully compliant with federal e-government security

requirements?

These three questions addressed the “what”, “how” and “why” of municipal e-

government compliance as it related to the seven (7) security checklists of the NIST 800-44

publication.
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Figure 4.3 illustrates the progression of the research initiative. Prior to interviewing
each of the participants, each participant was asked to complete a pre-interview survey. Upon

completion and receipt of the survey an interview was conducted with the participant.

Figure 4.3 — Research Process Flow

The findings and results of this section will be divided into two sub-sections: Results
and Findings from the Pre-Interview Participant Survey and Results and Findings from the

Participant Interviews.

Results and Findings: Pre-Interview Participant Survey

Each case study participant was asked to respond to a standardized set of questions to
allow the research to: 1) understand the general composition of the organization and 2) to
assess the degree of difficulty in complying with the various major sub-sections of the seven
(7) security checklists from the NIST SP800-44 publication. Appendix A of this study
provides a copy of the Pre-Interview Participant Survey that was distributed to each case
study participant. In appendix B of this study a copy of the seven (7) security checklist as
found in the NIST SP800-44 publication are provided. Appendix C of this study provided a
aggregated list of the security checklist items and identify the major sub-categories within
each checklist.

In total, participants were asked to provide the degree of ease or difficulty related to

32 security category items. Each security category item corresponds to a major sub-section of

a given security checklist from the NIST SP800-44 publication. Participants were allowed to
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select from one of four options: completed, easy, medium and difficult. Definitions are

provided below in Table 4.3.

Table 4.3 — Definition of Survey Response Options

Completed This response option indicates that the agehéy 1s
compliant and has implemented the item requested by

the security checklist in this area.

Easy This response option indicates the agency has not
implemented or taken this security measure as
indicated in the security checklist. However, the
agency believes that impleménting this requirement

can be done relatively easily.

Medium This response option indicates the agency has not
implemented or taken this security measure as
indicated in the security checklist. However, the
agency believes that implementing this requirement
can be completed with a medium or average level of

difficulty.

Difficult This response option indicates the agency has not
implemented or taken this security measure as
indicated in the security checklist. However, the
agency believes that implementing this requirement
would be difficult considering present budgetary,

technological and staffing resources.

A high-level overview of the results from the pre-interview participant survey is
shown below on Table 4.4. Of all the 34 agencies included in the study, none of them were
compliant in all areas. The table shows the percentage of scores for each rating distributed
among each of the 32 major sub-sections from the seven (7) security checklists of the NIST

SP800-44 publication.




Table 4.4 — Overview of Pre-Interview Partlclpant Survey Results

Checklist 1 - Planning and Mana 1ging Web Sen
Plan the configuration and deployment of the We
server

64.71%

2.94%

tum | Diffcult

29.41%

41

2.94%

Choose appropriate OS for Web server

61.76%

17.65%

17.65%

2.94%

_Choose appropriate pl tform fo W b‘s
| Checklist 2 Securmg he W
Patch and upgrade OS

44.12%

35.29%

20.58%

29.41%

26.47%

23.53%

Remove or disable unnecessary services and

applications 38.24% | 50.00% | 11.76% | 0.00%
Configure OS user authentication 41.18% | 52.94% 5.88% 0.00%
Configure resource controls appropriately 35.29% | 55.88% 8.82% 0.00%
Install and configure additional security controls 73.53% | 23.53% 2.94% | 0.00%

Test the securit of the ’OS
~ Eheckhst 3- Securmg the Web
Securely install the Web server

32.3

32.35%

5%

| 23.53% |

14.71%

| 14.71%

2059%

32.35%

Configure OS and Web server access controls

20.59%

23.53%

17.65%

38.24%

Configure a secure Web content directo

_Checklist 4 - Securing. Web Con ,
Ensure that none of the following types of information

29.41% | 23.53% |

14.71% | 3235

Configure Web authentication and encryption

Checklist 5 - Usmg Authentacatmn and Encryptlon Technologles for Web Servers

are available on or through a public Web server 38.24% | 8.82% | 20.59% | 38.24%
Establish an organizational-wide documented formal

policy and process for approving public Web content 20.59% | 11.76% | 55.88% | 11.76%
Maintain Web user privacy 23.53% | 29.41% | 38.24% 8.82%
Mitigate indirect attacks on content 17.65% | 11.76% | 41.18% | 29.41%
Client-side active content security considerations 29.41% | 20.59% | 20.59% | 29.41%
Maintain server-side active content securi 26. 47% 0.88% | 29.41% | 38.24%

_Checklist 6 - Implementing a Secure Network !nfrastructure .

0.00%

technologies 35.29% | 17.65% 8.82% | 38.24%
Configure SSL/TLS 32.35% | 14.71% | 17.65% | 35.29%
Protect against brute force attacks 23.53% | 26.47% [ 38.24% ‘ “'76%

" 5.88%

2.94%

Identify network location 91.18%

Assess firewall configuration 79.41% | 11.76% 5.88% 2.94%
Evaluate intrusion detection and prevention systems 26.47% | 14.71% | 17.65% | 41.18%
Assess network switches 38.24% | 17.65% 5.88% | 38.24%
Evaluate load balancers 20.59% | 8.82% | 41.18% | 29.41%
Evaluate reverse proxies 23.53% | 23.53% | 35.29% | 17.65%
Checklist 7 - Administering the Web Server o ‘
Perform logging 2647% | 14.71% | 44.12% | 14.71%
Perform Web server backups 50.00% | 35.29% | 11.76% 2.94%
Recover from a compromise 20.59% | 14.71% | 17.65% | 47.06%
Test security 29.41% | 17.65% | 38.24% | 14.71%
Conduct remote administration and content updates 55.88% | 17.65% | 20.59% 5.88%
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Checklist 1 focused on agencies providing planning and management of web servers.

Figure 4.4 shows the overall distribution of results for this survey. Results were aggregated
for each of the major sub-categories to provide an overall representation for the entire
checklist. In Checklist 1, 57 percent of the responses indicated that agencies had already
completed all items of this security checklist. Of the total results for Checklist 1, only 5% in

total indicated that it would be difficult to implement all the requirements of this checklist.

Figure 4.4 — Aggregate Survey Results: NIST SP800-44 Checklist 1

Checklist 1 - Overall Results

- 5%

& Completed

® Fasy

@ Medium
57%

& Difficult

14%

In Checklist 2 the primary focus was securing the web server operating system. This
included patching and upgrading the operating system and a test of operating system security.
For this checklist a total of 43 percent of all responses indicated compliance with the security
requirements. Additionally, 39 percent of the responses indicated that it would be “easy” to

become compliant with all requirements of Checklist 2.




Figure 4.5 — Aggregate Survey Results: NIST SP800-44 Checklist 2

Checklist 2 - Overall Results

6%

B Completed
@ Fasy
# Medium

@ Difficult

Checklist 3 looked at the measures for securing the web server. This included securely
installing the web server, configuring the appropriate access controls and securing the content
directory. For this checklist, 27 percent of the response indicated compliance while 34.31

percent of the responses indicated that it would be difficult to become compliant.

Figure 4.6 — Aggregate Survey Results: NIST SP800-44 Checklist 3

Checklist 3 - Overall Results

27%

24.31%
# Completed

8 Easy
# Medium

8 Difficult

20.59%
17.65%
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In contrast to the other checklists, Checklist 4 focused on the security of the web
content. Some of the sub-items included ensuring proper privacy of web server documents,
maintaining web user privacy and the consideration of client-side security. For this checklist,
26 percent of the responses demonstrated compliance in this area. However an equal amount

(26 percent) indicated that it would be difficult to reach compliance in this area.

Figure 4.7 — Aggregate Survey Results: NIST SP800-44 Checklist 4

Checklist 4 - Overall Results

@ Completed
B Easy

# Medium

@ Difficult

For Checklist 5 the key goals were to ensure proper user authentication and
encryption. This included providing mechanisms to authenticate users, encrypt
communications and guard against brute force attacks. For this checklist 30 percent of the
responses overall indicated compliance while 28 percent of the responses showed that it

would be difficult to achieve compliance in this area.
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Figure 4.8 — Aggregate Survey Results: NIST SP800-44 Checklist 5

Checklist 5 - Overall Results

@ Completed.
 Fasy

% Medium

= Difficult

In Checklist 6 agencies were asked to look at the security of their network
infrastructure of which their web servers and e-government services were connected to. Some
key aspects of this list were to provide a secure location for the network, provide an
assessment of the firewall configuration, evaluate of intrusion detection/prevention systems
and review reverse proxies. Here 46 percent of the responses showed compliance with 22

percent responding that it would be difficult to comply in this given area.
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Figure 4.9 — Aggregate Survey Results: NIST SP800-44 Checklist 6

Checklist 6 - Overall Results

& Completed
46% # Easy
2 Medium

199% @ Difficult

13%

The final checklist, Checklist 7 focused on the administration of the web server.
Evaluation and compliance was sought in areas of logging, web server backups, security
testing and remote administration and content updates. Of the responses, 36 percent indicated

compliance with 17 percent indicating that it would be difficult to comply with this checklist

and its requirements.

Figure 4.10 — Aggregate Survey Results: NIST SP800-44 Checklist 7

Checklist 7 - Overall Results

17%

(27
36% ® Completed

B Easy
# Medium

. 27% @ Difficult

20%
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The pre-interview participant survey provided significant insight into the degree of
compliance with the seven (7) security checklists and the degree of difficulty to become
compliant in the various areas. It is important to note that a response of: easy, medium or
difficult in any checklist subarea indicates non-compliance in that area. Checklists 1, 2 and 6
showed the greatest degrees of compliance. Compliance overall for these three checklists

were 57 percent, 43 percent and 36 percent respectively. The greatest degree of difficulty in

achieving compliance was noted in Checklists 3, 4 and 5. The percentage of responses
indicating difficulty in achieving compliance in these areas was 34 percent, 28 percent and 22
percent respectively. As evidenced by the survey responses municipal agencies have a large
percentage of area within the seven (7) security checklists that were not in compliance. While

varying degrees of difficulty in compliance exists, it should be noted that federal government

agencies are statutorily required to be 100 percent compliance in all checklists areas.

Rank Analysis
One of the goals of the pre-interview participant survey was to gauge the level of
compliance or difficulty in complying with the various areas of the NIST SP800-44 security
checklists. The results and charts shown in the previous section provide exploratory
information into the degree of compliance amongst the surveyed agencies. However, the
survey also gathered information in three key areas which help theorize and understand why
agencies have difficulty complying in certain areas. All agencies were asked to provide these
three (3) additional key elements:
1) IT Budget
2) Number of IT Employees/Staff
3) Dedicated IT Security Officer
The first rank analysis was performed by ranking all agencies by those having the
greatest degree of compliance. The pre-interview participant survey asked participants to rate
their compliance or ability to comply with 32 separate items from the NIST SP800-44

security checklists. The three (3) agencies ranked with the greatest number of responses

indicating “completed” also had IT budgets that ranked in the top ten of all surveyed agencies.
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Naturally, IT budgets varied from agency to agency based on the size of the city and
the population of citizens that it serves. Nonetheless, agencies with larger IT budgets were
found to have a higher degree of compliance. This signals the important of IT funding and
how it affects an organization’s ability to maintain e-government security.

Furthermore, staffing is another important consideration when looking at an agency’s
ability to provide and maintain e-government security. The same agencies that held the top
three (3) ranks for compliance also had IT staffing numbers that ranked in the top 10 list.
Complying with all aspects of the security checklists requires adequate I'T funding and
sufficient IT staff to perform the required security procedures. The top three agencies n
compliance ranked the highest in both IT funding and IT staffing.

IT budgetary ranking did not appear to affect whether or not an agency had a
dedicated information security officer. A total of 8 of the 34 agencies or 24 percent reported
having a dedicated information security officer. However, those agencies have information
security officers were spread-out through the budgetary rankings.

Additionally, the presence of an IT security officer did not seem to have an impact on
an agency’s ability to maintain compliance with the security checklists. Table 4.5 shown
below provides a ranking of all 34 agencies and indicates whether or not the agency had a
dedicated IT security officer. As shown in the table below, even agencies ranking low in
compliance had dedicate information security officers. The importance of this finding is not to
discount the value that is brought to an organization by having an information security officer.
But instead this highlights the fact that even agencies that cannot afford to have a dedicated
security officer can still maintain a high-level of e-government security. Therefore, not having
a dedicated information security officer in itself does not necessarily prevent an agency from

achieving a high-level of compliance.
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Table 4.5 — Ranking of Compliance Mapped to Security Officer Presence
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Earlier it was noted that the highest degree of compliance was seen within these
security checklists:
e Checklist 1 - Planning and Managing Web Servers
e Checklist 2 - Securing the Web Server Operating System

e Checklist 6 - Implementing a Secure Network Infrastructure

Additionally, the surveyed agencies were seen having the most difficulty in complying
with the security checklists shown below:
e Checklist 3 - Securing the Web Server
e Checklist 4 - Securing Web Content
e Checklist 5 - Using Authentication and Encryption Technologies for Web Servers

One goal of this study was to provide an exploratory look at the level of e-government
security that municipal agencies currently have in place when compared to federal agencies
(Research Question # 1: What level of e-government security do municipalities currently have
when benchmarked to federal e-government security requirements). The pre-participant
survey provided ample information and evidence to satisfy research question 1. It also
allowed some correlations to be established between the effects that three variables: 1) IT
budget, 2) IT staffing and 3) Dedicated IT security officer have on the ability to comply with
the NIST security checklist items. However, the results of the participant interviews provided
the necessary evidence and information to respond to research questions 2 and 3 in a more

thorough manner. Those results are found in the following section.

Results and Findings: Participant Interviews

Following the completion and collection of responses to the pre-interview participant
survey, a follow-up was performed to add a qualitative context to the study. Each participant

was asked to respond to the following to interview questions:

1) What do you feel is the greatest challenge in implementing and maintaining e-

government security for your agency?
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2) What organizational change or resource would assist your agency in enhancing its e-

government security?

Responses from the participant interviews were coded using the suggestions from

(Kumar, 2010). Kumar suggests four steps in coding qualitative data:

Identifying the main themes
Assign codes to the main themes

Classifying responses under the main themes

Hw

Integrate themes and response into the text of the report

To complete steps 1 and 2 the opening coding method was utilized. Myers prescribes
that with open coding the researcher should analyze the responses and summarize the text by
the use of a succinct code (M. D. Myers, 2009). In reviewing the responses to the first
interview question a total of seven (7) themes were noted. For step 3, Tables 4.7 and 4.9 show
a summary of the coding results by participant. To meet the requirements for step 4, the

findings from the coded themes have been integrated throughout the narrative of this section.

Table 4.6 summarizes the common themes present among the interviews for interview
question 1 along with the code assigned to each theme. This provides a summary of the most

prevalent challenges, issues and obstacles that participants discussed during their response to

interview question 1.

Table 4.6 — Interview Question 1 — Common Themes and Codes

Code ; Theme Observations and Findings

QITI 1) Staffing Most agencies (68 percent)
commented that limited staffing did

not allow for a focus on security.
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Most cities had general IT staff
where security was performed as a

duty and not a primary role.

QIT2

2) Budget/Financial

Budgetary and financial challenges
were also frequently cited (79
percent). IT funding was generally
limited and this became even more
limited when looking at funding
earmarked specifically for security

related initiatives.

QI1T3

3) Training/Expertise

Training and expertise related to
security was also listed as a
common challenge by 74 percent of
the agencies. This percentage of
agencies tended to hire IT
generalists who do not specialize in
security. Thus additional training
and staff expertise in IT security
was cited as a challenge. As noted
earlier in Figure 4.2 only 24 percent
of the surveyed agencies had a
dedicated information security

officer.

Q1T4

4) 1T Contract Services

As noted earlier in Figure 4.1, 56
percent of all Orange County cities
fully contract out IT services. The
56 percent of cities that contracted
out all IT services felt that heavy
reliance was placed on the
contracting agency to provide

security for the agency. However,
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internal staff did not have the
expertise to assess the level of
security being provided by the
contracting agency. Theme Q1T4
was noted by 56 percent of

agencies.

QIT5

5) Vendors

To reduce cost and transfer
liability, 59 percent of agencies
relied on third-party solutions or
hosted services to shift the
responsibility to the vendor in case
of a security breach. While this
approach can be instrumental in
some instances, limited agencies
had specific service level
agreements (SLA) which
specifically called out security

requirements.

Q1T6

6) Changing Nature of IT

Security

While not necessarily specific to e-
government security, most agencies
commented as the dynamic and
changing nature of security as a
challenge. New security
vulnerabilities and threats are born
each day, yet it is hard to stay
current with all the latest

developments.

7) Time/Resources to

Monitor Security Threats

Another commonality was that of

time and resources to review

security threats and appropriate log

files.
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Responses varied from municipality to municipality, however several common themes
where present that were identified through the coding process. The majority of municipalities
realized that staffing and financial limitations were the greatest barrier and challenge in
supporting e-government security. This was particularly prevalent in cities that contracted out
all IT services. In many instances, the staff members responsible for managing and
contracting for such IT services had limited IT knowledge and experience.

Another common challenge that arose was a need for increased training that focused
on IT security. Most organizations commented about the ever changing nature of IT security
and the heavy reliance on third-party vendors to provide security and support for e-
government services. Additionally, a high reliance was placed on the security of the
underlining software platforms used to support e-government services. Due to limited
resources and time constraints security testing of each e-government service provider was not
always possible. Table 4.7 shown below provides an overview of the coding by theme as

present in the responses from each of the interviewed participants for question 1.

Table 4.7 — Coding Results for Interview Question 1
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In figure 4.11 a graphical representation of the common words that occurred from the

notes of interview question 1 are shown. The use of the website www.wordle.net was selected

to highlight key words that were most common throughout interview question 1.

Figure 4.11 — Interview Question 1: Visual Representation of Common Words
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Similarities were found between the themes found through the coding process of

interview questions 1 and 2. The primary difference is that where question 1 sought input

regarding the challenges in maintaining e-government security, question 2 focused on

resource(s) that could help improve such security. In interview question 2 there were three (3)

common themes: budgeting, staffing and IT security training. Table 4.8 shown below

provides an overview of the common themes. It is important to note that correlation between

interview questions 1 and 2. The top three resources solicited by cities align well with the top

three challenges from interview question 1.

Table 4.8 — Interview Question 2 — Common Themes

Code

Theme

Observations and Findings

Q2T1

1) Budgeting

Additional budget and financial
support to provide secure e-
government services was a top
resource which would aid cities in
providing enhanced e-government
security. Theme Q2T1 was present in
79 percent of the responses to

question 2.

Q212

2) Staffing

Staffing or additional employees to
support e-government security
initiatives were also common
resources that were listed as being
instrumental in enhancing security.
Staffing was a primary concern for
agencies using fully contract IT staff.
Theme Q2712 was present in 68
percent of the interview responses to

question 2.

Q213

3) IT Security Training

The majority of respondents
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indicated that they had limited
security expertise. In full contract IT
cities this was truly an issue as the
staff responsible for administering
such contracts had limited IT
experience. In cities with on-staff IT
employees, additional staff training
in the area of security was seen as
necessary to be able to provide
improved e-government security.

. Theme Q2T3 was noted to be present
in 74 percent of the interview

responses to question 2.
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Table 4.9 which is shown below provides an overview the coding performed for
interview question 2. To provide anonymity of each participant, names were not included, but

instead these were replaced with random participant numbers.

Table 4.9 — Coding Results for Interview Question 2
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Figure 4.12 shown below provides a graphical representation of the interview notes

collected for interview question 2. The larger words from the Wordle signify those that were

most common.

Figure 4.12 — Interview Question 2: Visual Representation of Common Words
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Summary

This study posed three (3) research questions that were investigated utilizing a
descriptive case-study approach. The case study utilized a pre-interview survey and two

interview questions to respond to the research questions.

1) What level of e-government security do municipalities currently have when
benchmarked to federal €-government security requirements?

2) How can municipal agencies reach a federal level of ¢-government security?

3) Why are municipalities not fully compliant with federal e-government security

requirements?

To respond to research question 1, participants of the 34 incorporated cities completed
a pre-interview survey. This survey provided a current benchmark of €-government security
using the NIST SP 800-44 security checklists. Table 4.10 provides an overview of the
theoretical model utilized to respond and investigate the three research questions of this study.
Key findings show that municipalities did have certain e- government security measures in
place. But when compared via the pre-interview survey to federal e- government security
requirements large gaps were found.

Additionally, the two interview questions yielded additional insight as to the “how”
and “why” of municipal e-government security. Most agencies were aware and desired to
have improved security of their e- government systems. However, limited resources and staff
time made such efforts difficult. As such these findings provide areas in which municipal

government agencies can improve and the resources needed to enhance e-government

security.
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Table 4.10 — Theoretical Research Model: Aligning Research Questions to Results

Research Question

Evidence

Findings/Results

Research Question 1: What
level of e-government
security do municipalities
currently have when
benchmarked to federal e-
government security

requirements?

Pre-interview participant

survey.

A significant gap between
federal e-government security
requirements and municipal
compliance was identified. In
areas where compliance was
not held, agencies listed the
degree of difficult associated
with achieving compliance.
The pre-interview participant
survey showed various
results that demonstrated
compliance gaps as follows:

1) Average completion
of all items: 38.05%

2) Average to become
compliant rated as
“easy”: 20.59%

3) Average to become
compliant rated as
“medium”: 20.77%

4) Average to become
compliant rated as

“difficult”: 18.57%

Research Question 2: How
can municipal agencies reach
a federal level of e-

government security?

Interview question 2: What
organizational change or
resource would assist your

agency in enhancing its e-

Three (3) themes were
identified through the coding
process of the interview

responses for research
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government security?

question 2. The resources
described as being necessary
to achieve an enhanced
federal level of e-government
security:

1) Budgeting

2) Staffing

3) IT Security Training

Research Question 3: Why
are municipalities not fully
compliant with federal e-
government security

requirements?

Interview question 1: What
do you feel is the greatest
challenge in implementing
and maintaining e-
government security for your

agency

Pre-Interview Survey: Ease

of Implementation Ratings

The reasons for not being

able to comply with the

'various security requirements

were identified via seven (7)
themes as identified by the
coding of the interview
responses to research
question 1. The degree of
difficulty was also identified
via the pre-interview survey.
8) Staffing
9) Budget/Financial
10) Training/Expertise
11)IT Contract Services
12) Vendors
13) Changing Nature of
IT Security
14) Time/Resources to
Monitor Security

Threats
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CHAPTER 5

CONTRIBUTIONS, DISCUSSION AND CONCLUSION

Summary of Research Finings

The key purpose of this chapter is to furnish a summary of the research findings as
they relate to the three (3) research questions that this study sought to respond to. It also
provides the implications of such research ﬁndmgs and makes recommendations based upon

ﬁndmgs and 1mphcat10ns of this study

Research Question 1

What level of e-government security do municipalities currently have when
benchmarked to federal e-government security requirements?

This research question was addressed primarily using the pre-interview participant
survey. This survey asked the case study participants to rate the level of ease or difficulty
associated with each of the 32 major sub-categories of the seven (7) security checklists of the
NIST SP800-44 publication. Federal agencies are required to comply with all items of the
seven security checklists from this NIST publication. The survey provided a means to assess
the degree of compliance and benchmark agencies included in the case study against federal
security requirements.

The results of the pre-interview participant survey provided insights into the current
state of municipal e-government security. A significant degree of gaps were found between
what federal requirements are and what actual security measures municipalities within the
study had in place. This evidence provided the impetus to move on to research questions 2
and 3. After all, these remaining two research questions dealt with seeking to understand the

reasons as to why municipalities were not up to par with federal e-government security

requirements.
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Research Question 2

How can municipal agencies reach a federal level of e-government security?

To address this research question, the findings and results from interview question 2
were utilized. Interview question 2 asked participants of the case study to provide the
resources that would help enhance e-government security to reach a federal level of security
as measured by the NIST SP800-44 publication.

The analysis of interview notes yielded three primary themes amongst the majority of
participants:

1) Budgeting

2) Staffing

3) IT Security Training
The first of these was budgeting or funding to provide enhanced e-government security. Most
agencies dealt with limited funding to support city-wide IT services. Funding for IT security
most always drew from the general IT budget. With multiple demands on this budget,
allocating large amounts for security was a difficult task for many agencies.

Staffing, whether agency employees or contract staff was the second most common
theme seen throughout interview question 2. Only a small percentage of cities included in the
case study had dedicated information security officers. The majority of cities relied on general
IT staff to provide support and maintenance of e-government systems including its respective
security. Cities that relied only on contract IT staff had the most difficult time in obtaining

dedicated resources and attention for e-government security.

Research Question 3
Why are municipalities not fully compliant with federal e-government security
requirements?
This particular research question was addressed by means of interview question 1 and
the analysis from the pre-interview participant survey. Interview question 1 asked participants
of the study to state reasons and challenges to providing and maintaining e-government

security. This allowed the researcher to understand the pain points felt by municipal agencies

in providing a federal level of e-government security. The analysis of the responses to
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interview question 1 yielded a total of seven (7) themes or reasons as to why agencies were

not fully compliant with federal e-government security requirements.

1) Staffing

2) Budget/Financial

3) Training/Expertise

4) IT Contract Services

5) Vendors

6) Changing Nature of IT Security

7) Time/Resources to Monitor Security Threats
Additionally, the analysis from the pre-interview participant survey provided an overview the -
degree of difficult associated with each of the major sub-categories from each of the security
checklists. This provides reasoning as to why compliance is not held in certain areas due to

the degree of difficulty associated with compliance.

Limitations

This study investigated municipal e-government security by utilizing a descriptive
case study of Orange County, California municipalities. The selected county had a wide range
of cities that varied in size, demographics and population. The study found that while
agencies did have security measures in place to protect e-government systems many gaps
existed when benchmarked to federal e-government security standards.

This study found three (3) common themes as to “how” agencies can become
compliant and the resources that they would need to do so. Additionally, evidence was also
provided showing “why” full compliance to federal e-government security requirements did
not exist. However, while federal e-government security requirements where used as the
benchmark it is important to note that municipal agencies at this time are not statutorily
required to adhered to the NIST SP800-44 requirements.

Furthermore, this study recognizes that each municipal agency is different and that the
findings from this particular county might not correlate exactly to that of another. Many
variables are present that affect a municipal government agency from adopting, implementing

and of particular interest to this study, securing e-government systems.
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Another issue for consideration in this study is one that was described during the onset
of the study. This was the potential of biased responses due to fear or negative repercussions.
Throughout each stage of the study, participants were ensured that anonymity and privacy
would be provided. The results would be presented in an aggregated format as to not
jeopardize the job security of any given individual. However, the possibility still exists that
some participants may have been overly cautious in responding to both the survey and
interview questions resulting in biased responses. The researcher speculates that if this were
to occur, participants would be likely compelled to describe their agency’s e-government
security in a more compliant fashion.

This study was not designed to be an authoritative study of municipal e-government
security to be representative of every municipality. Instead it provides an exploratory look at
municipal e-government security through a case study of Orange County, California.
Researchers building upon these findings should take due care to carefully analyze and

understanding the municipalities which they wish to study.

Recommendations for Future Research

The findings and results of this study proved significant and shed a substantial amount
of light on the state of municipal e-government security and the methods that can be utilized
to improve municipal e-government security. However, areas for future research and
investigation exist. Of the many avenues for future research three key areas or directions are
recommended:

1) Cross-state municipal government security: This case study analyzed 34 cities
within a single county in California. To supplement the findings and research of
this study an analysis of several municipalities across various states is suggested.
This would furnish a deeper understanding of municipal e-government security as
impacted by various state-level variables. Such a study would also provide results

that could be more easily generalized across varying municipalities throughout the

United States.
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2) NIST SP800-44: This NIST publication was used as the benchmark in reviewing
municipal e-government security. This instrument was selected as it is a
recognized and federally mandated method to use in providing e-government
security at the federal level. However, additional research should focus on the
degree of applicability of federal €-government security requirements for
municipal agencies. Many gaps in compliance were found amongst the studied
municipalities. This perhaps could suggest that achieving full compliance by all
municipal government agencies might not be feasible. If s0, then a new instrument
should be investigated and developed which tailors specifically to the small

municipal levels of government.

3) Municipal E-Government Security — The literature review that was prepared for
this study evidenced the limited amount of scholarly publications that dealt with
municipal e-government security. One method to enhance municipal e-government
security and further the research community in this area is to provide additional
research and publication in topics pertaining to e-government security. Topics such
as challenges, barriers and issues surrounding municipal e-government security

would all be beneficial to the research community.

Implications and Conclusion

This study proved to be a significant contribution to the e-government body of
knowledge specifically those concerned with municipal e-government security. It provided
valuable iﬁsight into the state of municipal e-government security by means of a descriptive
case study of 34 municipal agencies within Orange County, California. It also utilized the
NIST SP800-44 security checklists as required for federal government agencies as the
instrument when benchmarking municipal e-government security.

Some of the research findings of this study have already been published and presented

at various scholarly conferences as listed in Table 5.1 below.
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Table 5.1 — Publications in Municipal E-Government Security

Conference

_COMP '12)

Conference

Conference Name Dates Type Title
Decision Sciences Municipal E-Government Security:
Institute 43rd Annual November A Literature Review and Research
Meeting and Conference | 17-20, 2012 Paper Agenda
The 11th International
Conference on e-
Learning, e-Business,
Enterprise Information
Systems, and e- Municipal E-Government Security:
Government (WORLD July 16-19, Insights from Municipalities in

2012 Paper

| Orange County, California

Conference Name Dates Type Title
April 11-13, Municipal E-Government Security:
[SOneWorld Conference | 2012 Poster Opportunities and Challenges
25th High Technology
Crime Investigation
Association (HTCIA) Sept. 12-14, E-Government Security Concerns
International Conference | 2011 Poster for Municipal Government Entities

The feedback, comments and suggestions provided at these conferences were used to-

1) Gauge the level of interest in municipal e-government security.

2) Receive input on findings and conclusions.

3) Serve as a platform to guide future research efforts.

The topic of municipal e-government security and in particular the goals of this study

were highly received by the scholarly community at these conferences. While this study

provided a vast amount of findings and evidence, it is also clear that the municipal e-

government field is still young. While e-government as a whole receives multidisciplinary

attention, this study hopes to shed additional focus and attention on the municipal levels of

government and the security of their e-government systems.
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APPENDIX A: PRE-INTERVIEW PARTICIPANT
SURVEY QUESTIONS

E-Govermment Survey

¥4, Please Complete this information:

. First Name: i I
Last Name: é l
= Job Tive: i ;
:‘? Fhone Number H ’
Email Atidress: f I

- %2, For which agency do you work {or contract)?

O Aliso Viejo

‘ O Anahaim

O Brea

O Buera Park
O Cosa Mesa
O Cypress

%‘&,% O Dana Point
O Fuuntain Valiey
. O Fubierton

- - O Gardan Grove
- ‘ O Huntington Beach
2
. = O frving
-
. : O f.aguna Beach
. O Laguna Hills
- . O t.aguna Niguel
"”&'z«ﬁ" .
‘?’K{E» O Laguna Woods

-gg O La Hubra
- . O Lake Forest

o o .
o z};’xgﬂ . : O La Paima
5& O Los Alamitos
0
& O Mission Viejo
-
o S O Nevpoit Beach
O Orange
. . O Placentia

w{" - :
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‘ Ranche Santa Margerita

O san clemente

(O san wwan capistranc
O Fanta Ana

O seazeaen

O stanton

% 3, How many agency-wide IT employees {or contractors) do you have?
! | '

% 4, Does your agency have a dedicated Information Security Officer? An information
security officer is typically a member of the IT staff whose primary role and function is to
maintain the securify of an organization’s IT systems,

%5, What is the total IT budgef {salaries, expenditures, maintenance, ete.) for the current
fiscal year ending June 30, 20427

§ |

Thank you for paricipating in this survey. Your input forms a valyable contnbution fo this dissertation research project.
You will be presented with 32 guestions that ask you o rate the ease in which your agency could perform several e-
government security tasks. if your agency is already implementing some of these then you can mark your response as
“completed” which indicates that your agency is currently performing ihose said actions.

Pleasa rate these items as honestly as pessible. The results of this survey will only be presented in aggregate format.
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*6, Rate the ease with which your agency can compiete ALL of these items. If you are
currently performing all these items then select the option "completed”,

Planning the configuration and deployment of the Web server

Completed Easy Medium Difficult
idantify funclions of the Web server
tdentify categories of information that will be stored, p o, and ited through the Web server
tenlify security reguirements of information
loentify how ink tion is pubi to the Web server
{dentify the secunty requiremeants of other bosts involved (e.g., backend datab or Web servdoe)

jdentify a dedicated Bost 10 run the Web server

identify network servioes that will be provided or supported by the Web server

identify the security requirements of any additional sendces provided of supponed by the Web server
Hdentify how the Web server will be managed

tdenfify users and categories of users of the Wab server and determine privilege for each category of user
identity user authentitetion methods for the Web server and how authestication data will be protecled

dentity how access to information resources will be enforced
Identify appropdate physical sscurity machanisms
dentify priat fabiiity mech

*7. Rate the ease with which your agency can complete ALL of these items. If youare
currently performing all these items then select the option "completed™,

Choose appropriate OS for Web server

Complated Eany Madium Ditficunt
O O O O

hinimal exp @t vl bifities

Ability bo restrict administralive or root level activilies to aulthorized users only

Ability to control access to data on the server

Abifity 1o dissble unnecessary nebeeork soraces that may be bull into the 08 or server software

Abitity fo contral access to varjous forms of executable proprams. such 35 CGLsoripts and server plugring

Abilty to log appropriate server activities to detect inbrusions and stlempied infrusions

Provision of a hast-based frewall ity
Avallabilty of experienced staff to install, configure, sesure, and maintain 05




87

E-Government Survey .

* 8. Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed™.

Choose appropriate platform for Web server
Completed Easy Medium Difficult

O O O O

General purpose 08

Trusteg O3

Web server appliance
Pre-hardened OF and Web sarver
Virtualized platform

*9, Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed”.

Patch and upgrade 08

Complaied Easy Medium Oifficult
Creale, d it, and impl ot a patching proo
Keep the servers disconnected from nebworks of on an jsolated network that severely restricts communications until alf patches have been instalied
{dentify and install aif y patches and upgrades to the OF

tdentify and install all necessary patches and upgrades to applications and services included with the OS

1dentify and mitigate any unpatched winerabiiities

* 40, Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed”.

Remove or disable unnecessary services and applications
Compieted Easy #edium Difficuit

O O O O

Disable or remove unnecessary senvives and applications




88

E-Government Survey
* 41, Rate the ease with which your agency can complete ALL of these items. if you are
currently performing all these items then select the option »*completed”.

Configure 05 user authentication

Completed Easy Medium Ditfiout
® or disabi ek il 15 and group
Disable non-interactive s

Create the user groups for the particular compuler

Create the user accounts for the particular computer

Check the organization’s password policy and set account passwords
Prevent password guessing (8.8, increase the pericd between aftempts,
Install and configure other security mechanisms to strengthen authentication

appropriately (e.4., lenglh, complexity}
deny login after a defined wer of falled att 15}

ALL of these items, If you are

% 42, Rate the ease with which your agency can complete
currently performing all these items then select the option "completed™.

Configure resource controls appropriately
Lompleted Easy Madium Difficult

O O O O

Remove or disable unneeded default accounts and groups
Disable non-interactive acrounts
Create the yser groups for the particular comp 4

Create the user accounts for the particutar computer
Check the organization’s password policy and set aceount passwords sppropriately (.4, tength, complexity)
Prevent password guessing (e.g., increase the period belween attempts, deny login after a defined number of failed attempls}

install and configure other security mechanizms to stren

gthen authentisation

these items. If you are

%43, Rate the ease with which your agency can complete ALL of
currently performing ali these items then select the option »completed”.

instali and configure additional security controls
Completed Easy Medium Dithoutt

O O O O

such as antivirus software, anlispyware

re to provide needed controls not inciuded in the 08,
t soflware

ntion software, hostbased frewalls, and patch m

Salect, instal, and configure additionat softwal
software, rootiit detectors, host-based intrusion detection and prevel
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% 14, Rate the ease with which your agency can complete ALL of these items. if you are
currently performing all these items then select the option "completed”,

Test the security of the 08

Completed Medium Diffioult

O O O O

identify 2 separate identical system
Test OS after initial install to determine winerabiities
Test 08 perfodically (e.4.. quatietiy) to determine new vuinerabifities

%45, Rate the ease with which your agency can complete ALL of these items. if you are
currently performing all these items then select the option "completed™.

Securely install the Web server

Compieted Easy Medium Diffieuit
install the Web server software on 3 dedicated host or 2 dedicated intuatized guest O

Apply any patches of upgrades to eotrect for known winsrabilities

Create a dedicated physical disk or Togical partition (separate from &5 and Web server application) for Web
Remove or disable all services instalied by the Wab server application But not required (8.5, gopher, FTP, remate adminigtration}
disable aif ¢ ded default fogin a nts created by the Web server instaliation

+

R o

Remove ali er gocum jon from server

Remove any example or test files from server, including scripts and exscutable code

Apply appropriate secunly template or hardening script to the seover

Recontigure HTTP service banner {and others as roquired) NOT %o report Web server and OS type and version

% 16. Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option “completed”.

Configure 08 and Web server access controls
Completed Easy Wedium Difficult

O O O O




E«avemment Survey

Classified records

intemal personnel rules and procedures

Bensitive or proprielary information

Personal information aboul an organization's personnel

Telephone numbers, s-mail addrasses, or general listings of staff uniess necessary to fullll organizational reguirements
Schedules of organizational principals or thelr exast localion (whether o or off the premisesy

information on the compaosition, preparation, or optimal use of hazardous materials or toxing

Sensitiva information relating to homeland security

Invastigative records

Financial redords (beyond those already publicly available)

Medical records

Organization's physical and information segunly procedures

information about organization’s hetwork and information system infrastructure

information that specifies or implies physical secority vuinerabiiities

Plans, maps, diagrams, aerial photographs, and srchitectural plans of organizational building, properties, or instaltations
Copyrighted material without the written permission of the owner

Privacy or ity policies that indicale the types of securily measures In place to the degree that they may be useful to an attacker

* 19, Rate the ease with which your agency can complete ALL of these items. If you are
currently performing ail these items then select the option "completed™,

Establish an organizational-wide documented formal policy and process for approving

public Web content that-—{see items below)
Completed Easy Medium Difficult
identifies information thal should be published on the Web
identifies target audience
ldenlifies possible negative ramifications of publishing the formation

identifies who should be responsibie for creating, publishing, and maintaining this particular information

Provides guidelines on styles and formats appropriate for Web publishing
Provides for appropriate review of the information for itivily and distribution/y conlrols {including the seasithvity of the information in

aggregate)
Determines the appropriate access and security controls
Provides guidance on the information conlained within the source code of the Web content

*20. Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these ifems then select the option "completed™,

Maintain Web user privacy
Completed Easy Medium Difficult

O O O O
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Maintain 2 published privacy policy

Prohibit the collection of persanally ientifying data without the exph it parmi
Protibit the use of “persistent” cookies

Use the sassion caokie onlty if it is cleary identiied in published prvacy policy

 of the user and colect only the data Ihat is absclutely needed

¥ 24, Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed™.

Mitigate indirect attacks on content

Completed Easy Megium Ditfioult
Ensure users of tha site are gware of the ars of phishing and p i ks and how to avoid them

Validate official communication by personalizing emails and providing unique identifying (but not confidential} inférmation only ihe organization
and user should know

tise digital signatures on e-mail if appropriate

Perform content validation within The Web application to'p i more sophisticated phishing attacks {e.g.. cross-site scripting based sttacks)
Personatize Web content to aid in users’ identifying Faudulent Web slites

Use token-hased or mulual authentication if applicabl

Suggest the use of Web browsers or browses tonibars with phishing/ 1 pr

Use current versions of DNS software with the latest securily patches

Install serverside DN S protection mechaniams

pAonit ganizational domains snd similer &

Simplity the structure of organization domain names

Use secure connections for foging

Sntu F AkE

i necessary, engage a vendor to provide sironger anti-phi anti-p ing

%*22. Rate the ease with which your agency can complete ALL of these items. if you are
currently performing all these items then select the option *completed”.

Client-side active confent security considerations
Completed Easy Madium Difficult

O O O O

Weigh the risks and benefils of ciient-side active content

Take no actions without the express permissien of user
jopled active content such as Ju ipt, PDF, and Flash

When poysibie, only use widely
When possible, provide alternatives {e.g.. HTML provided slong with PDF)




92

E-Government Survey k

* 23, Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed™.

Maintain server-side active content security
Completed Easy Medium Difficalt
Only simple, easyto-understand code should be used
Limited or no reading o wiiting fo the file system should be permitied
Limited or no intaraction with other programs (e.4., sendmall) should be permitied
Thers should be no requirement to rin with suld privileges on Unix or Linux
Explicit path names should be used (Le.. does not rely un path variable)
Mo directories have both write and sxecute permissions
Al axecutable Mes are placed in 2 dedicated foldere
$5is are disabled or the executs funclion is disabled
Al user inpot is validated
Wab content generation eode should be seanned or audited
Dynamicaily created pages do not creste dangerous metacharacters
Lharactar sef encoding should be explicitly setin sach page
User dats should be d to ensure it ins only exp d ioput, {0.9..- 22, AZ, BOY; care should be talken with special characters or HTML
tags
Cookies should be examined for any spedial characters
Encryption mechanism is used to encrypt passwords enfered through seripts forms
For Web app ons that ang i by #nd P none of the Web pages in the application should be ibia without

ergouting the appropriale 1090 provess
All sample soripts are removed
Mo thirg-party soripls or exszutable code are used withoud venifying the source cote

&
k24, Rate the ease with which your agency can complete ALL of these items, If you are
currently performing all these items then select the option "completed™.
Configure Web authentication and encryption technologies
Compieted Eogy Medium Oiffieuit
O O O
. For Wabr that require ol § protection and for which there is & small. cleady defined audi 3 dd based authentication
For Web resources that require additionsl protection bul for which there is 2 small, clearly delined sudh fig dhele based
authentization as g second line of defense
Fui Web resources that require mirimal protection but for which thers is no clearly d ¢ audi . configure basic or digest authentication
{bettar)
For Wel resotrces that require protection from nyvabici buots, figura basio or digest auther tion fhetterd or inp t mitigation oLl

discussed in Section 5.2.4

For organizations required to comply with FIPS 1402, ensure the SSUTLS impl tiont is FIPS-validated
-

%g For Web resourses that require maximum protection, configure BSL/TLS
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* 25, Rate the ease with which your agency can compiete ALL of these items. If you are
currently performing all these items then select the option "completed”,

Configure SSL/TLS
Completed Easy Hedium Difficult
Ensure the S8SL/TLS impl ation is fully patched

Use a third-party issued cedificate for server authentication (unless all systems using the server are organization-managed, in which case a self
signed certificate could putentially be used instead)

Faor configurations that require a medium level of client authentication, configure server 1o require username and password via SSLITLS

For gonfigurations that require a high level of client authentication, configure server to require olient verlificates via SBL/TLS

Ensure weak cipher suites are disabled (see Table 7.1 for the recommended usage of Faderal cipher suites)

Cuorfigure fle infegrity checker to monftor Web server certificate ’

i onty SSLITLS is to be used inthe Web server, entuwe aoress via any TOP port other than 443 is disabled

i most traffic {o the Web server will bevia encrypled SSL/TLE, ensure that appropriate logging and delection mechanisms are employed in the
Web server (b network monitoring is ineffective against encrypted SSLITLS sessions)

*26. Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed”,

Protect against brute force attacks
Completed Easy Medium Difficult

O O O O

Use sirong authentication if possible
Use a delay afler failed Jogin altempts
Lock out an account after a set number of failed login attempls

Enforce a password poiicy
Blackiist 1P addresses or domains known to stfemp! brule force altacks

Use log monitaring software to detect brute force aifacks

#27. Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed™.

Identify network location
Compieted Easy Medium Difficult

O O O O

Wb serveris Jocated in a DMZ, or Wab server hosling is outsourced
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*28. Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed”.

Assess firewall configuration

Compisted Eany Madium Difficuit
Web setver is prolected by a firewall: if it faces 3 higher threat or is more vainerable, itis prolecied by an fication layer fi #
Firewall sontrols oll trafic b the i 1 and the Web server

Firewsll biocks all inbound traffic to the Web server except TCP ports 80 (HTTP) andfor 443 (HTTPS), i required

Firewall blogks (in comjunclion with the IDPS) IP addresses or subnels st the IDPS reports sre attacking the organizational network
Firewall notifies the nutwork or Web server adminigtrator of suspici tivity through an sppropriate meens

Firewall provides nontent fitering (application layer frewall)

Firewall is conf d to protect againgt Do altacks

Firewall detects malformed or known attack URL requests

Firewall logs critical events

Firgwall and firawall 05 are patched to latest or most secure fevel

%29, Rate the ease with which your agency can complete ALL of these items. if you are
currently performing all these items then select the option "completed”.

Evaluate intrusion detection and prevention systems
Completed Easy Hedium Diffiouit

O O O O

Hostbased IDPS is used for Web servers that operate primarily using SSUITLS
1DPS is configured to monitor network raffic to and from the Wb server after firewall
10PS is configured to monitor changes to critical files on Web server (host-based IDPS or file integrity checker)

{OPS blusks {in conjunstion with the firewall) iP or subnets that are attacking the organizational network
IS notifies the 1DPS administrators or Web server administrator of atincks through appropriste means
IDPS is configured to maximize detection with an ble level of false positives

HOPS i configured to log events
HOPS is updated with new ailack signatures frequently {e.g. ona daily basis)

Host-based IDPS s conk die itor the systera 1 available in the Wab server host

8

% 30. Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed™.

Assess network switches
Completad Easy tdedium Ciffcult

O O O O
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Swilches are used to protest against network eavesdping
Switches are configured in high-security mode fo defeat ARP spoofing and ARP poisoning attacks

Switches are configured to send a8 traffic on network segment 16 network-based IDPS

*31, Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option “compieted”.

Evaluate load balancers
Easy fedium Difficalt

Com(pgted O O O

Load balancers are used {o increpse Web server availability
Ltoad bal & are augmented by Web caches if licable

%32, Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed™.

Evaluate reverse proxies
Easy Medium Ditficult

el o O O

Raverse provies are used 35 a secunly gateway to increase Web server avaliability
Reverse proxies are augmented with encryption acoeleration, user aulthentication, and content filtéring capabilities, if applicabla

*¥33, Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option “completed™.

Perform logging
Easy HMedium Difficult

e} O O O
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Use the combined Jog format for storing the Transfer Log or aily figure the information deserib ed by the
standard format for the Transfer Log

Enable the Referrer Log or Agent Log if the combined log format is unavailable

Establish different icg file names for different virtual Web sites that may be implemented as part of a single physical Web server
Use the remole user identity as specified in RFQ 1413

Stare logs on a separate (sysiog) host

Ensure there is sufficient capacity for the jogs

Archive logs aocording to organizational requirements

Review logs daily

Review logs weekly {for more longierm rends)

Use asutomated log fle analysis tool{s)

bined log format fo be the

* 34. Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed”.

Perform Web server backups
Completed Easy Medium Ditficult

Create a Web server backup policy

Back up Web server differentiafly or incrementally on a daily to weekiy basis
Back up Web server fully on a weekly to monthiy basis
Periodically archive backup

Maintain an authoritative copy of Web sitels)

*#35, Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed”.

Recover from a compromise
Completed Easy Medium Daffieutt

O O O O

Report the incident Lo the srganization’s compuier incident response capability

isolate the compromised systemis) or take oiher steps to contain the altack so additional information can be collecterd
Investigate similar hosts to delermine if the attacker has also compromised other systems

Consult, as approprigte, with management, legal counsel, and law enforcement officials expediticusty

Arzlyze the intrusion

Restore the syslem

Test systam {0 ensure seourily

Reconnest system to network
Monitor system and network for signs that the attacker is altempling to access the system or network again

Document lessons learmed
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*36. Rate the ease with which your agency can complete ALL of these items. If you are
currently performing all these items then select the option "completed™,

Test security
Completed Easy Medium ffeult

O O O @)

F ¥ ability scans on Web server, dynamicaily generaled . arid supporting
Update vulnerability scanner prior to testing

Correct any deficiencies identifind by the sulnerabiity scanner

Condodt penetration testing on the Web server and the supporting nebwork infrastructure

Correct deficiencies identified by penetration testing

*37. Rate the ease with which youragency can complete ALL of these items. If you are
currently performing all these items then select the option “completed”.

Conduct remote administration and content updates

Completed Easy Medium Ditficuit
Use a strong authenticati & {e.g.. publiclprivate key pair, two-factor authentication)
Restrict hosts that can be used to iy i or update t on the Web server by 1P address and fo the intemal network
Use secure protocdls {e.g., SSH, HTTPS)
Enforce the concept of least privilege on rémote adminisiration and content updating {(e.g., pt to minimize the fights for the remote
administralionfupdate accountss
Change any default accounts or passwords from the remote administration ulility or application
Do not allow remote admi #hon from the int unlgss hani such a5 VPNs are used

Do not mount any file shares on the internal nebwork from the Web SEIVEY OF Vice versa
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Grimetines oM SEcuRmG PUBUE WeB Servers

Appendix E—Web Server Security Checklist

This section provides a combined version of the individual security checklists provided at the end of
many sections in this docunient.

Planning and Managing Web Servers

Completed Action
Plan the configuration and deplioymant of the Web server
identity functions of the Web sever

Identify categories of information that wil be stored, processed, and transmittsd
through the Web server

idantify security requiternents of information

Identify how nlormation is published to the Web sever

identify tha security reqlifements of other hosts involved {2.4., backend database or
Welb service)

Idently a dedicated hdst 1o tun the Web server

identify network services that will be provided or supported By the Web sever

identify the securly vequirements of any additional services provided of supported by
the Web sarver '

identify how the Web server will be managed
identify users and categories of users of the Web server and determing privilage for |
each category of ised

jeentidty user suthenbication methods Tor the Wab server and how authentication data
will be protected

identity how access o informaton eseures will be enforced

identify appropriate physical security mechanisrms

identfy appropriste avallabilty mechanisms

Chouse appropriate 0S8 for Web server

winimal exposise to vulnerabiities

Abiity to restrict administrative or root level activities to authorized users only

Abifty to control access 10 data on the server

Ability to disable unnecessary network services that may be Bullt inlo the OF or server
Dt

Ability to control acoess 1o various forms of executable programs, such as U5! soripts
and server plug-ins

Ability 1o log appropriate server activities lo detect inhusions and altermpled intrusions

Provison of & host-based firewall capability

Availabilty of expenenced staff to install configura. secure. and maintain 08
Choose appropriate platform for Web server

General purpose U8

Trusted 05

Web server appliance

OO0 ooon ooooigooooooo oo

0

Pre-hardensd 08 and Web saver
Yirugiized piatform
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Securing the Web Server Operating System

Completed i ~ Action
Patch and upgrade 0S8
‘Create, document; and implement a patching process

‘ Kéepthe servers disconnected from nemrks or on an isolated network that severé:y
restricts communications until alf patches have been installed

Identify and install all necessary patches and upgrades to the 08
Identify and install all necessary patches and upgrades to applications and services
included with the O8.

ldentify and riitigate any unpatched vulnerabilities

Remove or disable unnecessary services and applications
Disable or remove unnecvésséif? séwibes and appticétioné -
Configure OS user authentication ‘

Remove or disable unneeded default accounts and groups
Disable non-interactive accounts ‘

Create the user groups for the particular computer

Create the user accounts for the particular computer

Check the organization's password policy and set account passwords appropriately
{&:g., length, complexity}

Prevent password guessing (e.g., increase the period between attempts, deny login
after a defined number of failed attempts)

install and configure other security mechanisms 1o sirengthen authentication
Configure tesource controls appropriately '
Deny tead access to unnecessary files and directories

Deny write access to unnecessary files and directories
Limit the execution p‘iivﬂeg’e of sy'stem tools to systém administrators
install and configure additional security controls

Sglect, install, and configure additional software to provide needed controls not
included in the O8, such as antivirug software, antispyware software, rootkit detectors,
tHost-based infrusion detection and prevention software, host-based firewalls, and
paich management software

Test the security of the 0S
Identify a separate identical system |
Test OS aiter inftial install to determine vuinerabilities

Test O8 periodically (2.9., quarterly) to defermine newvulnerabilities

0 O O | O B R

O

OEa

Securing the Web Server

_ Completed Action

[ N
. Securely install the Web server
D Install the Web server software on a dedicated host or 2 dedicated virtualized guest
o8
. . D Apply any patches or upgrades to correct for known vulnerabilities
. D Create a dedicated physical disk or logical partition (separate from OS and Web
. server application) for Web content
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Action

Remove or disable all services installed by the Web server application but not required
(e.g., gopher, FTP, remote administration)
Remove or disable all unheeded default-login accounts created by the Web server
installation ‘
Rernove all manufacturer documentation from server
' Remove any example or test files from server, including scripts and executable code
App{y appropriate Sébuf@teﬁziﬂéfe or hardening script to the server
Reconfigure HTTP sevice banner {and others as required) NOT to report Web server
and OS type and version
Configure OS5 and Web server access controls
Configure the Web server process 1o run as a ser with a strictly limited set of
privileges o , 4
Configure the Web server so that Web content files can be read buk not written by
BRIVICE Processes

Configurs the Web server so-that service processes cannot write tothe directories
where public Web content i stored

Configure the Web server so that only processes authorized for Web server
administration can write Web content files

thfiguré thé host OS so that the Web server can wiite log files but not read them
Configure'the hiost O8 sothat temporary files created by the Web server application
are restricted to a specified and appropriately protected subdirectory

Configure the host OS so that access to any temporary files created by the Web
server application is limited to the seérvice processes that created the files

Install Web content on a different hard drive or logica!l partition than the OS.and Web
server application

If uploads are ailowed to the Web server, corffigure it so that a limit is placed on the
amount of hard drive space that is dedicated for this purpose; uploads should be
placed on a separate partition

Ensure that log files are stored in a location that is sized appropriately; log files should
be placed on a separate partition

Configure the maximurm number of Web setver processes and/or network connections
that the Web server should allow

Ensure that any virtualized guest OSs follow this checklist
Ensure users and administrators are able to change passwords

Gampzétad

Disable users after a specified period of inactivity

Ensure each User and administrator has a unpique ID

Configure a secure Web content directory

Dedicate a single hard drive or logical partition for Web content and establish related
subdirectories exclusively for Web server content files, including graphics but
excluding scripts and other programs

Define a single directory exclusively for all external scripts or programs executed as
part of Web server content {e.g., CGl, ASP)

Disable the execution of scripts that are not exclusively under the control of
administrative accounts, This action is accomplished by creating and controlling
access to a separate directory intended to contain authorized scripts

Disable the use of hard or symbolic links {e.g., shortcuts for Windows)

O OO0 Onoo oo 0 o0o0oo0|ooo [ oooOoo o
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Completed Action
, Define a complete Web content access matrix. Identify which folders and files within
[] the Web server document should be restricted and which should be accessible {and
by whom)

| Check the organization’s password policy and set account passwords appropriately
{e.g., length, complexity)

Use the robots. ixt file, if appropriate

Configure anti-spambet protection, if appropriate (8.g., CAPTCHAS, nofollow, or
keyword filtering)

00 O

Securing Web Content

Completed Action

Ensure that none of the following types of information are available on or
through a public Web server .

Classified records
internal personnel rules and procedures

Sensitive or proprietary information
Personal information about an organization’s personnel

Telephone numbers, e-mail addresses, or general listings of staff uriless necessary to
fuifill organizational requirements

Schedules of organizational principals or their exact location (whether on or off the
premises) ,

Infarmation gn the composition, preparation; or optimal use of hazardous materials or
toxins

Sensitive information rélating to homeland security

Investigative records.

Financial records (beyond those already publicly available)

Medical records

Organization's physical and information security procedures

Information about organization’s network and information system infrastructure
Information that specifies or implies physical security vulnerabilties

Plans, maps, diagrams, asrial photographs, and architectural plans of organizational
building, propetties, or instaliations

Copyrighted material without the written permission of the owner

Privacy or security policies that indicate the types of security measures in place fo the
degree that they may be useful to an attacker

Establish an organizational-wide documented formal policy and process for
approving public Web content that—

Identifies information that should be published on the Wab
ldentifies target audience
Identifies possible negative ramifications of publishing the information

Identifies who should be responsible for creating, publishing, and maintaining this
particular information

Provides guidelines on styles and formats appropriate for Web publishing

Provides for appropriate review of the information for sensitivity and
distribution/release controls (including the sensitivity of the information in aggregate)

v o o o o O o e

N
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Completed 7
Determines the appropriate access and security controls

Provides guidance on the information contained within the source code of the Web
content

Maintain Web user privacy
Maintain 2 published privacy policy

Prohibit the collection of personally identifying data without the explicit permission of
the user and collect only the datathat is absolutely nesded

Prohibit the use of “persistent’ cookies
Use the session cookieonly if itis clearly identified in published privacy potioy
Mitigate indirect attacks on content

Ereure users of the site are aware of the dangers of phishing and pharming attacks
and how to avoid them

Validate official communication by personalizing emails and providing unigue
identifying (but not confidential) information onily the prganization and user should
know

Use digital signatures on a-rnail if appropriate

Perform content validation within the Web application to prevent more sophisticated
phishing attacks {e.g., cross-site scripting based attacks)

Dereonalize Web content to aid in users’ identifying fraudulent Web sites
Use token-based or mutual authentication if applicable

Suggest the-use of Web browsers or browser toolbars with phishing/ pharming
- protection

Usé currentversions of DNS software with the latest security paiches
Install server-side DNS protection mechanisms ‘

Monitdr organizatiéna’l domains and similar domains

Simplify the structure of organization domain names

Use secure conpections for loging

if necessary, engage a vendor io provide stronger anti-phishing/ anti-pharming
measures

Client-side active content security considerations
Weigh tha risks and pensfits of client-side active content
Take no actions without the express permission of user

When possible, only use widely-adopted active content such as JavaScript, PDF, and
Flash

When possible, provide alternatives (e.g., HTML provided along with PDF)
Maintain server-side active content security

Only simple, easy-to-understand ¢ode should be used
Limited or no reading or writing to the file system should be permitted

Limited of no interaction with cther programs {e.g.. sendmail} should be permitted
There should be ne requirement to run with suid privileges on Unix of Linux
Explicit path names should. be used (i.e., does not rely on path variable)

No directories have both write and execute permissions

All executable files are placed in a dedicated folders

S$Sis are disabled or the execute function is disabled

) o oo o o o Oooooooiooojo o (o) oo oo 0 a

All user input is validated
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Completed ] Action
Web content generatioh code should be scanned or audited

Dynamically created pages do not creale dangerous métacharacters
Character set encoding should be explicitly set in each page

User data should.be scanned 1o ensure it contains only expected input, (6.9, 82, A-Z,
0-9); care should be taken with special characters of HTML tags

Cookies should be examined for any special characters
Encryptioh mechanism is used to-encrypt passwords entered through scripts forms

For Web applications that are restricted by username and password, none of the Web
pages in the apptication should be accessible without sxecuting the appropriate login
process

Ali sample scripts are removed

No third-party scripts or executable code are used without veriffying the source code

0 o | o

Using Authentication and Encryption Technologies for Web Servers

Completed Action

Corifigure Web authentication and encryplion technologies

0 For Web resources that require minimal protection and for which there is a'small,
clearly defined audience, configure address-based authentication
For Web resources that require additional protection but for which there is a small,

D clearly defined audience, configure address-based authentication asa second line of
defense

D Eor Wah resources that require minimal protection but for which there is no clearly
defined audience, configure basic or digest authentication {better)
For Web resouirces that require protection from malicious bots: configure basic or

M digest authentication (better) or implement mitigation technigues discussed in Section
52.4

1 Eor organizations required to comply with FIPS 140-2, ehsure the SSLTLS
implementation is FIPS-validated

] For Web resources that require maximum protection, configure SSLTLS
Configure SSLITLS

D Ensure the SSLITLS implementation is fully patched
Use a third-party issued certificate for server authentication {unless all systems using

M the server are arganization-managed, in which case a self-signed certificate could
potentially be used instead)

0 For configurations that require a medium level of client authentication, configure server
to require username and password via SSUTLS

0 For configurations that require a high level of client authentication, configure server o
require client certificates via SSL/TLS

n Ensure weak cipher suites are disabled (see Table 7.1 for the recommended usage of
Federal cipher suites)

D Configure file integrity checker to monitor Web server certificate

1 if only SSLITLS is to be used in the Web server, ensure access via any TCP port other
than 443 is disabled
i most traffic to the Web server will be via encrypted SSLITLS, ensure that

] appropriate logging and detection mechanisms are employed in the Web server
(because network monitoring is ineffective against encrypted SSUTLS sessions)
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Completed { Action

Protect against brute force attacks

Use strong authentication if possible

Use a delay after failed login attempts

Lock out an account after & set umber of failed login attempts

“Enforce a password policy
Blacklist 1P addresses or dormaing known to attempt brute force attacks
Use log monitoring software to-detect brute force attacks

OO OEo

implementing a Secure Network Infrastructure

Completed i Action

identify network location

N Web server is located in a DMZ, or Web server hosting is outsourced
Assess firewall configuration

Web server is protected by a firewall, i it faces a highet threat or is more vulnerable; it
is protected by an application layer firewall

Firewall controls all traffic between the Internet and the Web server

Eirewall blocks all inbound traffic to the Web server except TCP ports 80 (HTTF)
andior 443 (HTTPS), if required

Firewall blocks (in conjunction with the IDPS) IP addresses or subnets that the IDPS
reports are attacking the organizational network

Firewall notifies the network or Web server administrator of suspicious activity through
an appropriate means

Firewall provides content filtering (application layer firewall)

Firewall is configured to protect against DoS attacks
Eirewall detects malformed or known attack URL requests

Firewall logs critical events

Firewall and firewall OS are patched to latest or most secure level

Evaluate intrusion detection and prevention systems ' ;
Host-based IDPS is used for Web servers that operate primarily using SSLITLS
IDPS is configured to monitor network traffic to and from the Web server after firewall

IDPS is configured to monitor changes to critical files on Web server (host-based IDPS
ot file integrity checker)

IDPS blocks {in conjunction with the firewall) 1P addresses of subnets that are
attacking the organizational network

IDPS notifies the IDPS administrators or Web server administrator of attacks through
appropriate means

IDPS is configured to maximize detection with an acceptable level of false positives

IDPS is configured 1o log events
IDPS is updated with new attack signatures frequently (&.g.. on a daily basis)

Host-based IDPS is configured to monitor the system resources available in the Web
sarver host

Assess network switches
Switches are used to protect against network eavesdropping

O Ooooo|ioooo ooooo o0 oo U
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Completed ; Action

‘Switches are configured in high-security mode to defeat ARP spoofing and ARP
poisoning attacks

Switches are configured fo send all traffic on netwark segment to network-based 1DPS
Evaluate load balancers

Load balancers are used to increase Web server availability

L oad balancers are augmented by Web caches if applicable

‘Evaluate reverse proxies

Reverse proxies are used as 3 security gatewsay to increase Web server availability

Reverse proxies are atgmented with eneryption acceleration, user authentication, and
content filtering capabilities, if applicable

OO OO 00

Administering the Web Server

Completed ! : Action
Perform logging

Use the combined log foirmat for storing the Transfer Log or manually configure the
inforration described by the combined log format to be the standard format for the
Transter Log

Enable the Referrer Log or Agent Log if the combined log format is unavailable

Establish different log file names for different virtual Web sites that may be
implemented as part of a single physical Web server

Use the remote user identity as specified in RFC 1413
Store logs on a separate (syslog) host

Ensure there is sufficient capacity for the logs

Archive logs according to organizational requirements
Review logs daiiy

Review logs weekly {for more fong-tenm trends)

Use automated log file analysis fool(s)

Perform Web server Backups

Create a Web sefver backup policy

Back up Web server differentially or incrementally on a daily to-weekly basis
Back up Web server fully on a weekly to monthly basis

Periodically archive backups

Maintain an authoritative copy of Web site(s)

Recover from acompromise

Repori the incident to the organization’s computer incident response capability

|solate the compromised system({s) or take other steps fo contain the attack so
additional information can be collected

Investigate siriar hosts to determine if the attacker has also compromised other
systems

Consult, as appropriate, with management, legal counsel, and law enforcement
officials expeditiously

Analyze the intrusion

000|000 Ooooo Dopooooop o

Restore the system
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i l Action
Test system to ensure security
Reconnect system to network

Monitor system and network for signs that the attackeris attempting fo access the
system or network again

Documnent lessons learned

Test security

Periodically conduct vulnerability scans on Web server, dynamically generated
content, and supporting network

Update vulnerability scanner prior to testing

Correct any deficiencies identified by the vulnerability scanner

Conduct penetration testing on the Web server and the supporting network
infrastructure ,

Correct deficiencies identified by penetration testing

Conduct remote administration and content updates

Use a strong authentication mechanism {e.g.. puiblicfprivate key: pair, two-factor
authentication)

Restrict hosts that can be used to remotely administer or update content on the Web
server by IP address and to the internal network

Use secure protocols {e.g., SSH, HTTPS)

Enforce the coricept of least privilege on remote administration and-content updating
{e.g., attempt to minimize the access rights for the remote administration/update
accounts)

Change any default accounts or passwords from the remote administration utifity or
application

Do not allow remote administration from the internet Unless mechanisms such as
VPNsg are used

Do not mount any file shares on the intemnal network from the Web server of vice
versa

olool oobolol odopoo| oogo
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(AGGREGATED BY CHECKLIST & CATEGORY)

Identify functions of the Web server

identify categories of information that will be stored, processed, and transmitted through the Web server
Identify security requirements of information

Identify how information is published to the Web server

Identify the security requirements of other hosts involved (e.g., backend database or Web service)
Identify a dedicated host to run the Web server ’

Identify network services that will be provided or supported by the Web server

Identify the security requirements of any additional services provided or supported by the Web server

identify how the Web server will be managed

Identify users and categories of users of the Web server and determine privilege for each category of
user

Identify user authentication methods for the Web server and how authentication data will be protected
Identify how access to information resources will be enforced

identify appropriate physical security mechanisms

jate availability mechanisms

Minimal exposure to vulnerabilities
Ability to restrict administrative or root level activities to authorized users only

Ability to control access to data on the server

Ability to disable unnecessary network services that may be built into the OS or server software

Ability to control access to various forms of executable programs, such as CGI scripts and server plug-ins
Ability to log appropriate server activities to detect intrusions and attempted intrusions

Provision of a host-based firewall capability

Availability of experienced staff to install, configure, secure, and maintain OS

General purpose OS
Trusted OS

Web server appliance

Pre-hardened OS and Web server

Virtualized platform

Checklist 2 - Securing the Web Server Operating System
Patch and upgrade 0S
Create, document, and implement a patching process
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Keep the servers disconnected from networks or on an isolated network that severely restricts
communications until all patches have been installed

Identify and install all necessary patches and upgrades to the OS

Identify and install all necessary patches and upgrades to applications and services included with the OS

Identify and mitigate any unpatched vulnerabilities

Disable or remove unnecessary services and applications

Remove or disable unneeded default accounts and groups
Disable non-interactive accounts

Create the user groups for the particular computer

Create the user accounts for the particular computer
Check the organization’s password policy and set account passwords appropriately {e.g., length,

complexity)
Prevent password guessing (e.g., increase the period between attempts, deny login after a defined

number of failed attempts)
Install and configure other security mechanisms to strengthen authentication

Deny read access to unnecessary files and directories
Deny write access to unnecessary files and directories
Limit the execution privilege of system tools to system administrators

Select, install, and configure additional software to provide needed controls not include in the O, such
as antivirus software, antispyware software, rootkit detectors, host-based intrusion detection and
prevention software, host-based firewalls, and patch management software

°

Identify a separate identical system
Test OS after initial install to determine vulnerabilities

Install the Web server software on a dedicated host or a dedicated virtualized guest OS

Apply any patches or upgrades to correct for known vulnerabilities
Create a dedicated physical disk or logical partition (separate from OS and Web server application) for

Web content
Remove or disable all services installed by the Web server application but not required (e.g., gopher, FTP,

remote administration)
Remove or disable all unneeded default login accounts created by the Web server installation

Remove all manufacturer documentation from server
Remove any example or test files from server, including scripts and executable code

Apply appropriate security template or hardening script to the server
Reconfigure HTTP service banner (and others as required) NOT to report Web server and OS type and

version
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Configure the Web server process to run as a user with a strictly limited set of privileges

Configure the Web server so that Web content files can be read but not written by service processes
Configure the Web server so that service processes cannot write to the directories where public Web

content is stored
Configure the Web server so that only processes authorized for Web server administration can write Web

content files

Configure the host OS so that the Web server can write log files but not read them

Configure the host OS so that temporary files created by the Web server application are restricted to a
specified and appropriately protected subdirectory

Configure the host OS so that access to any temporary files created by the Web server application is
limited to the service processes that created the files

Install Web content on a different hard drive or logical partition than the OS and Web server application

If uploads are allowed to the Web server, configure it so that a limit is placed on the amount of hard
drive space that is dedicated for-this purpose; uploads should be placed on a separate partition
Ensure that log files are stored in a location that is sized appropriately; log files should be placed on a
separate partition

Configure the maximum number of Web server processes and/or network connections that the Web
server should allow

Ensure that any virtualized guest OSs follow this checklist

Ensure users and administrators are able to change passwords

Disable users after a specified period of inactivity

Ensure each user and administrator has a unigue ID

Dedicate a single hard drive or logical partition for Web content and establish related subdirectories
exclusively for Web server content files, including graphics but excluding scripts and other programs
Define a single directory exclusively for all external scripts or programs executed as part of Web server
content (e.g., CGl, ASP)
Disable the execution of scripts that are not exclusively under the control of administrative accounts. This
action is accomplished by creating and controlling access to a separate directory intended to contain
authorized scripts
Disable the use of hard or symbolic links {e.g., shortcuts for Windows)
Define a complete Web content access matrix. Identify which folders and files within the Web server
document should be restricted and which should be accessible (and by whom)
Check the organization’s password policy and set account passwords appropriately (e.g., length,
complexity)
Use the robots.ixt file, if appropriate

Configure anti-spambot protection, if appropriate (e.g., CAPTCHAs, nofollow or keyword ﬁltermg)

Checklist 4 - Securmg Web Content

Classified records

Internal personnel rules and procedures

Sensitive or proprietary information
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Personal information about an organization’s personnel

Telephone numbers, e-mail addresses, or general listings of staff unless necessary to fulfill organizational
requirements

Schedules of organizational principals or their exact location (whether on or off the premises)
Information on the composition, preparation, or optimal use of hazardous materials or toxins

Sensitive information relating to homeland security

Investigative records

Financial records (beyond those already publicly available)

Medical records

Organization’s physical and information security procedures

Information about organization’s network and information system infrastructure

Information that specifies or implies physical security vulnerabilities

Plans, maps, diagrams, aerial photographs, and architectural plans of organizational building, properties,
or installations

Copyrighted material without the written permission of the owner
Privacy or security policies that indicate the types of security measures in place to the degree that they
may be useful to an attacker

Identifies information that should be published on the Web

Identifies target audience

Identifies possible negative ramifications of publishing the information

Identifies who should be responsible for creating, publishing, and maintaining this particular information
Provides guidelines on styles and formats appropriate for Web publishing

Provides for appropriate review of the information for sensitivity and distribution/release controls
(including the sensitivity of the information in aggregate)
Determines the appropriate access and security controls
Provides guidance on the information contained within th

b content

Maintain a published privacy policy
Prohibit the collection of personally identifying data without the explicit permission of the user and
collect only the data that is absolutely needed

Prohibit the use of “persistent” cookies
Use the session cookie only if it is clearly identified in publi

Ensure users of the site are aware of the dangers of phishing and pharming attacks and how to avoid
them

Validate official communication by personalizing emails and providing unique identifying (but not
confidential) information only the organization and user should know

Use digital signatures on e-mail if appropriate

Perform content validation within the Web application to prevent more sophisticated phishing attacks
(e.g., cross-site scripting based attacks)

Personalize Web content to aid in users’ identifying fraudulent Web sites
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Use token-based or mutual authentication if applicable
Suggest the use of Web browsers or browser toolbars with phishing/ pharming protection
Use current versions of DNS software with the latest security patches

Install server-side DNS protection mechanisms

Monitor organizational domains and similar domains

Simplify the structure of organization domain names

Use secure connections for logins

a vendor to provide stronger anti-phishing/ anti-pharming measures

If necessa

Weigh the risks and benefits of client-side active content

Take no actions without the express permission of user
When possible, only use widely-adopted active content such as JavaScript, PDF, and Flash
atives (e.g., HTML rovided along with PDF)

When possible, povidealt

Only simple, easy-to-understand code should be used

Limited or no reading or writing to the file system should be permitted

Limited or no interaction with other programs (e.g., sendmail) should be permitted
There should be no requirement to run with suid privileges on Unix or Linux
Explicit path names should be used (i.e., does not rely on path variable)

No directories have both write and execute permissions

All executable files are placed in a dedicated folders

SSIs are disabled or the execute function is disabled

All user input is validated

Web content generation code should be scanned or audited

Dynamically created pages do not create dangerous metacharacters

Character set encoding should be explicitly set in each page

User data should be scanned to ensure it contains only expected input, (e.g., a-z, A-Z, 0-9); care should be
taken with special characters or HTML tags

Cookies should be examined for any special characters

Encryption mechanism is used to encrypt passwords entered through scripts forms

For Web applications that are restricted by username and password, none of the Web pages in the
application should be accessible without executing the appropriate login process

All sample scripts are removed

No third-party scripts or executable code are used without verlfymg the source code

Checkiist 5 - Using Authenti cation and Encryption Technoiogxes for Web Servers

For Web resources that require minimal protection and for which there is a small, clearly defined
audience, configure address-based authentication

For Web resources that require additional protection but for which there is a small, clearly defined
audience, configure address-based authentication as a second line of defense

For Web resources that require minimal protection but for which there is no clearly defined audience,
configure basic or digest authentication {(better)
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For Web resources that require protection from malicious bots, configure basic or digest authentication
{better) or implement mitigation techniques discussed in Section 5.2.4

For organizations required to comply with FIPS 140-2, ensure the SSL/TLS implementation is FIPS-
validated

For Web resources that require maximum protection, configure SSL/TLS

Ensure the SSL/TLS impiementation is fully patched

Use a third-party issued certificate for server authentication (uniess all systems using the server are
organization-managed, in which case a self-signed certificate could potentially be used instead)

For configurations that require a medium level of client authentication, configure server to require
username and password via SSL/TLS

For configurations that require a high level of client authentication, configure server to require client
certificates via SSL/TLS

Ensure weak cipher suites are disabled (see Table 7.1 for the recommended usage of Federal cipher
suites)

Configure file integrity checker to monitor Web server certificate

If only SSL/TLS is to be used in the Web server, ensure access via any TCP port other than 443 is disabled
If most traffic to the Web server will be via encrypted SSL/TLS, ensure that appropriate logging and
detection mechanisms are employed in the Web server (because network monitoring is ineffective
against encrypted SSL/TLS sessions)

Use strong authentication if possible
Use a delay after failed login attempts
Lock out an account after a set number of failed login attempts
Enforce a password policy

Blacklist IP addresses or domains known to attempt brute force attacks
Uselog monitoring software to detect brute force attacks

' Checklist 6 - Implementing a Secure Network Infrastructure

Web server is located in a DMZ, or Web server hosting is outsourced

Web server is protected by a firewall; if it faces a higher threat or is more vulnerable, it is protected by an
application layer firewall

Firewall controls all traffic between the Internet and the Web server

Firewall blocks all inbound traffic to the Web server except TCP ports 80 (HTTP) and/or 443 (HTTPS), if
required

Firewall blocks {in conjunction with the IDPS) IP addresses or subnets that the IDPS reports are attacking

the organizational network
Firewall notifies the network or Web server administrator of suspicious activity through an appropriate

means

Firewall provides content filtering {application layer firewall)
Firewall is configured to protect against DoS attacks

Firewall detects malformed or known attack URL requests

Firewall logs critical events
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Firewall and firewall OS are patched to latest or most secure level

Host-based IDPS is used for Web servers that operate primarily using SSL/TLS

IDPS is configured to monitor network traffic to and from the Web server after firewall

IDPS is configured to monitor changes to critical files on Web server (host-based IDPS or file integrity
checker)

IDPS blocks (in conjunction with the firewall) IP addresses or subnets that are attacking the organizational
network

IDPS notifies the IDPS administrators or Web server administrator of attacks through appropriate means

IDPS is configured to maximize detection with an acceptable level of false positives

IDPS is configured to log events

IDPS is updated with new attack signatures frequently (e.g., on a daily basis)

Host-based IDPS is configured to monitor the system resources ava!e in the Web server host

Switches are used to protect against network eavesdropping

Switches are configured in high-security mode to defeat ARP spoofing and ARP poisoning attacks

Switches are configured to send all traffic on network segment to network-based IDPS

Load balancers are used to increase Web server availability

Load balancers are augmented by Web caches if applicable

Reverse proxies are used as a security gateway to increase Web server availability

Reverse proxies are augmented with encryption acceleration, user authentication, and content filtering
capabilities, if applicable
Checklist 7 - Administering the
g8

Use the combined log format for storing the Transfer Log or manually configure the information
described by the combined log format to be the standard format for the Transfer Log

Enable the Referrer Log or Agent Log if the combined log format is unavailable

Establish different log file names for different virtual Web sites that may be implemented as part of a
single physical Web server

Use the remote user identity as specified in RFC 1413

Store logs on a separate (syslog) host

Ensure there is sufficient capacity for the logs

Archive logs according to organizational requirements

Review logs daily

Review logs weekly (for more long-term trends)

Use automated log file analysis tool(s)
form Web server backups
Create a Web server backup policy

Back up Web server differentially or incrementally on a daily to weekly basis

Back up Web server fully on a weekly to monthly basis
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Periodically archive backups

(s)

Maintain an authoritative copy of Web site

Report the incident to the organization’s computer incident response capability

Isolate the compromised system(s) or take other steps to contain the attack so additional information
can be collected

Investigate similar hosts to determine if the attacker has also compromised other systems

Consult, as appropriate, with management, legal counsel, and law enforcement officials expeditiously

Analyze the intrusion

Restore the system

Test system to ensure security

Reconnect system to network

Monitor system and network for signs that the attacker is attempting to access the system or network
again '

Document lessons learned

Priodically conduct vulner‘abl’lity scans on Web server, dynamically generated content, and supporting
network

Update vulnerability scanner prior to testing

Correct any deficiencies identified by the vulnerability scanner

Conduct penetration testing on the Web server and the supporting network infrastructure

Correct deficiencies identified by penetration testing

Use a strong authentication mechanism (e.g., public/private key pair, two-factor authentication)

Restrict hosts that can be used to remotely administer or update content on the Web server by IP
address and to the internal network

Use secure protocols (e.g., SSH, HTTPS)

Enforce the concept of least privilege on remote administration and content updating (e.g., attempt to
minimize the access rights for the remote administration/update accounts)

Change any default accounts or passwords from the remote administration utility or application

Do not allow remote administration from the Internet unless mechanisms such as VPNs are used

Do not mount any file shares on the internal network from the Web server or vice versa
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