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ABSTRACT

Internet-of-Things (1oT) usage surged over the past decade, and its advancement of
intricate devices brings obvious convenience to users. 0T devices such as Smart TVs offer
services and features that are desirable and favorable to consumers. However, all that
convenience comes with security and privacy concerns. Smart TVs have been the target of
attacks due to their internet connectivity. Moreover, personally identifiable information (PI1),

browsing history, and watching preferences, are being collected, leaked, and sold.

Previous research showed that users care that their data is protected but have minimal
privacy awareness. Moreover, some researchers claimed that even if consumers were made
aware of privacy issues, using the smart TVs’ functionalities took higher precedence than
protecting their privacy. This study will extend previous studies and investigate claims that
informing users about privacy does not change their attitudes. The aim is to investigate
different groups of students at a small mid-western public institution of higher education:
across domains, STEM and Non-STEM programs, junior/senior and freshmen/sophomore
students’ responses and attitudes will be compared. The research will investigate whether
training and exposure to security programs and courses affect students’ security and privacy

knowledge, awareness, and attitudes.
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CHAPTER 1

INTRODUCTION

Background

Technology has changed human life immensely in the last several years (Techresider,
2019). The last decades have changed the composition of home networks. Early home
networks consisted of home routers and computers and later gaming consoles added network
capabilities. The advent of mobile brought additional devices onto the network in
smartphones and tablet devices (Dell, 2012; BCG, 2015). Adding the Internet of Things (loT)
devices to the home network expanded the number of devices on home networks even further.
loT devices' simple interfaces and configurations made it effortless to expand the home
network by adding devices with a few clicks (Steve, 2021).

loT is now the next frontier of technological innovations, it is more than a buzzword.
loT technology has diverse applications across different industries, including healthcare,
transportation, energy, and critical structures (Assiris, 2018). Electronic devices in homes or
offices can connect to the internet and send and receive data. These devices are becoming
more popular among homeowners because they are practical. Hence, more people are
acquiring such devices due to their convenience. Smart refrigerators, wearable watches,
smartphones, heating and cooling units, light bulbs, satellites, smart monitors, and smart
televisions with internet capabilities are becoming the current trend.

IoT device usage has surged over the past decade in business and personal applications
(Jovanovi¢, 2021). It is now a core element in our modern world and is expected to become

more intertwined in our future lives. In an article in BBC Future by Alex Riley, global 0T
10
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usage numbers are estimated to reach more than 125 billion loT-connected devices by 2030
(Riley, 2020). Our dependence on loT devices is increasing daily (Alharbi, 2018).
Unfortunately, efforts to “secure these applications are slower than our growing dependence
on them” (Alharbi, 2018). Currently, the Internet of Things is powered by three emerging
technologies: Artificial Intelligence, 5G, and Big Data (Ghosh, 2021).

Smart TVs are contemporary innovations, and their usage has increased
drastically over the years (Kovocs, 2021). Smart TVs rose from sixty-seven million units
shipped worldwide in 2012 to an estimated 141 million in 2015. The global smart TV market
was estimated at $174.78 billion in 2020 and at $190.36 billion in 2021. Another article
estimated the smart TV growth rate at 20.8% (Grand Review Research, 2021). In addition, the
global smart TV market is expected to grow 11.1% from 2021 to 2028 to reach $397.51
billion by 2028. (Grand Review Research, 2021).

A smart TV is an internet-connected television that incorporates an operating system
which offers a wide variety of features, such as streaming services, browsing the internet,
listening to music, gaming, and connecting to other wireless devices (Silva, 2022). Problems
come with those smart TV services: several security risks are found in the smart TV
ecosystem. However, many people are unaware of the security risks, leading to privacy issues.
Moreover, some home users may be aware of existing security bugs in smart TVs but think

that its advantages outweigh the disadvantages.

Problem Statement and Motivation
Smart TVs are connected to the internet and transmit data back to manufacturers or

service providers (Abdugani, 2020). Browsing history, users’ behavior, and other data are

11



DocuSign Envelope ID: 5E4DFB3B-FC48-428C-BA40-B135882909A3

being collected, leaked, and shared (Abdugani, 2020). Third-party vendors can keep track of
users, collect their information, listen to their private conversations, and capture their images

using the camera and audio capabilities of the smart TV.

Previous research has shown that users do not want their data to be leaked, shared, and
used (Malkin et al., 2018). It has also been found that they have minimal awareness of the
security issues about smart TV devices (Aleisa et al., 2017). In other research, even if
homeowners were made aware of the dangers, maintaining the functionality of the smart TVs
mattered more to them than privacy (Ghiglieri et al., 2017). Ghiglieri et al. claimed that,
because of this indifference to security, safeguards need to be put in place by the
manufacturers to protect consumers (Ghiglieri et al., 2017). These findings lead to one
question: if enhanced security awareness will be there because of an adequate level of security
education? Will users then be prompted to choose security measures over convenience? In
addition, there is the issue of the “Privacy Paradox.” In one article, the researchers claimed
those individuals also do not care about their privacy and that users routinely trade privacy for

convenience.

Research Gap

Previous studies showed that researchers tried to raise security and privacy awareness of
users concerning their smart TVs interactions by:

e Sending some security information text messages to users (Ghiglieri et al., 2018)

e Telling them about smart TV risks and trying to raise their awareness (Ghiglieri et al.,

2018)

12
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« Informing users that their data was collected and may be misused (Malkin et al., 2017)

Even though participants were made aware of the security and privacy issues concerning
smart TVs features, users still preferred the convenience of using them over protecting their
privacy (Aleisa et al., 2017). Raising users’ awareness and prompting them to adopt security
measures did not yield optimal results. Researchers then concluded that nothing can be done
to change homeowners’ attitudes, and it is up to the vendors to take measures and protect the
users by adding some security technology to smart TVs (Ghiglieri et al., 2018).

There are gaps in the literature about more rigorous attempts to raise users’ awareness and
knowledge. Therefore, this research will build upon past literature by addressing the research
gap. What is needed is to study those that are already heavily involved in security programs
(STEM Programs). Will their education positively influence their security habits and
behavior?

Research Goal

The goal of this research is to build on the previous research findings and investigate
different groups of students’ behavior at a small mid-western public institution of higher
education while using smart TVs. Those groups are:

e STEM and Non-STEM would be compared with their security knowledge, awareness,

and attitude. The first group is expected to be far better off than the second group.

e Junior and senior students will be compared to freshmen and sophomore students in

terms of smart TV knowledge, awareness, and attitude.
In this study, the researcher wanted to investigate STEM students, especially security
students, if they were influenced positively to adopt safer measures while using smart TVs. If

the results show that this is not the case, then it may support the idea that it is impossible to

13
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convince users to be proactive and protect themselves while using smart TV devices. If the
result is true, it suggests that more research needs to be done and that users can be trained or

taught to be proactive in their security and privacy behavior.

Research Questions and Hypothesis

This research aims to investigate two groups of university students: STEM versus non-
STEM, and junior and senior students versus freshmen and sophomore. The research will
investigate whether appropriate training and exposure to security courses and programs would
affect those students’ privacy attitudes. The researcher wants to check if those students were
positively influenced by their security courses to acquire privacy habits while using smart
TVs.
Question 1 (RQ1): Does security awareness (STEM programs) positively influence students’
likelihood of adopting security best practices (knowledge, attitude, awareness) while using
smart TVs?
Question 2 (RQ2): Do the two groups junior/senior and freshmen/sophomore students differ
considerably in their security awareness, attitude, and knowledge?
The following hypotheses are proposed:
Hypothesis (H1): Security awareness due to STEM programs positively influences students’
likelihood of adopting security best practices (knowledge, attitude, awareness) while using
smart TVs.
Hypothesis (H2): The two groups junior/senior and freshmen/sophomore students differ
considerably in their security awareness, attitude, and knowledge.

The following null hypotheses are proposed:

14
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Null (H1): STEM programs do not positively influence students’ likelihood of adopting
security best practices (knowledge, attitude, awareness) while using smart TVs.

Null (H2): Junior/senior and freshmen/sophomore students do not differ considerably in their
security awareness, attitude, and knowledge.

Moreover, it will be investigated if being exposed to more than one security course does
affect students in their security behaviors and mindset.

The following section describes the research scope and limitations, the survey, the

participants, the made assumptions, and the significance of the research.

Research Scope and Limitations

This dissertation aims to find the answers to the previously mentioned research
questions and analyze the different college students’ security and privacy attitudes toward
smart TV devices. The scope of the survey is limited to current undergraduate university
students.

The estimated research limitation is the survey sample size. The obtained number of
participants was not adequate in the Fall 2022 semester. Consequently, the survey was
conducted again in the Spring semester 2023 for four weeks. Some of the limitations were:

e Sampling size was insufficient, therefore the survey had to be re-opened in the Spring

2023 semester.

e The sample was biased toward a specific demographic, and the groups were

unbalanced.

e Another limitation is the fact that students who participated in the survey were from

only one school, which is not representative of all students.

15
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The Survey and Participants

The paid Survey Monkey online web tool was used to anonymize the data from the
participants. Confidential information was not collected. The only personal collected
information was age and IP addresses.

The survey questions were targeted toward answering the research questions. If
students took security courses or were enrolled in security or STEM programs, did that affect
their thinking and behavior? By checking the students’ answers, a general idea can be made if
STEM majors and/or taking security courses influence students’ security behaviors.

Participants were undergraduate students who were above 18 years old. Students less
than 18 years old were exited automatically from the survey. The only restriction imposed in
the survey is that the participants used smart TVs even with external devices. Those who did
not use smart TVs exited automatically from the survey as well. The survey was purely
voluntary and relied on the students agreeing to participate and complete the research survey.
A percentage of participants started the survey but did not complete it. The participants were
from different classes across majors. However, more than a third of the participants were
freshmen students. Moreover, although the survey link was sent to different departments and

majors across the university, most of the participants were STEM students.

Assumptions, Significance, and Contribution

The researcher expected participants who took the survey to be honest with their

responses. In addition, the researcher is assuming that these students’ responses closely reflect

16
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the attitude of the population of other college students nationwide. The researcher is assuming

that the results would be a representation of the US university population.

Currently, smart TVs are being used in many areas: home entertainment, office
educational purposes, and business purposes (Lee et al., 2013). Therefore, it is important to
address the security and privacy issues related to smart TVs and protect users’ privacy. This
research will contribute to both research/academics and practice.

Research: The research results will contribute to the knowledge in this area and may help
inform the direction of future research efforts.

Practice: The findings of this study will have implications for practice. The findings help
practitioners to identify more appropriate ways to raise awareness and influence users to
protect their privacy and take significant measures to do that. The university will be prompted
to educate new undergraduate students to take security or privacy courses and be better
prepared while dealing with smart TV devices.

Definitions

The below terms are defined so the reader has a clear idea of what is meant by the researcher.
Attitude: “Attitude is a psychological tendency which is shown in the evaluation of certain
entities with some degree of favor or disfavor” (Algarni, 2017).

A/V: Is an acronym that stands for Audio/Video or Audio-Visual, and it refers to equipment
and applications that deal with sound and sight.

CEC: Is Consumer Electronics Control. Per Wikipedia it is feature of HDMI “designed to
control HDMI connected devices by using only one remote controller; so, individual CEC

enabled devices can command and control each other without user intervention.”

17
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DDoS: Per Cloudflare: A distributed denial-of-service (DDoS) attack is a “malicious attempt
to disrupt the normal traffic of a targeted server, service, or network by overwhelming the
target or its surrounding infrastructure with a flood of Internet traffic.
OTT: Over-the-top media service, or streaming platforms is a “media service offered directly
to viewers via the Internet. OTT bypasses cable, broadcast, and satellite television platform”
(Wikipedia).
PI11: Personally, identifiable information. It is defined in the U.S. General Services
Administration (GSA) as “information that can be used to distinguish or trace an individual’s
identity, either alone or when combined with other personal or identifying information that is
linked or linkable to a specific individual.”
Privacy: “Ensures that users’ information is not available to anyone without explicit
permission” (Goriawala, 2013).
Security: Is how “users’ information is protected from cybercriminals” (Goriawala, 2013).
SSID: Service set identifier is a unique identifier that allows devices to connect to a Wi-Fi
network.
Smart TV: A PC that shows TV programs. “Smart TV =TV + PC” (Lee et al., 2013).
Chapter Summary

In this chapter, the problem statement, motivation, research gap, and goal are
addressed by the researcher. The security and privacy issues surrounding the growing use of
smart 10T devices in general and smart TVs in specific are debated. The research questions
and null hypotheses are outlined in this chapter, along with information about the survey, its

scope, and participants, Moreover, the researchers touched on the assumptions made, the
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significance of this study, and its contribution. In the next chapter, the existing literature

review is investigated and presented to the reader.

CHAPTER 2

LITERATURE REVIEW

loT Smart Homes

The smart home loT ecosystem has thrived lately and with the advent of all those
smart devices, the life of homeowners has become more comfortable (Riley, 2020). During
the recent pandemic, those devices became popular and are the new trend (Riley, 2020). But
all these technological advancements come with a set of risks (Mazhar et al., 2020). It is
crucial for the homeowner to know the threats that come with their smart home 10T devices.
According to Mazhar et al. the studies on smart home devices are limited, in fact, most of
these devices were inspected in testing environments (2020). One extremely popular loT
device isasmart TV.

As previously mentioned, smart TVs are equipped with unique features such as
internet browsing and on-demand media (Alam et al., 2017). Hence, they have multiple
usages and services such as connections to Amazon, Hulu, other streaming companies, and
games (Willcox, 2019). What makes smart TVs popular is their interaction with users and
have gratifying characteristics (Alam et al., 2017). Per Kovocs, users can “stream media
services and run apps, browse the internet, access music channels, shop online, and access on-

demand video services" (2021).
19
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TV Usage and Popularity

TVs have been essential devices for households for decades. It is a fundamental part of
our lives, and some regard it as an essential companion (Kaur, 2019). A TV that connects to
the internet is a smart TV (Kovacs, 2021). TVs have been remarkably enhanced recently to
the point that it may be challenging to get one that is not “smart” (Hall et al., 2020). Due to
loT and smart device innovations, smart TVs were created in 2007 and have been on the rise
since then (Good Home Automation, 2021). More than 70% of homeowners had smart TV
per Statista in 2020.

The Deloitte report states, “Consumers’ demand for TV and consumption is
fundamentally changing” (2018). Moreover, they added that the landscape and the future of
TV broadcasting and streaming videos are unclear (Deloitte, 2018). However, the presence of
security and privacy issues in smart TVs is worrisome (Whittaker, 2019). They may be used
for spying, hacking, and botnet attacks (TechieGuy, 2020). There are few safeguards in them,
if any, to enhance users’ privacy and security. Manufacturers can add protectors at low cost to
protect them from security attacks, but little has been done (Privitera, et al., 2018). Instead of

technology and hardware fixes, users are left to fend for themselves.

As mentioned, there are security and privacy issues with smart TV devices. These
issues are threats to users’ privacy. Sometimes the terms “security” and “privacy” overlap and
there is a gray area between them. Per Dictionary.com, security is: “precautions taken to
guard against crime, attack, sabotage, espionage.” On the other hand, privacy is “the state of

being free from unwanted or undue intrusion or disturbance in one's private life or affairs.”

20
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Some smart TV security-related violations would be:

¢ Injecting some malware code to cause harm.

e Using smart TV as a medium for botnet attacks.

e Opening back doors for some malicious activity when users download unsafe

apps on their devices.

e Keeping track of the use Accessing someone’s smart TV login credentials,
Privacy issues are violations of users’ confidential information. Some smart TV’s
privacy violations are:

e Browsing history, search/ pattern, and viewing habits.

e Listening to users’ private conversations via smart TV audio.

e Watching users’ areas and taking their pictures via the smart TV cameras, if

applicable

e Using the audio and camera functionalities of the smart TV for spying

purposes.

e Collecting personal information of users and sharing or selling it to another

party.

e Leaking sensitive information about users and their families; Identity theft.

e Access browsing history, search patterns and viewing habits

e Collecting children’s information and images and selling it to a third party; this

is a violation of The Children's Online Privacy Protection Act
(COPPA).

Some of the best practices to stop these smart TV privacy violations are:

21



DocuSign Envelope ID: 5E4DFB3B-FC48-428C-BA40-B135882909A3

e Purchasing a smart TV without cameras. In addition, checking the security
reviews of the TV before getting it is a smart move.

e Disabling the cameras when not needed. Cameras may be used for spying or
taking videos or pictures of the household.

e Turning off the TV when not in use. The audio can run in the background.

e Refraining from downloading apps on smart TVs before checking their
security reviews. Some apps have security issues and may open backdoors for
hackers.

e Changing the default and admin passwords on the home router Wi-Fi

e Checking the admin password on the TV settings.

e Updating the smart TV’s firmware regularly.

Smart TVs are full of vulnerabilities and flaws that malicious users can abuse. The
FBI warned users that hackers could take control of the cameras and microphones to spy on
smart TV users (Whittaker, 2019). In 2017, the Federal Trade Commission fined Vizio 2.2
million dollars because they were tracking their customers' viewing habits and then selling
that information to third parties (Hall et al., 2020).

Streaming Devices (OTT)

Smart TV devices have grown over the years including streaming platforms (or OTT)
devices, such as the two popular devices Roku TV and Amazon Fire. These OTTs are
substitutes for having multiple channels of TV. Moghaddam et al. (2019) in a large first-scale
tracking research examined 2,000 channels on Roku and Amazon Fire TV. They claimed that
69% of Roku channels and 89% of Amazon Fire TV channels had tracking on them.
Moreover, they discovered that device IDs several numbers, Wi-Fi MAC addresses, and
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SSIDs are often being gathered and transmitted. In addition, they mentioned that disabling the
tracking options is unproductive and offers no protection for users. The researchers
recommended that OTT should be transparent about the traffic and should offer privacy
controls and block clear text connections.

In a similar study Varmarken et al. (2020), mentioned that smart TVs connect to
advertising and tracking services (ATSes). They gathered traffic from the top 1000 apps on
Roku TV and Amazon Fire. The authors designed a software tool to examine those apps and
investigate them. Varmarken et al. mentioned that blocklists do not work and that hundreds of
these apps gather PIl info and leak it to third parties. In addition, some of the apps prevent
users from being able to opt out of ads. The researchers concluded that “Privacy Enhanced
Solutions” should be developed for smart TV platforms (Varmarken et al. 2020).
High-Definition Multimedia Interface (HDMI)

The High-Definition Multimedia Interface (HDMI) is the backbone for Audio/Video
(AV) connections between video devices. HDMI is a widely used standard for transmitting
audio and video signals. While HDMI is considered secure, there are some potential security
threats that users are not aware of.

In an article, researchers investigate the security threats to the High-Definition
Multimedia Interface (Rondon et al., 2021). They mentioned that almost 10 billion HDMI
devices are used to distribute A/V signals. The researchers mentioned that the Consumer
Electronics Control (CEC) protocol is a vital part of the HDMI protocol, which allows HDMI
devices to share an “HDMI distribution to communicate and interact with each other.” While
there are security mechanisms that protect network components, this is not the case for CEC.

Rondon et al. mentioned that the CEC protocol was insecure and that this may give the
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adversary a “new surface invasion” into the HDMI by “tapping” into the CEC vulnerabilities
(Rondon et al., 2021). Some issues are malicious analysis of devices, eavesdropping, denial-

of-service attacks, and targeted device attacks (Rondon et al., 2021).

Android Boxes

An Android TV box is a machine that runs on the Android operating system and
connects to a smart TV. It can access streaming devices, applications, and the web, hence it is
popular for users. In a recent article, it was mentioned that thousands of Android TV boxes
were infected with the dangerous Triada-based malware linked to fraud (Tom’s Guide, Oct
2023). In the same article, Human Security, a Cyber security firm claimed that they found
several models of those boxes that were infected with dangerous backdoors which are
challenging to detect or remove.
Alexa and Google

An article by the German Security Research Lab found that home users were subjected
to eavesdropping by the Amazon Alexa and Google Home apps. The security flaws in those
apps can be exploited by the users’ voice commands: malicious users can eavesdrop on users,
open backdoors, and do other harmful activities (Bréunlein, & Frerichs, 2019). In a similar
study, Kumar et al. carried out research at the University of Illinois. They found a new
security attack called “skill squatting,” where the hackers can direct users to the malicious
application without their knowledge by leveraging the systematic errors found in Amazon

Alexa (Kumar et al., 2018).
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Smart TV Landscape

Smart TV are devices connected to the internet, and once this takes place, data is
exchanged (Whittaker, 2019), a reality which may be unknown to many users. People are
purchasing them to get additional functionalities and interacting experience, but they are
unaware of the fact that the so-called “smart devices” are opening doors for hackers to use
their TVs for malicious purposes. While technology is making our life more convenient, it
also “provides new opportunities for abusers to control, harass and stalk their victims” (Riley,
2020). The smart TV threat landscape continues to evolve, and hackers are becoming more
intelligent and innovative. These threats target all consumers.

The smart TV landscape has shifted from regular TVs to ones with integrated internet
usage. It has changed drastically in the past years; it has increased in sophistication and is
quite intricate (Alam et al., 2017). Smart TVs are heterogeneous platforms with divergent
characteristics and different operating systems. The two top smart TV operating systems are
Tizen and WebOS (Statista, 2020).

Some of the smart TVs’ popular functionalities (Silva, 2022):

e Auvailability of many channels

e Streaming Videos/Music

e Media Player

e Browse online, Web Browsing

e Search Capabilities

e Screen Sharing/interactive gaming

e Skype and Transfer Smartphone content to other smart devices
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In a recent 2021 study, Liu et al. studied 3163 smart TV Android applications to
investigate their security issues. The researchers investigated the security flaws in those apps
by using dynamic and static analysis and machine learning. Experimental results showed that
those Android apps have various security flaws and may contain malicious code leading to
leakage of users’ confidential information (Liu et al., 2021). The researchers used the Andro
Bugs framework, which scanned the application for vulnerabilities and reported at least fifty
vulnerabilities per Android app. A total of 2997 Android apps contained critical security bugs
(Liu et al., 2021). The researchers mentioned that not much research is done in that area, and
further studies are needed.

Vulnerabilities and Surface Attack Vectors

Figure 1 lists some existing vulnerabilities and security risks that are prevalent in the
smart TV ecosystem (Hammi et al., 2022). Gai et al. found more than eleven vulnerabilities
and fifteen attack surfaces in research on seven IoT home devices, including smart TVs. Some
of their findings on the smart TVs are:

1. Unencrypted services: data sent between the smart TVs and devices are not encrypted,
so malicious attackers can easily intercept this.

2. Weak passwords: weak passwords were used.

3. Lack of two-factor authentication: There was no use of tokens between devices while

connecting to the network. (Gai et al., 2018).

Some of the attack vectors that were found in the smart TVs are: (Gai et al. 2018)

1. Open network ports: can be easily exploited and subjected to different attacks such as
denial of service, replay, and injection attacks.

2. Data storage: data stored in the device should be encrypted, which is not the case.
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3. Authentication or authorization: devices lack 2-factor authentication, leading to

unauthorized access because of weak passwords.

4. Device firmware: storing information, and consequently can leak sensitive information

such as credentials and history.

5. Device web interface: device accesses a web interface that has many vulnerabilities,

such as SQL injection, phishing, and cross-site scripting (Gai et al., 2018).

According to Consumer Reports, malicious users can control and effortlessly exploit

millions of smart TVs because of quickly found security flaws in the devices. These can occur

with Samsung TVs, some TCL, and others using the Roku TV platform and the Roku Ultra

streaming device (Consumer Reports, 2018). In Japan, more than three hundred ransom

attacks took place on smart TVs, where the affected smart TVs were locked, and owners were

asked to pay around $100 within 72 hours (InfoSecurity, 2017).

In 2018, Bitdefender studied Romania and found that cybercriminals controlled many

smart TVs simultaneously to cause DDoS attacks on accessed websites. The hackers would

then demand money from the website owners to release the sites (Bitdefender, 2018). The

same study found that 46% of Romanians were concerned that malicious users may take

control of their smart TVs.
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Figure 1. Some Smart TV Security Risks (Hammi et al., 2022)
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Forbes stated that the CIA, along with M 15, created a TV malware called “Weeping
Angel” which hacked the Samsung smart TV (Hall et al., 2020). This malware runs like a TV
app in the background, captures audio, recovers Wi-Fi keys, and keeps recording even if shut
down (Brewster T. 2017). Wikileaks added that the Samsung TVs were hacked to spy on
users using the microphones as listening devices (CBC News, 2017). Per Hall et al., the
“Weeping Angel” was a significant breach of users’ privacy (Hall et al., 2020).

One alarming attack vector is botnets. Botnets can cause significant national and
global damage by sabotaging electric and power grids (Ornes, 2019). Since smart TVs
connect to the internet, and their default passwords are extremely easy to recognize, botnets
can “sneak” into the connection undetected and then prepare the environment for future
cybercrimes (Ornes, 2019).

Previous Research

The smart TV ecosystem is intricate, complex, and shifting. Moreover, it is full of
trackers. There are various existing vulnerabilities and security risks oblivious to
homeowners. In 2018, Malkin et al. conducted a study on 591 US users to investigate their
expectations of how smart TVs collect and use their data. The researchers got various
answers, and there was uncertainty regarding what was collected and how it was used (Malkin
et al., 2018). However, all participants agreed that it was unacceptable for data to be shared
(Malkin et al., 2018). The researchers hoped their findings would prompt lawmakers and loT
device manufacturers to improve users' privacy (Malkin et al., 2018).

In a similar study, Ghiglieri et al. carried out three studies using online surveys of 524
participants in Germany to investigate their smart TV privacy awareness. The first study

checked two hundred participants’ awareness of smart TV privacy risks (Ghiglieri et al.,
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2017). The response was that these users had minimal awareness. Then, the researchers tried
to develop awareness-raising messages in the second study and tested 155 participants. The
dominant discovery was that the participants valued their “smart TV's Internet functionality
more than their privacy” (Ghiglieri et al., 2017). Then they tried to raise the awareness of a
subgroup of 169 users in a third study but concluded that raising consumers' awareness was
insufficient. The researchers mentioned that making “participants aware of potential misuse is
more effective than only making them aware that data is collected and analyzed by vendors
whom they may trust” (Ghiglieri et al., 2017). They claimed that what is needed is more
research into the “development of usable privacy-enhancing technologies (PET), providing an
improved level of privacy preservation while retaining functionality” (Ghiglieri et al., 2017).

Nevertheless, in another research project, Aleisa et al. conducted a study in Saudi
Arabia with 236 participants (Aleisa et al., 2017). They found out that although some
participants were concerned about privacy “invasions," they were more concerned about the
convenience of having smart TVs. Even though Saudi Arabia was big on technology, the
researchers concluded that there was a low privacy awareness among the participants (Aleisa
et al., 2017). However, more than two-thirds of the participants were females, and 250 users
refused to participate. The authors predicted that there would be tighter security rules, secure
loT devices, and complete privacy disclosures (Aleisa et al., 2017).

Algarni studied 301 students' responses at Midwestern University to investigate
factors that impact students’ adoption of computer security practices. Her finding was that
university administrations need to educate students about the benefits and ease of adopting
security practices by organizing workshops for them (Algarni, 2017). She added that when

students feel threatened and vulnerable, they feel the need to embrace protective security
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measures. According to Algarni, students can change their security attitude if shown and

taught that this is not difficult to adopt and will protect them from security threats.

Chapter Summary

Users are heading towards having smart homes and TVs without the knowledge
of how to protect their privacy nor having any safeguards in the smart TVs, which is a
concern. There were some efforts towards educating users and homeowners more about their
smart TVs, however, it seems from previous literature that the effort did not pay off.
According to several articles, most users were not ready to do anything about it. Homeowners
need to be educated to protect themselves and their data. This study wanted to build on
previous studies and investigate claims that even if users are educated about the

vulnerabilities, they would still choose smart TV's functionality over protecting their privacy.

CHAPTER 3

RESEARCH METHODOLOGY

The research aims to investigate a small mid-western public institution of higher
education undergraduate students’ attitudes and practices while using a smart TV. Moreover,
the purpose is to compare the STEM versus the non-STEM students’ security awareness and
mindset. One main goal is to seek whether proper security exposure would make a difference
to students’ privacy and security awareness while dealing with smart TVs. Another aim is to

understand students better and assess if the majors impact students’ security awareness
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mindset. This study expected that students in security majors be more aware of the
vulnerabilities of smart TVs and care to protect their privacy.

This chapter outlines the research design, data collection, and methods to analyze the
data used by the researcher. Moreover, it discusses the survey population and sample size.
Research Method

Creswell defined quantitative methodology as “explaining phenomena by collecting
numerical data that are analyzed using mathematically based methods (in particular
statistics)” (Sukamolson, 2007). The research chosen for this study is the cross-sectional
descriptive quantitative method. Some advantages of using this research methodology are

collecting information quickly and reaching a high sample rate (Miller, 2020).

A descriptive study is where data is collected without affecting the environment or one
where the primary objective is estimating a parameter of interest (SDSU, 2020). It is one of
the best methods to collect information and show relationships and is also known as
“correlational” or “observational” studies (SDSU, 2020). The survey aims to describe a
numeric parameter of interest (security and privacy awareness) from the population by
studying a sample of the population, in this case, undergraduate students. This is in line with
the purpose of the research survey.

Using an online web tool to conduct the survey and collect the needed data from the
students is very efficient for this study since it is constructive for both students and the
researcher. Students can participate in the study without volunteering personal data, do it at
their chosen time, and stop completing it, should they choose to do so. The advantage for the
researcher is that a single link is shared with all participants by their professors, and all

responses are stored in one location. Moreover, the participants would be screened if they fit
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the criteria: those who never used smart TVs or were below 18 would exit the survey. Only

those who fit the criteria are selected.
Data Collection Tool

The researcher chose the paid version of Survey Monkey. It is a web-based surveying
tool which is suitable for in-depth survey collection. Moreover, there was a privacy setting in
the tool that would protect the privacy of all participants. Consequently, Survey Monkey
became the chosen tool for building the survey for the research and assisting with survey
distribution via the professors of the different departments. Finally, the number of participants

who could take the survey was unlimited.

Since the survey was opened in the Fall 2022 and Spring 2023 semesters, there were
concerns about duplicate entries, which was the case. Upon exporting the data from Survey
Monkey, the IP addresses were included. The researcher discovered that a small proportion of
students retook the survey. The earlier entries were deleted, and the most current records were

kept for analysis.

The target population was undergraduate students across majors, departments, and
programs. The researcher shared the survey link with her chair who then emailed it to the
different department heads and professors. The survey was circulated to diverse
undergraduate students from different departments and colleges. There was no interaction

between the researcher and the students.
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Survey Population and Sample Size

Due to limited time and resources, a small sample from the population of a small mid-

western public institution of higher education will be used.

Al Online- Non- . Computer

Class Level DSU only STEM STEM Security Sci;}nce

Freshman 500 74 334 166 115 101
Sophomore 385 102 279 106 122 73
Junior 395 118 264 131 125 67
Senior 605 317 413 192 202 120
Total 1885 611 1290 595 564 361

*Does not include certificate-seeking students.

Table 1. Undergraduate Fall 2022 Enrollment

The survey's sampling frame is students 18 years or older who have used or are using
smart TVs, even via external devices. For the Fall 2022, the small mid-western public
university had a student population of 1885 undergraduate students, with 611 being online
(that number was provided by the university research office). The population size is 1885, as
presented in Table 1, for Fall 2022 undergraduate students’ enrollment. The number of
students was determined by an on-line sample calculator:

https://www.surveymonkey.com/mp/sample-size-calculator/ . The target number of students

required for this research is 320, so this is the target sample size for this research to get the
desired results. A sample size of 320 which is adequate to estimate the assumed 95%
confidence interval with a 5% margin of error. This means 320 or more students are needed to
have a confidence level of 95% that the true parameter is within £5% of the

measured/surveyed value.
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Survey Administration

Survey Monkey was used for the online survey, and it was easy to use and implement.
Additionally, it looked more suitable for in-depth survey design, distribution, and analysis
than Google Forms. Moreover, there were some filtering options to extract distinct categories
of students, and the results could be split into Excel and PDF files. Survey Monkey allowed
for easy screening of the participants and their answers. In addition, the results could be
customized in nice pie charts. Finally, there was no limit on the number of participants who
could take the survey and the researcher could create different filters to slice and dice the data.

The researcher used a web-based survey tool, to facilitate students' ease of usage and
gather their responses. There was no plan to offer any incentives to the participants willing to
take the survey. Although this may have resulted in fewer participants, one reason to take that
route is to protect the participants' privacy. If incentives were offered, then the emails would
have to be collected. Since Survey Monkey is a third-party tool that stores the collected data
in the cloud, the researcher wanted to keep information about the participants private from
Survey Monkey.

The online survey collected the answers to the questions from the participants willing
to participate in this research. The survey participants were students from different academic
groups. No PII information was collected. The survey went live in the Fall of 2022, and data
collection took seven weeks between October 17 and December 2, 2022. Since more data was

needed, the survey opened again From January 18- February 11, 2023, for almost four weeks.
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For freshmen students, the survey was offered via a freshmen course: CSC 105 course,
where the students took the survey on tablets during the class. Consequently, there was a

higher number of freshmen students than in the other categories.

Survey Participation

IRB approval was obtained prior to participation in the research (Appendix A). All
students from any major could participate in the survey if they were above eighteen years old
and used smart TVs. The researcher provided detailed information to the participants in the
survey, so things were clear to them before they began the survey. The survey introduction
stated that there are no participation costs, the participation is voluntary, and the participants
can stop the survey at any time. Moreover, the researcher and Institutional Review Board
(IRB) contact email information was displayed should the participants have any questions.

Additionally, the following were covered in the survey introduction:

e Purpose of the study

e How do students participate in the survey

e Any anticipated risks for participation

e The benefits of participating

e How long and how will the information be kept?

e Statement of Consent

Survey Research and Design
The research questions were prepared, developed, and then refined by the researcher.

The survey questions were modified over the period of several months, before administering
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it to the students, to better fit the goal of the study. The modified survey was reviewed and
validated by a specific committee member who graciously offered help. This was to ensure
that the survey questions addressed the research questions accurately.

The research survey’s aim, as previously stated, is to examine students’ security
awareness while using smart TVs. In addition, a comparison between the different groups
would be carried out to see if majors have an impact on students’ security perceptions.
Moreover, the researcher wanted to examine if being exposed to some security courses would
change students’ security attitudes. All the data analysis was conducted in R-Studio.

Survey Questions

There were 17 5-Lickert scale questions with responses: strongly agree/likely, agree/likely,
unsure/maybe, disagree/unlikely, strongly disagree/unlikely. The survey questions were
divided into three categories: knowledge, awareness, and attitude targeted to answer the two
research questions. The questions are listed in Appendix C.

Data Analysis

The collected data from the Survey Monkey survey was analyzed in R-Studio to answer
this research questions. There were seventeen variables of interest (outcomes), which are the
seventeen survey questions. These were tested against both STEM and non-STEM students.

The researcher used the Chi-square statistic to test for the independence between
outcomes (knowledge, attitude, and awareness) and research questions. Several of the
outcomes had very small numbers of students’ responses and had warnings for the Chi-square
tests because the expected frequencies in the cells were less than five and thus the Chi-square
tests were not valid. Therefore, these responses from the 17 questions were collapsed for the

Chi-square test to become valid/ Answers to questions in the “Extremely Likely” (or
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Extremely Agree) or “Likely” (or Agree) were combined into one category (Extremely
Likely/likely or Extremely Agree/Agree). On the other hand, Extremely Unlikely
and Unlikely or Extremely Disagree and Disagree values were combined into another
category (Extremely unlikely/unlikely). The Unsure or maybe answers were combined into a
new category: Maybe. The output from all the Chi-square tests is listed in Appendix D.

The threshold for statistical analysis was a two-sided p-value < 0.05. All reported p
values are based on two sided tests. The p-value is a measure of the probability of observing a
test statistic as extreme as the one computed from the sample data, assuming that the null
hypothesis is true. In other words, it indicates the level of significance of the test. If the two-
sided p-value is less than or equal to 0.05, then the null hypothesis is rejected, and one can
conclude that there is a statistically significant difference between the outcomes and the

predictors.

Logistic Regression Analysis

Logistic regression was utilized to identify predictors that played an important role in
affecting students' awareness, knowledge, and attitudes. Logistic regression models were
created for the outcomes that were statistically associated with STEM status and credits
status. Per Edgar and Manz (2017) “logistic regression is a process of modeling the
probability of a discrete outcome given an input variable. IBM defined logistic regression as a
“statistical approach that is used to analyze the relationship between a dependent variable and
one or more predictors. It is a regression model that is used when we want to predict the

probability of an event occurring based on some predictor variables.”
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The different survey questions’ values were changed to binary (0 or 1) to perform the
logistic regression analyses, where 1 represents the response of strongly agree/disagree and 0
is otherwise. Models were created for the different survey questions in R using the gim
(generalized linear model) function. The threshold for statistical significance was considered
as 0.05. The list of all the models and the output from R are presented in Appendix E. The
predictors that were considered were: age group (AGeGRoup) credits (creditlb), STEM status
(major), and security courses (SecCourses).

AgeGRoup is the age range of the participating students. This was collected as a
categorical variable in the survey.

e AGeGRoupC 1: were students in the 18-21 age group and were assigned a
value 1.

e AGeGRoupC 2: were students in the 22-25 age group and were assigned a
value of 2.

e AGeGRoupC 3: were students in the 26-30 age group have a value of 3.

e AGeGRoupC 4: were students in the 31-34 age group and were assigned a
value of 4.

e AGeGRoupC 5: were students in 35+ age group and were assigned a value 5.

Note. AGeGRoupC 1 was the referent and AGeGRoupC 2-5 were combined later

for better results as the glm model was not converging appropriately.

Creditlb is the number of credits students have taken at the time of the survey.
Freshmen and sophomore categories were combined into one group and were assigned the
value of zero (referent) whereas junior and senior students were combined into another

category and were assigned the value of one.
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STEM is the STEM status, where STEM students in any of the various majors in
Beacom College, Mathematics or Science. Non-STEM students are all the students who are in
the other majors and their binary value is zero (referent). The binary value for STEM Students
is one in the model.

SecCourses: is the number of security courses that the participating students took:
e SecCourses 0: students took zero security courses.
e SecCourses 1: students took one security course.
e SecCourses 2: students took two security courses.
e SecCourses 3: students took three security courses.
e SecCourses 4: students took four or more security courses.

The number of courses was categorized as a binary predictor due to converging issues

in the glm function and category 0 was the referent.
Chapter Summary

In this chapter, the methodology chosen for this research and the survey platform
were discussed, along with the sample size needed for this research. The aim of the study was
to investigate two groups of students’ behavior at a small mid-western public institution of
higher education while using smart TVs. Those groups are STEM versus non-STEM and
junior/seniors versus freshmen/sophomore. The survey asked in-depth questions to examine if
students were affected in their security awareness knowledge, behavior, and attitude due to
being enrolled in STEM programs or being in higher classes. In the next chapter, the results of

the survey questions will be presented.
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CHAPTER 4

RESEARCH ANALYSIS AND RESULTS

This quantitative research examined the security and privacy awareness of a small
mid-western public university where the survey participants were undergraduate students who
dealt or are dealing with smart TVs. A survey was performed on the undergraduate student
population across majors. The survey questions were targeted to answer the research
questions and to examine the security behavior and mindset of the participants.

In this chapter, the researcher discusses the survey population. Moreover, the findings
of the study will be presented.

Survey Population

For the Fall of 2022, the university had a student population of 1885 undergraduate
students, including 611 online students. However, the survey did not capture if students were
online or attending campus.

For STEM, there were a total of 1290 undergraduate enrolled students for the Fall
2022 which constituted 68% of total undergraduate enrollment. For Non-STEM there were a
total of 595 students which constitute 32% of total undergraduate enrollment, (Table 1,
Chapter 3).

258 STEM students participated in the survey which was 20% of the total STEM
student population (Table 2). 122 non-STEM students participated in the survey which was

21% of the total non-STEM student population. Although STEM student’s enrollment for Fall
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2022 was double that of non-STEM, the participants from the two groups: STEM and Non-

STEM were comparable: 20% versus 21%.

On the other hand, of the 1290 STEM enrolled students, 613 freshmen and

sophomores versus 677 junior and senior students. Computer Science and Security constitute

around 72% of the total enrolled STEM students. Of the 595 non-STEM students, 272 were

freshmen and sophomores versus 323 junior and senior students, Chapter 3, Table 1.

Survey Details

The details of the survey were such:

For the Fall semester 2022 the survey was opened from: 10/19/2022- 12/04/2022, 335
participants started the survey, with 204 STEM (31 did not complete it) and 131 non-
STEMS (16 did not complete it).

For the Spring semester of 2023 the survey was opened in this time interval: Spring:
1/19/2023-2/12/2023: 120 participants started the survey, with 107 STEM and 13 non-

STEM.
312 STEM students started the survey, and 258 completed it.
143 non-STEM students started the survey, and 122 completed it.

A total of 380 students completed the survey, the sample size is 320.

Survey information

455 started the survey, but 380 completed it. Incomplete responses were discarded and
not included in the data analysis.
Completion rate was 84%, time to take the survey was 6 minutes and 2 seconds,

Figure 3
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e Seventy-five participants did not complete the survey. The breakdown of those
students was. as follows:

a. Forty participants did not complete the questions; hence these records were
removed from the data analysis.

b. Twenty-six students have not used Smart TVs, even through external devices,
so they exited the survey.

c. Two students were under eighteen, so they exited automatically.

d. Seven students retook the survey in Spring 2023; the older records of Fall 2022
were deleted and the most recent was kept, which was apparent by the IP

address that was captured by Survey Monkey.

Total Responses Completion Rate  Typical Time Spent
455 84% bm:2s

Figure 2. Survey Statistics
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Survey Demographics

Participants Age

Age was collected as a categorical variable. The distribution of participants by a

groups is presented in Figure 3. The breakdown of the age participants was as such:

324 participants in the 18-21 age group started the survey, but only 274 (72%)
participants completed the survey.

63 participants in the 22-25 age group started the survey, of which 53 (14%)
completed it.

20 participants in the 26-30 age group started the survey, of which 19 (5%)
completed it.

19 participants in the 35 age group started the survey, of which 19 (5%)
completed it.

27 participants in the 31-34 age group started the survey, of which 15 (4%)

completed it.

Age Percentage N=380

72%

= 1821
22-25

= 26-30

m 35+

m31-34

14%
5% 5% A%,
I D

Figure 3. Participants’ Age
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Participants Majors

Survey participants were asked to choose their major. The results did not lead to a fair
distribution among all majors. The four highest ranking majors reported are shown in Figure
4. : Forty percent were computer science majors, twenty-five percent were security, eleven

percent were business and around eight percent (30 participants) were education majors.

Major Percentage N=380

H Computer
W Security
M Business

Education

40%
25%

W Arts
M Sciences/Math
W Health

11% ® Double Major

8% 6% W Undecided
. 3% S0 an 9y, 15 B Physical Education
L 1§ -

Figure 4. Participants’ Major
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Participants STEM Non-STEM

STEM/Non-STEM Percentage N=380

68%

= 5TEM

= Non-STEM

Figure 5. Participants’ STEM/Non-STEM
The bar plot in Figure 5 presents the percent distribution of students by STEM status.

Sixty-eight percent (258) were STEM, versus thirty-two percent (122) non-STEM students.

Participants Credit Hours

The percentage breakdown of each category is shown in Figure 6. The largest category
was freshmen students, which was expected since the survey was offered to freshmen students
in their first-year course: via a GS 100 course. Per the university’s catalog this course
involves students in group discussions so that they “develop critical thinking and social
interaction skills to prepare them for the academic environment.”

A total of 38% (144) freshmen students completed the survey followed by 28% (106)
seniors, then 22% (84) juniors, and 12% (46) sophomores. Combining the freshmen with
sophomores (190 in total, 50%), and juniors with seniors (190, 50%), ended in a fair split

among participants’ credit hours.
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Credit Hours Percentage N=380

38%

28%

22%

12%

B Freshmen Senior [WlJunior Sophomore

Figure 6. Participants’ Credit Hours

Participants’ Security/Privacy Courses

The breakdown of the question was as follows, Figure 7:

1.

148(30%) of the participants did not take any security or privacy courses,
which was expected since a lot of freshmen students took the survey.

a. 31% of STEM students did not take any security or privacy courses
72 students (19%) took one course
57 students (15%) took two courses
31 students (8%) took three courses

72 students (19%) took four or more courses
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Security/Privacy Courses Percentage N=380

® 0 Courses
4+ Courses

= 1 Course

39%
19% 19%
15% m 2 Courses
m 3 Courses
8%

Figure 7. Participants’ Security/Privacy Courses

Out of 258 STEM Students, 31% (80) students did not take any security/privacy
courses and 69% (178) students took one or more security or privacy courses. Of the 178
(69%) STEM students, 92 (36%) were security majors and 152 (59%) were computer majors,
Table 2. Almost 50% of the 92 security students took four or more security courses. The

breakdown was as follows:

Undergraduate Survey Participants

Non- . Computer
Class Level All DSU STEM Security .

STEM Science
Freshman 145 a9 44 26 68
Sophomore 45 28 18 13 14
Junior 83 57 26 26 26
Senior 107 74 34 27 44
Total 380 258 122 92 152

Table 2. Undergraduate Survey Participants

e Security Total: 92 (Table 2)
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o Freshmen/sophomores: 39 students

o Junior/senior: 53 students

o 42 (46%) students took 4 courses or more
e Computers Total: 152

o Freshmen/sophomores: 82 students

o Junior/Senior: 70 students

o 19 (13%) students took one sec/privacy class
e Sciences/Math Total: 14

o Freshmen/sophomore: 7 students

o Junior/Senior: 7 students

Non-STEM Participants
122 (32% of 380 participants) non-STEM students completed the survey, (Table 2).
The breakdown was as follows:
e Business: 40 students.
o Freshmen/sophomores: 11 students
o Junior/senior: 19 students
e Education: 30 students.
o Freshmen/sophomores: 17 students
o Junior/senior: 13 students
e Arts: 23 students.
o Freshmen/sophomores: 18 students
o Junior/senior: 5 students

e Other Majors*: 29 students.
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o Freshmen/sophomores: 16 students
o Junior/senior: 13 students
* General, Health, Physical Education, Undecided, Double Major
For the 122 non-STEM students, 53 (43% of 122) students took security/privacy courses.
Of the 53 students, 18 students were freshmen/sophomore and 35 were junior/senior.
e 26 students took 1 course, 10 students were business major
e 14 students took 2 courses, half of these were business majors as well
e 7 students took 3 courses, 3 of which were business major
e 6 students took 4 courses, 3 of these were double major
Percent Responded Strongly Agree/Agree by Questions
In this section the percent distribution of students who responded strongly agree/agree
on their outcomes are presented by knowledge, awareness and attitude.

Knowledge Questions

Percent Responded Strongly Agree/Agree on
Knowledge Questions

75%

B TV Settings

Disable Conf

39%

TV Interact

Figure 8. Percent Responded Strongly Agree/Agree on Knowledge Questions
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As shown in Figure 8, 90% and 75% of students responded strongly agree/agree on 2
out of 3 knowledge questions. This shows that overall students had high levels of knowledge
about smart TV settings and how to change them.

Awareness Questions

Percent Responded Strongly Agree/Agree on
Awareness Questions

768% 759

57% W Data Coll
51% W Create Prof
44%

M Research App
Acc TV Features

23%
M Priv Inv

I TV Hack

Figure 9. Percent Responded Strongly Agree/Agree on Awareness Questions

In general, at least 50% students reported strongly agree/agreed on 4 out of the 6 on

the awareness questions (Figure 9).
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Attitude Questions

Percent Responded Strongly Agree/Agree on Attitude
Questions

i,
30% B0% 77% m Priv Inv Prob

72%
W Acc Features Accept
60%
55% 55% M Dis Features
Hack Issues
40%

M Refrain App
W Priv Imp
m Prof Accept
m Inf Behav

Figure 10. Percent Responded Strongly Agree/Agree on Attitude Questions

In general, at least 55% of students responded strongly agree/agree for 7 out of the 8
attitude questions (Figure 10). The only question that had a low proportion is expected since it
questioned the participants if the security or privacy courses that they took influenced their

behavior and most non-Stem and some freshmen STEM would have answered not applicable.

Research Questions 1 Results and Analysis

RQ1: Does security awareness (STEM programs) positively influence students’ likelihood of
adopting security best practices (knowledge, attitude, awareness) while using smart TVs?

The analysis is based on 380 participants of which 122 were non-STEM (32%) and
258 (68%) were STEM students. Those two categories were not balanced, the STEM category

was double that of the non-STEM.
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STEM student status for research question one was tested for the 17 survey questions.
Eight of the survey questions showed that there was an association between the question
(outcome) and STEM status. The following was observed:

The percentage was higher for the STEM students which showed that the knowledge
and awareness of STEM students are higher than those of non-STEM students because they
took security and privacy courses (Table 3). However, when participants were asked about
their privacy, STEM and non-STEM students claimed that they care about their privacy, and
it would be “problematic for their privacy to be invaded” which echoes what is there is
previous work. When further asked if they were willing to disable the camera and audio
features of their smart TVs to protect their privacy, the percentage were close for STEM and
non-STEM students.

When asked if they research third-party apps and refrain from installing third-party
applications on their smart TVs, STEM students (62%) were 12% ahead of non-STEM
students (50%). What was interesting to note was when students were asked if protecting their
privacy was more important than using smart TV features; there was a drop in percentage for
both STEM and non-STEM students by almost 30%. There was a visible disconnect between
caring about privacy and protecting it for both STEM and non-STEM students. There is no
tangible agreement between knowing and being aware of smart TV security issues and
privacy attitudes. This is known as the Privacy Paradox which was noted in some literature. In
a study by Ghiglieri et al. (2017), the researchers claimed that even by raising users’
awareness of smart TV dangers, users cared more for TV functionality than protecting their
privacy. Yet in another research by Aleisa et al. (2017), users were concerned about their

privacy “invasions," but cared more for smart TVs. However, in her dissertation, Alqarni
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(2017), indicated that when students feel threatened, they will take protective measures to
secure their privacy. Furthermore, she explained that it is up to the university administration

to develop easy methods to teach students how to protect themselves from security threats.

Strongly  Strongly Strongly Strongly
Agree! Disagree! Maybe Agree! Disagree! Maybe
Agree Dizsagree Agree Dizagree

Awareness

Accept
Privacy Invasion - 29 - 382« -- 0.00005
TY¥ Hack 255 3 - 263 - 000028

Attitude
Disable TY features ----- 262 0.00042
2 - 13 - 4652 4432  3.03E-07
L 11 s

Accept Create Profile 22
R

Coures Influence

Behavior 432

Table 3. Research Question 1 Statistically Significant Outcomes by STEM Status

Table 3 presents, the statistically significant results for the eight survey questions
(two-sided p-value < 0.05) by STEM status, which implies there was an association between
those survey questions and STEM status (being a STEM student). In general, there was a
positive trend where STEM students have higher awareness and attitude than non-STEM

students.
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Strongly Strongly Suongly Strongly

Agree! Disagreel Maybe Agree! Dizagree! Maybe

Agree Disagree Agree Disagree
Awareness
Access TV Feature 5 22 2d 475 223 3= 024
Refrain Install App 602 193 21 60 - 29 007
Knowledge
TV Interact Effort - ol - 43  0.537
Confidence i
Access TY Settings - - 0.61

Priv Invasion

Problematic

(T e
Important )

Table 4. Research Question 1 Statistically Non-Significant Outcomes by STEM Status

Table 4 presents the remaining nine questions which were not statistically significant
(two-sided p-value > 0.05), which implies there was no association between those questions
and being a STEM student.

However, there were some unexpected results by STEM status, where the values
Strongly Agree/Agree for STEM students were close to non-STEM or even less than the non-

STEM students. This is evident in Table 5.
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Strongly  Strongly Strongly Strongly

Agree! Dizagree! Maybe Agree! Disagree! Maybe

Agree Disagree Agree Disagree
Awareness
e a7 293 2ax  38% 7%  45% 6.79e-5
TV Hack Likely 20 43 32 205 a4 93 0.0003
Knowledge
Access TV Settings - | F -- 0.1
Amitmde
Hack Concern T3 1332 1432 T2 183< - 0.35923
Refrain Install App 602 21 132 60 23 1< 0.0742

Table 5. Unexpected Results for Outcomes by STEM Status

Research Questions 2 Results and Analysis
RQ2: Do the two groups junior/senior and freshmen/sophomore students differ considerably
in their security awareness, attitude, and knowledge?

This question’s hypothesis states that junior/senior students are more advanced than
freshmen/sophomore students in their security awareness, attitude, and knowledge due to the
first groups’ exposure to security courses.

Of the 380 participants students, 38% were freshmen, 12% were sophomores, 22%
were juniors and 28% were seniors. Juniors and seniors were grouped into one category. On
the other hand, freshmen and sophomore students were combined into another one, as the
assumption is that these students may not be exposed to security and privacy courses, unlike
the juniors and seniors. Each category included 190 students. Similar to research question

one, the Chi-square was used to test for the independence between the main outcomes of
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interest (17 questions in knowledge, awareness, and attitude) and freshmen/ sophomore and
juniors/senior. Eleven out of 17 survey questions showed that there was a statistically
significant association between the research question and the Credits student status, (Table 5).
Knowledge and Awareness

When participants were asked if their privacy would be invaded, 54% of
juniors/seniors reported strongly agree/agree versus 36% of freshmen/sophomores. Moreover,
20% of juniors/seniors answered "maybe," while freshmen/sophomores answer was double
that of them. Furthermore, when they questioned whether their TV would be hacked, that
percentage dropped: the answers to strongly agree/agree were 28% for juniors/seniors, and
19% for freshmen/sophomores. This decline in percentage may be because the junior/senior
students are exposed to security and privacy classes and know how to protect their smart TVs,
while freshmen/sophomore students were not exposed to that.

When students were asked about smart TV features and whether others could access
them, 55% percent of juniors/seniors students indicated strongly agree/agree vs. 48% of
freshmen/sophomores, and 19% and 34% answered "maybe" for juniors/seniors and
freshmen/sophomores, respectively.

Furthermore, when asked if TV manufacturers will collect data from their home loT
devices and then create detailed profiles of their habits, 82% and 83% for junior/senior, 72%
and 67% responded strongly agree/agree for freshmen/sophomores. Further research is needed
to investigate if this difference is due only to the fact that those students in juniors/seniors did

take security or privacy classes.
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Attitude

When asked if they would consider disabling TV features to protect their safety, 85%
of juniors/seniors confirmed that they would do it versus 71% of freshmen/sophomore. When
further asked if they would research the safety of third-party apps before installing them, 62%
answered " strongly agree/agree” and 11% "maybe" for juniors/seniors , while the percentages
for freshmen/sophomores were 53% and 23%, respectively. When asked about their
abstaining from using third-party applications on their smart TV, 64% answered " strongly
agree/agree™ and 18% "maybe" for juniors/seniors , while the percentages for
freshmen/sophomore were 56% and 29%.

Overall, the percentages were higher for juniors/seniors students, which showed that
the knowledge and awareness of these students were higher than those of
freshmen/sophomore because it indicates how many security courses they took. Similar

results were observed with STEM and non-STEM.
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Strongly  Strongly Strongly Strongly
Agree! Disagreel Maybe Agree! Disagree! Mavbe
Agree Disagree Agree Disagree

Awareness

A
Accept

Research App - - 23 0.0073
TY Hack Likely 462L 00039
Privacy Invasion 402  E6.79E-05
Likel

Access TV Feature a2 0.0003

Rekrain Installing app - - L 29  0.0386
Behavior

Table 6. Research Question 2 Statistically Significant Outcomes by Credits

Table 6 presents the ten questions which were statistically significant by credit status
(two-sided p-value < 0.05). This implies there was an association between those ten questions

and credits status.
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Strongly Swtrongly Strongly Strongly
Agree! Disagree! Maybe Agree! Disagree! Maybe
Agree Disagree Agree Disagree

Knowledge

TV Interact Effort - 41 -- 1 - 0427

Confidence
Access TW Settings -- - 25 0.905

Affirnde

Priv Invasion

Accept Create Profile 153 s 2634 21 ) 23X 0217
52 I 17 57 23 202 01785
Important

Table 7. Research Question 2 Statistically Non-Significant Outcomes by Credits

Table 7 presents the remaining seven questions that were not significant two-sided
(p-value > 0.05) which mean there was no association between those questions and credits

status.

Logistic Regression Results and Analysis

The previous analyses described the differences between STEM and credits (research
questions 1 & 2) for each of the 17 questions. The logistic regression was used to assess the
relationship between the outcomes (awareness, knowledge, and attitudes) and the independent
predictors (STEM status, credits, security courses, and age). As previously mentioned, the
logistic regression is a statistical model that is used with several variables (predictors) that
predict the probability of an event occurring based on a given dataset of independent

variables.
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Here the researcher reports the results from the logistic regression analyses for the
statistically significant predictors of the awareness, knowledge, and attitudes questions. Five

logistic regression models had at least one statistically significant predictor of outcomes.

STEM Status=* Security Courses ** Credits Status Age Group
(Yes vs. No) (1-4 vs. 0 courses ) (Juniors/Seniors =21 vs.
vs. Fresh/Sophomore 18-21

4.2/1.39e-05 2.3/1.14e-10 1.32/0.383 0.97/0.937

Artitude
Influence Behavior (Definitely yesYes
vs. Definitely No/No)

Disable Features (Might disableDefinitely will
disable. (et = 1.21/0.601506 1.1/ 0.230387 1.9/0.0285 0.97/0.9332

vs. Definitely No/No)

Awareness

Data Collection (Extremely likely! Likely vs. 1.30/0.366742 1.26/0.4873
Definitely No/No) 2.9/0.0050 0.98/0.8587

Mic/Camera Access (Extremely likely/Likely 0.93/0.75316 1.28/0.3407
vs. Defiiitely No/No) 0.76/0.32440 1.4/0.00374

Creating Profiles (Extremely likely/ Likely va. 2.5/0.0138
Definitely No/No) 1.53/0.2337 1.09/0.4931 L.62/0.0896

Table 8. Odds Ratios/P-values from Statistically Significant Predictors from Logistic
Regression Analysis
The result for the statistically significant logistic regression is as follows:

In a multivariable logistic regression model where the question is : did the
security/privacy course(s) that you took influence you to have a more proactive security
behavior to protect your privacy, both STEM status and security course were statistically
significant predictors of this outcome (Table 8). STEM students were 4.2 (3™ row 2" column)
times more likely than non-STEM students to report strongly agree/agree that the courses they
took definitely yes/yes influenced their behavior proactively to protect their privacy. Students

who took 1-4 security classes were 2.3 (3" row, 3" column) more likely than students who
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did not take any security classes to indicate that the courses they took definitely yes/yes
influenced their behavior. Age and credits status did not impact this outcome.

In a second logistic regression model where the outcome is disabling TV features to
protect their safety, seniors/junior students were 1.9 (4th row, 4th column) times more likely
than freshmen and sophomores to report that the courses they took influenced their behavior
to protect their privacy to report that they might disable/will definitely disable the TV feature
(Table 8). However, STEM status, security courses and age did not impact this outcome.

In third logistic regression model where the outcome is TV manufacturers will collect
data from their home devices, STEM students were 2.9 (6th row, 2" column) more likely than
non-STEM students to respond extremely likely/likely (Table 8). However, credit status,
security courses and age did not impact this outcome.

In the fourth logistic regression model where the outcome is microphone/camera,
students who took 1-4 security classes were 1.4 (7th row, 3rd column) more likely than
students who did not take any security classes to respond extremely likely/likely (Table 8).
However, STEM status, credit status, and age, did not impact this outcome.

In the logistic regression model where the outcome is TV manufacturers will create
profiles, students older than 21 were 2.5 (8th row, 5th column) more likely than <21 years
students to respond extremely likely/likely (Table 8). However, STEM status, credits status,

and security courses did not impact this outcome.

61



DocuSign Envelope ID: 5E4DFB3B-FC48-428C-BA40-B135882909A3

. SITEM Status** Secunty Courses ** I Age Group
Question (Yes vs. No) (1-4 vs_ 0 courses ) i i (> 21 vs.
18-1)
Attitude
Protect Privacy Imp.
Definitely yes/ Yes vs. 1.154/0.6285 1.141/0.1970 1.559/0.0656 1.424/0.1697
Definitely No/No)
Access Feature Acc 0.641/0.195
(Definitely yes/ — 1.597/0.234 1213/0.182 1.687/0.096
Defintely No/MNo)
Refrain Install App § 1.279/0.308 1.065/0.798
(Definitely ves/ Yes vs. Ll 1.0762/ 0.480
Definitely No/No)
Create Profile Acceptable ; 1.002/0.991
(Definitely yes/ Yes vs. 1.001/0.995 1.192/0.995 1.116/0.644
Definitely No/No)
Awareness
Create Profile (Definitely 1.6189/0.089 2.483/0.0138
yes/ Yes vs. Definitely 1.530/0.233 1.093/0.493
No/No)
TV Hack (Definitely yes/ 1.589/0.723
Yes vs. Definitely No/No) 1.88/0.919 1.432/0.245 2.592/0.160
Research App (Definitely ) 1.921/0.611 0.972/0.889
yes/ Yes vs. Definitely 1.211/0.107 1.177/0.564
No/No)

Table 9. Odds Ratios/P-values from Statistically Non-Significant Predictors from Logistic
Regression

Table 9 presents the odds ratios that were not statistically significant of the seven
outcomes.

There was a visible disconnect between caring about privacy and protecting it for both
STEM and non-STEM students. There is no tangible agreement between knowing and being
aware of smart TV security issues and privacy attitudes. This is known as the Privacy Paradox
which was noted in some literature. In a study by Ghiglieri et al. (2017), the researchers
claimed that even by raising users’ awareness of smart TV dangers, users cared more for TV
functionality than protecting their privacy. Yet in another research by Aleisa et al. (2017),
users were concerned about their privacy “invasions," but cared more for smart TVs.

However, in her dissertation, Algarni (2017), mentioned that when students feel threatened,
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they will take protective measures to secure their privacy. She mentioned that it is up to the
university administration to develop easy methods to teach students how to protect themselves
from security threats.
Chapter Summary

In this chapter, the survey results were presented. The majority of the participants
agreed that privacy is significant while dealing with smart TVs, no matter what major, STEM
or class/credits. However, an essential issue is the willingness to change attitudes and protect
their privacy while dealing with their smart TV devices. STEM students were ahead of non-
STEM students for most of the significant questions regarding awareness and attitude
questions. They were willing to change attitudes and protect their security and privacy. This
means that the non-STEM students, either were not exposed to enough knowledge, because
they did not take security courses and were not enrolled in STEM programs, or did not have
enough skills to modify their attituue and defend their privacy.

In chapter five, the conclusion of the research study is discussed. Moreover, the
strength of the survey and its potential limitations are provided. In addition, recommendations

based on the results are addressed and future research is suggested.
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CHAPTER 5

CONCLUSION

Internet of things (1oT) compromise currently of billions of connected objects in
homes and workplaces. They are cheaply made without taking into consideration security or
privacy. The scale of 10T is enormous; it is expected to have more than 20 billion 10T-
connected devices in 2025, which may generate around eighty zettabytes of data (Nassar,
2020). In another article, this number is expected to go to 125 billion by 2020 (Riley 2020).

These 10T devices transmit, access, collect, and analyze personal and sensitive users’
data (Stevens, 2018). Hackers keep track of the network traffic and access that transmitted
data, sometimes even without it being encrypted. Distributed denial-of-service and man-in-
the-middle attacks, botnet attacks, data leakage, and malware injections are some security

threats that loT-connected devices may face (Nassar, 2020).

Unencrypted services, weak passwords, denial of service, and lack of two-factor
authentication are common vulnerabilities in smart home devices, including smart TVs. Smart
TVs are one such insecure [oT device. They can be used to spy, collect, and steal users’
sensitive data and harass them (Manwaring & Clarke, 2020). Users must be aware of the

dangers of smart TV devices before purchasing them (Gai et al., 2018).

Smart TVs are not “smart” regarding security (Ornes, 2019). Privitera et al. discussed
that although smart TVs are costly, there are no adequate safeguards against malware and

security attacks in those devices (Privitera et al., 2018). They suggested that protectors can be
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added to the smart TV device, ensuring protection against attacks at a low cost (Privitera et

al., 2018).

Previous research claimed that users do not want their data to be leaked and used, have
minimal privacy awareness, and even if told of the security and privacy issues about smart
TVs, they choose functionality over privacy (Malkin et al., 2018, Aleisa et al., & Ghiglieri et
al., 2017). On the other hand, Algarni (2017) claimed that students may change their attitude
if they feel threatened. This study extended previous research and investigated claims that
users will keep their attitude and mindset toward their smart TV devices even if told of their

dangers and vulnerabilities.

This research examined several groups of undergraduate college students at a mid-size
university. Different school groups were tested: STEM versus non-STEM, then Junior/Senior
versus freshmen/sophomore. All group's results were analyzed to see which group had more
security knowledge, awareness, and attitude. The researcher’s aim was to investigate whether,
with proper training, STEM students were willing to change their behavior and select to
protect their privacy while using smart TVs.

There were some unexpected results for the STEM Chi-square testing as shown in
Table 5. These questions are:

e Awareness question “Would you expect your smart TV to be hacked?” The answers
were very low for both STEM (25%) and non-STEM (20%), which was unexpected.

e Knowledge question “Do you feel confident about checking and disabling TV
settings?”” The responses were unanticipated: non-STEM students responded agree by

95% versus 89% for STEM students. A drop for STEM students.
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e Attitude question “Would you refrain from installing third party apps on your smart

TV to protect yourself?”” Both STEM and non-STEM students responded “agreed” by

60% each.

In summary, STEM students have higher knowledge and attitudes than non-STEM
students underscoring the importance of training. Although differences were observed
between the two groups, some results were inconsistent. Based on the findings, it is
recommended that STEM students take more real-life courses. It is suggested that all non-
STEM students, regardless of their major might benefit from having access to introductory
privacy and security courses. Additional research is needed in this area to determine how to
influence users and students alike in taking so that they modify their behaviors to proactively
protect their privacy.

Overall, there is high knowledge for the participating students who completed the
survey with respect to several questions and the findings do support the researcher’s
hypotheses. The findings did support the hypothesis that STEM students are positively
influenced to adopt security practices (attitude, awareness) while using smart TVs, due to
their programs. If they perceive that there are problems, they are willing to take actions such
as researching third-party applications before using them, refraining from installing third-
party application on their smart TVs, and disabling the smart TV features that can be used for
spying like camera and audio features.

Finally, the results that were presented in Chapter 4 show that STEM students were
indeed influenced by their programs, and this is more in line with what Algarni found (2017)
where she mentioned . This suggests that previous claims of some researchers (Malkin et al.,

2018, Aleisa et al., & Ghiglieri et al., 2017) that users will not change their attitude even if
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they know about the smart TV security and privacy issues are not accurate, but they
investigated homeowners and not students. More in-depth and current research and
investigations are needed in that area to address previous researchers’ claims. It would be
beneficial to expand research to include homeowners in addition to college students.
Research Strengths and Limitations

There are several strengths to this research. First the sample size was large: 380 out of
1885 enrolled undergraduate students in Fall 2022, which was 20% of enrolled undergraduate
students. Another strength was that there were high response and completion rates. In
addition, data collected on 17 questions (outcomes) on knowledge, awareness, and attitude.
Lastly the sample was representative of the undergraduate students. Undergraduate STEM
students were 68% and non-STEM were 32% and these were the same percentages for STEM
and non-STEM students enrolled were 68% and 32% and these were the same percentages for
STEM and non-STEM survey participants. For enrolled freshmen and sophomore Fall 2022
enrollment, the percentage was 47% versus 50% of sampled (participants). For the 18-21 age
group, it was 68% for Fall enroliment versus 72% of sampled participants.

There are a few limitations. One main limitation is that 31% (80 students) of STEM
students did not take any security/privacy courses, which may have affected the responses to
several survey questions. But this may be because security and privacy courses were not
offered at freshmen and sophomore levels. Another limitation is that the types of security and
privacy courses that STEM students took were not captured. This would have given some
insight into what affected students in their attitudes. In addition, the sample was biased toward
a specific demographic, and the groups were unbalanced. The sample size of STEM students

was almost double that of non-STEM students. Freshmen students accounted for almost 40%
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of the total population. The survey did not capture if students were online or attending campus
which is another limitation. Yet another limitation is that all the data was collected from one
school, representing a small percentage of students nationwide. Since there were no
participants from other schools or universities, conclusions from other college students cannot
be made, although there may be some inferences made.
Recommendations

This research targeted undergraduate students’ knowledge, awareness, and attitude
while using a specific 10T device, a smart TV. Recommendations for university training and
education outreach are presented below.
University Training

One solution to alleviate this knowledge gap in college students is to incorporate
hands-on labs showing smart TV devices' dangers to all students: freshman to senior levels for
STEM and non-STEM. For example: show how personal data can be collected from smart
TVs and used to create profiles and how hackers can take charge of their devices and use
them for botnet attacks or open back doors and execute malicious codes. Another
recommendation would be to have smart TV workshops and seminars carried out in the
university throughout the year. Another solution is to prepare short videos that professors and
instructors can show in classrooms to warn students about the dangers of smart TV devices
and ways to protect themselves, starting from the freshman level. A good approach is to
incorporate all the suggested solutions so that students are more exposed to them and are
motivated to do something about their privacy and protect it. The crucial thing is to have
constant reminders and keep workshops, seminars, hands-on, labs, ongoing and continuous

and keep students engaged, motivated, and interested.
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Education Outreach

It is crucial to engage middle school and high school students early on and have them
exposed to smart TV security and privacy vulnerabilities and issues through several channels.
University workshops can be offered throughout the year including some smart TV
conferences. Summer camps can be held for high school students to prepare them for what is
out there on smart TV. In addition, university smart TV internships can be offered to students
to get them more involved. Finally, it would be invaluable to reach out to the community and
offer parents/children smart TV seminars in libraries, schools, and universities. In addition,
smart TV summer camps can be offered to the community to educate them on what is out

there and teach them how to protect their privacy while dealing with smart TVs.

Future Research

There is a considerable amount of work that still needs to be examined in this area.
Participants from other universities would be insightful. Additional schools can be surveyed,
and different groups of students nationwide could be investigated for a more comprehensive
study. Moreover, this study can be expanded to graduate, and K-12 grade students. This
would allow for further explorations of age ranges, credit hours, and majors. Moreover,
students could be surveyed from freshmen until graduation, and changes over the years could
be observed, recorded, and analyzed. This will allow for evaluating the impact of training on
students’ knowledge attitude and awareness and capture changes observed over time.

Implementation of smart TV security and privacy courses that can affect student attitudes
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while using them could be explored to see how it can affect their security habits, awareness,
and behavior.

It is very beneficial to engage key smart TV industry stakeholders with the school for
advanced innovative safe smart TVs. Finally, it is of the utmost importance to involve news
channels in spreading the knowledge: knowing about smart TV incidents will increase

people’s awareness while dealing with their smart TVs.
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APPENDIXA. IRB APPROVAL

Docusign Envelope I0: 534007 36-0858 4563

Institutional Review Board
DAKOTA STATE UNMIVERSITY
B20 M. Washington Ave
Madisen, SO 57042

Expedited Review Determination

Date: 07/25/2022
To: Dir. Stephen Krebsbach and Nadia Halabi
Approval &: 20220725

Dear Dr. Krebsbach and Ms. Halabi,

The Dakota State University IRB has conducted an expedited review, in accordance with federal
reguirements under 45 CFR 46.110, of your project and approved iton 07/25/2022. This approval
wias based on your project’s meeting the condition of: Research that only includes no more than
minimai risk to participamnts.

To maintin its approved status, your research must be conducted according to the most recent
plan reviewed by the IRB. You must notify the IRB in writing within four days of:
*  Any changes to your research plan or departure from its description as stated in your
application and/or other documents submitted;
*  Any unexpected or adverse event that occurs in relation to your research project.

Within 364 days of the date of this letter, you must submit:
% A notice of closure once all project activities have concluded;
_Dr —

% An application for extension of time to complete your research.

If you have any guestions regarding this determination or during your study, please contact us at
605-256-5100 or irb@dsu.edu. Best wizhes to you and your research.

Best Regards,

Sl ﬁh‘l-“bll

Stacey Berry, Chair
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APPENDIX B.

CONSENT FORM

Students’ Smart TV
This survey is intended for Undergrad students who have previously used or are using a smart

TV.

The person in charge of this study is Nadia Halabi, a cyber operations doctoral student at
DSU. She very much appreciates your participation in this study. The researcher's faculty
adviser and project principal investigator are Professor Stephen Krebsbach.

Purpose of the study
This study aims to investigate several groups of university students: STEM and non-STEM

freshmen/sophomores and juniors/seniors.

This research project will examine the security behavior of students, especially the STEM
senior students who had in-depth security training. In addition, it will investigate if students
with in-depth training will be positively influenced to become more vigilant about protecting

their privacy and security when using loT devices, especially smart TVs.

How do | participate in this survey?

Participation in this study involves completing a survey on SurveyMonkey.

What are the anticipated risks for participation?

There are no anticipated risks associated with participating in this study.

Are there any benefits to participating?

There are no direct benefits to the students in participating in this research. However, this
study will contribute to the knowledge regarding the practice of privacy and security.
Furthermore, the results of this research will contribute to protecting users’ privacy and help

the direction of future research efforts in this area.
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How will my information be kept?
Except for age and major, no personal information (PI1) will be collected nor analyzed.

Storing study information for future use
The collected information will be stored for three years after the publication of the results of
this study. Moreover, the information will not be shared with third parties or marketing

agencies.

Are there any participation costs?
There are no costs associated with taking part in the study.

Will I be paid for participation?
There will be no compensation for participating in the study.

Study contact information
If you have any questions about the research, please feel free to contact Nadia Halabi at

nhalabi@pluto.dsu.edu before or after taking the survey.

For questions about your rights as a research subject, you may contact the DSU IRB at:
irb@dsu.edu

Voluntary participation
Participation in this research study is completely voluntary. You may choose to stop taking

the survey at any time, in that case, your answers will not be counted in the study.

Statement of Consent
| have read this consent form. | give my consent to participate in this research study.

Important:

PLEASE Note, you need to complete ALL questions, otherwise, your answers will not be
counted in the research. If you want, you can skip the last question only, Question Number

27. The survey would take around 6 minutes. | appreciate your cooperation.
Note:

By clicking the Next button and completing this survey, students will be considered as

consenting to participate in this study.
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APPENDIX C

SURVEY QUESTIONS

DEMOGRAPHICS

1-Please indicate your age.

Under 18 (You will exit the survey)
18-21

22-25

26-30

31-34

35+

hD OO o

2- What is your major, select one of the below groups?

a.
b.
C.

—XxXT o oae

Sciences (Biology, Chemistry, Physics)

Mathematics

Computers (Computer Science, Information Systems, Artificial Intelligence, Graphics,
Software Engineer, Data Analytics, Web Development, Game Design, Web Design)
Business (Accounting, Administration, Business Technology, Management,
Marketing, Finance, Technology)

Security (Mathematics Cryptography, Network and Security Administration, Cyber
Leadership & Intelligence: Digital, Cyber Operations)

Education

Health (Information Administration)

Arts (Digital Arts & Design)

General Studies

Physical Education

Double Major

Undecided

3- How many college credits have you earned as of Fall 2022?

a. 0-30
b. 31-60
c. 61-90
d. 90

4. How many security/privacy courses did you take in the past?

a. 0
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SMART TV INFO (STV)

A Smart TV is a television that is connected to the Internet. This allows users to view

content from Internet-based providers,

However, some users may not have smart TVs or may opt out of using them and

choose instead to use external devices to get the smart TV features: streaming channels.

TV Streaming is a process that allows users to watch TV via external devices which are
connected to the internet, such as smart TVs, laptops, smartphones, monitors, and gaming

consoles.

1. Are you using, or have you used a smart TV in the past?
Participants who use smart TVs please select option b
For Participants who user smart TV features via external devices please select option ¢
a. No (You will exit the survey)
b. Yes
c. Via external devices

2. What brand?

LG

Samsung
Sony

Vizio

Tizen

Not applicable
Other

@meoooTw

3.What streaming services are you using? (Select all the apply)
a. Netflix
b. Sling
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Disney +
Hulu
Amazon Prime
Apple TV +
HBO Max
DIRECT TV
Paramount +
Philo
Peacock
Fubo

. Not applicable
Other

S3ITARTTSQ@o® 20

PERCEIVED EASE OF USE (PEUV)

Perceived ease of use reflects the extent to which a person believes it is easy to use a
particular system in this case a smart TV.
“The degree to which a person believes that using a system would be free of effort.”

1- Does Smart TV interaction require mental effort?
a. No
b. Yes
c. Somewhat

COMPUTER SELF-EFFICACY (CSE)

Computer self-efficacy is the ability to study computers. Self-efficacy refers to the

self-confidence of students that they can use computers easily, or in this case smart TVs.

1- Do you feel confident about checking and using the Smart TV settings?
a. No
b. Yes
c. I can look for instructions on YouTube or on the web.

2- Do you feel confident about disabling some features that are not needed on the Smart TV?
a. No
b. Yes
c. | can look for instructions on YouTube or on the web.
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3- Since the smart TV is connected to the home Router (the entry point to the home
environment), do you feel confident about changing the home router’s password?
a. No
b. Yes
c. | can look for instructions on YouTube or on the web.

4-How comfortable are you looking for instructions related to smart TV changing settings,
disabling features, etc. on YouTube or the web?

Extremely Comfortable

Comfortable

Not sure

Uncomfortable

Extremely uncomfortable

®o0 oW

PERCEIVED THREAT VULNERABILITY (PTV)

The degree to which respondents believe “they are vulnerable to computer security threats

posed during their home use.”

Smart TVs present both privacy and security risks. Privacy issues include your personal data

and habits being monitored and sold, while security concerns involve viruses and hackers.

Privacy issues are violations of users’ private information. Some examples of privacy
violations are:

Accessing someone’s smart TV login credentials, browsing history, search viewing
habits

Listening to users’ private conversations via the smart TV audio

Watching users’ area, taking their pictures via the smart TV camera, if applicable

Collecting personal information of users, and sharing or selling it to another party

Leaking sensitive information about users’ and their families

Some security violations would be using smart TVs to:

Inject some malware code to cause harm.
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Open back doors for some malicious activity, especially if users download unsafe apps
on their devices

Keep track of the users’ internet activity

1-What are the chances of your privacy being invaded?

a. Itis definite.

b. Itis likely.

c. Unsure

d. Itisnot likely.

e. Itis not possible.

2. What are the chances of your smart TV being hacked?

a. Itis definite.

b. Itis likely.

c. Unsure

d. Itisnot likely.

e. Itis not possible.

PERCEIVED THREAT SEVERITY (PTS)

“The degree to which respondents’ are concerned with the severity of computer security

threats posed during their home use.”

Smart TVs present both privacy and security risks. Privacy issues include your personal data

and habits being monitored and sold, while security concerns involve viruses and hackers.

1- It would be a severe problem if my privacy was invaded while using my smart TV
Strongly Agree

Agree

Unsure

Disagree

Strongly Disagree

® o0 o

2. It would be problematic if my smart TV was hacked
a. Strongly Agree
b. Agree
c. Unsure
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d. Disagree
e. Strongly Disagree

VOICE RECOGNITION/CAMERA (VRC)

Some smart TV features are:
- Voice recognition

- Gesture/facial recognition
- Cameras

- Microphone

Voice recognition allows the user to speak various commands instead of using a remote
control. For example, changing channels, searching for content, or even turning the Smart TV

on or off.

Gesture recognition technology is the ability to communicate with machines utilizing human

bodily forms of motion which commonly originates from the face or hand.

A voice command starts the smart TV, a smart TV camera recommends a show based on
facial recognition if available. This type of interconnectivity has privacy implications and
could be a backdoor for malicious attackers.

Smart TVs can keep track of users in three ways:
ACR technology: collecting data about users’ viewing habits.
Smart TV camera: watching users.

Smart TV microphone: listening to users.

1. How likely is it that in-home audio, recorded for voice recognition purposes, or your smart
TV camera and microphone will be accessed by third parties such as: TV/Streaming

Providers?
a. Extremely likely
b. Likely
c. Notsure
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d. Unlikely
e. Extremely unlikely

2. How acceptable would it be if your in-home audio, recorded for voice recognition
purposes, was accessed by third parties or your smart TV camera and microphone were used
to watch and listen to you?

Completely acceptable

Somewhat acceptable

Not sure

Unacceptable

Completely unacceptable

®o0 o

3. To have a more secure home environment and prevent other parties to misuse voice
recognition feature, or use smart TV camera and microphone to watch and listen to you, will
you consider disabling those features?

a. Definitely would not

b. Might not disable.
c. Unsure

d. Might disable.

e.

Definitely will disable.

THIRD-PARTY APPS (TPA)

Third-party apps are software applications that are developed by software developers
and not by the device manufacturer.

Smart TV applications (apps) are software apps that deal with smart TV devices to add
more functionality and features. Despite its importance, too little attention has been paid to
testing these kinds of apps. Third-party apps can be installed on the smart TV which was not
developed by the smart TV manufacturers. Some third-party tv app types are streaming,

videos, digital music, online news, online games, and so forth.

Some examples of streaming apps such as YouTube, Hulu, Sling, Disney +,

DIRECTTYV Stream, Apple TV, Amazon Prime, and some free services.

1- If you want to install third-party apps, would you research the app to see how safe it is
before you install it on your smart TV?
a. Definitely yes
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b. Yes

c. Unsure

d. No

e. Definitely not

2- By allowing new software to be installed on your Smart TV to enable third-party apps,
your TV may become vulnerable to malicious software being installed. Would you consider
refraining from installing third-party apps on your smart TV?

a. Definitely yes

b. Yes

c. Unsure

d. No

e. Definitely not

SECURITY/PRIVACY AWARENESS (SPA)

Many Smart TVs feature a technology called Automatic Content Recognition (ACR),

which tracks what users watch and then sells that data to advertisers.

In 2017, the Federal Trade Commission fined Vizio 2.2 million dollars, because they
were tracking their customers' viewing habits and then sold that information to a third party
(Hall et al, 2020).

1. What is the likelihood of your smart TV manufacturer collecting data including your
viewing history and search patterns from your home environment?

a. Extremely likely

b. Likely

c. Unsure

d. Unlikely

e. Extremely Unlikely

2. How likely will data collected from your Smart TV (including viewing history/search
patterns) be combined with data collected from your other 10T devices (smartphone, tablet,
laptop) to create a detailed profile of your habits and interests?

a. Extremely likely

b. Likely

c. Unsure

d. Unlikely

e. Extremely Unlikely
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3. Is collecting data from several sources to create a detailed profile of you acceptable?
Extremely acceptable.

Acceptable.

Not sure

Unacceptable.

Extremely unacceptable.

®o0 oW

5- Is protecting your privacy more important than using smart TV features?
a. Protecting my privacy comes first.
b. Using smart TV features is more important.
c. They are equally important.
d. Unsure

6- How many security/privacy courses did you take in the past?
0

1

2

3

4+

®o0 oW

7- Did the security/privacy course(s) that you took influence you to have a more proactive
security behavior to protect your privacy?

Definitely yes

Yes

Unsure

Definitely not

Not applicable

® o0 o

END OF SURVEY

Thank you for taking the survey. The researchers very much appreciate you taking the
time to participate in this research.

Did this survey change your attitude towards the dangers of smart TV?
a. Yes

b. No
c. Not Applicable (For branching logic)

If your answer was Yes or No in the previous question, explain why.
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APPENDIX D.

Chi-Test Square Test in R

RESEARCH QUESTION 1: STEM/NON-STEM

2023-08-06

install.packages(“dplyr”) library(dplyr) library(gmoldes) library(forcats) library(dplyr)

library(magrittr) ## Libraries library(tidyr) library(tidyverse) library(haven) library(readxl)
library(tablel) library(xtable) library(dplyr) library(kableExtra) library(devEMF) library(forcats)
library(datasets) library(ggplot2) library(readxl) library(tidyr)

testa=read.csv ("C:/Spring2023/Participants/Survey.csv", header=TRUE,
sep=n, n)

#head (testa) # d

7

escription of data variables in the data
L

dim(testa)

## [1] 380 24

test frame <-data.frame (testa)

str (test frame)

## 'data.frame': 380 obs. of 24 variables:

## S IP : chr "174.235.211.163" "138.247.98.46"
"138.247.100.51" "138.247.110.184"

## $ AgeGroup : chr "18-21" "18-21" "22-25" "18-21"

## $ Major : chr "Arts" "Security" "Arts" "Computers"
## S Stem :int 01 01 111111

## $ Credits : chr "31-60" "90" "31-60" "31-60"

## S Effort : chr "Somewhat" "Somewhat" "No" "No"

## $ Confident : chr "Yes" "Yes" "Yes" "Yes"

## $ DisablingFeatures : chr "Yes" "No" "Yes" "Yes"

## S PrivInvasion : chr "It is definite™ "It is likely" "It is

definite" "It is not likely"

## $ HackedIssue : chr "It is 1likely" "Unsure" "It is not likely"

"It is not likely"
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## S ProblematicPriv : chr "Agree" "Agree" "Agree" "Disagree"
## $ HackedTV : chr "Agree" "Agree" "Agree" "Agree"
## S CameraMicAccess : chr "Extremely likely" "Extremely likely"

"Extremely likely" "Extremely likely"

## S AccessAcceptable : chr "Completely unacceptable" "Somewhat

acceptable" "Completely unacceptable" "Unacceptable"

## $ DisablingCamMic : chr "Definitely will disable" "Definitely will

disable" "Definitely will disable" "Definitely will disable"

## S ResearchApps : chr "Unsure" "Yes" "Definitely yes"
## S NoApps : chr "No" "Yes" "Definitely yes" "No"
## S DataCollection : chr "Extremely likely" "Extremely likely"

"Extremely likely" "Extremely likely"

## $ CreateProfileHabits: chr "Extremely likely" "Extremely likely"

"Extremely likely" "Extremely likely"

## S ProfileAcceptable : chr "Extremely unacceptable" "Acceptable"
sure" "Unacceptable"

## S Privacy : chr "Protecting my privacy comes first"
are equally important" "Protecting my privacy comes first" "They are

equally important"

## $ SecCourses :int 02 0 0 42 40 0 4

"Not

"They

## S InfluenceBehavior : chr "Not applicable" "Yes" "Not applicable"

"Not applicable"
## S Stem.l : logi NA NA NA NA NA NA

datal <-data.frame (testa)

library (forcats)

## Warning: package 'forcats' was built under R version 4.2.3
library (dplyr)

## Warning: package 'dplyr' was built under R version 4.2.3
#4#

## Attaching package: 'dplyr'

## The following objects are masked from 'package:stats':
##

## filter, lag

## The following objects are masked from 'package:base':

#4#

#4# intersect, setdiff, setequal, union

library (magrittr)
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## Warning: package 'magrittr' was built under R version 4.2.3
tab00 = table (datal$Stem)

print (tab00)

##
## 0 1
#4# 122 258

tab0 = table(datalS$SEffort)

print (tab0)

##
## No Somewhat Yes
#4 150 191 39

chisqg.test (tab0)

##

## Chi-squared test for given probabilities

##

## data: taboO

## X-squared = 97.647, df = 2, p-value < 2.2e-16
#Stem, Effort

tabl = table(datal$Stem, datalS$Effort )
tabl2=round (prop.table (tabl*100,1),digits=2)

print (tabl2)

##

#4# No Somewhat Yes
## 0 0.43 0.49 0.08
## 1 0.38 0.51 0.11

chisg.test (tabl)

##

## Pearson's Chi-squared test

#4#

## data: tabl

## X-squared = 1.241, df = 2, p-value = 0.5377
#Stem, Settings Confidence

tabll = table(datal$Stem, datal$Confident )

tabll2=round(prop.table (tabll*100,1),digits=2)
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print (tabl12)

##

## No Yes

## 0 0.05 0.95

## 1 0.11 0.89

chisg.test (tabll)

##

## Pearson's Chi-squared test with Yates' continuity correction
##

## data: tabll

## X-squared = 2.8896, df = 1, p-value = 0.08915
#Stem, Confidence DisablingFeatures

tab21 = table(datalS$Stem,datal$DisablingFeatures)
tab22=round (prop.table (tab21*100,1),digits=2)
print (tab22)

##

## No Yes

## 0 0.26 0.74

## 1 0.23 0.77

chisg.test (tab22)

## Warning in chisqg.test (tab22): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test with Yates' continuity correction
##

## data: tab22

## X-squared = 5.1851e-33, df = 1, p-value = 1
chisg.test (tab00)

##

## Chi-squared test for given probabilities

##

## data: tab00

## X-squared = 48.674, df = 1, p-value = 3.023e-12
#collapse PrivInvasion 5 var into 3

newdl <- fct collapse(datalS$PrivInvasion,
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"disagree" = c ("It is not possible", "It is not likely"),
"agree" = c ("It is likely", "It is definite"),
"maybe" = "Unsure")

# Stem, PrivInvasion
tab32 = table(datal$Stem, newdl )
tab321l=round (prop.table (tab32*100,1),digits=2)

print (tab321)

## newdl

## agree disagree maybe
## 0 0.38 0.17 0.45
## 1 0.47 0.29 0.23

chisg.test (tab32)

##

## Pearson's Chi-squared test

##

## data: tab32

## X-squared = 19.624, df = 2, p-value = 5.48e-05
tab00 = table (datalS$HackedIssue)

print (tab00)

##

## It is definite It is likely It is not likely It is not
possible

## 5 84 138

5

## Unsure

## 148

chisg.test (tab00)
##
## Chi-squared test for given probabilities
##
## data: tab00
## X-squared = 252.29, df = 4, p-value < 2.2e-16
tab40 = table(testa$Stem, datal$SHackedIssue )
print (tab40)
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##

#4 It is definite It is likely It is not likely It is not possible
Unsure

## 0 0 25 30 2
65

## 1 5 59 108 3
83

#chisqg.test (tab40, simulate.p.value = TRUE)

chisg.test (tab40)

## Warning in chisqg.test (tab40): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test

##

## data: tabd40

## X-squared = 18.998, df = 4, p-value = 0.0007867

#simulate.p.value=TRUE

#collapse HackedIssue 5 var into 3

newd?2 <- fct_collapse(datal$HackedIssue,

"disagree" = c ("It is not possible", "It is not likely"),
"agree" = c ("It is likely", "It is definite"),
"maybe" = "Unsure")

tab4 = table(testa$Stem, newd2 )
tab4l=round (prop.table (tab4*100,1),digits=2)

print (tab4l)

#4# newd?2

## agree disagree maybe
#4# 0 0.20 0.26 0.53
## 1 0.25 0.43 0.32

chisqg.test (tab4)

##

## Pearson's Chi-squared test
##

## data: tab4
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## X-squared = 16.342, df = 2, p-value = 0.0002827
#collapse ProblematicPriv 5 var into 3

newd3 <- fct collapse(datal$ProblematicPriv,

"disagree" = c("Strongly Disagree", "Disagree"),
"agree" = c("Strongly Agree", "Agree"),
"maybe" = "Unsure")

tab5= table (testa$Stem, newd3)
tab5l=round (prop.table (tab5*100,1) ,digits=2)

print (tab51)

## newd3

## agree disagree maybe
## 0 0.82 0.07 0.11
## 1 0.80 0.12 0.07

chisg.test (tabb)

##

## Pearson's Chi-squared test

##

## data: tabb

## X-squared = 4.3319, df = 2, p-value = 0.1146
tab6= table (testa$Stem, testaS$HackedTV)
tab6l=round (prop.table (tab6*100,1) ,digits=2)

print (tab6l)

##

## Agree Disagree Strongly Agree Strongly Disagree Unsure
## 0 0.41 0.09 0.31 0.01 0.18
## 1 0.36 0.11 0.37 0.03 0.13

chisqg.test (tabb)

## Warning in chisqg.test (tab6): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test

##

## data: tabé6

## X-squared = 4.2218, df = 4, p-value = 0.3768
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#collapse HackedTV Issue 5 var into 3

newd4 <- fct collapse(datalSHackedTV,

"disagree" = c("Strongly Disagree", "Disagree"),
"agree" = c("Strongly Agree", "Agree"),
"maybe" = "Unsure")

tab6= table (testa$Stem, newd4)
tab6l=round (prop.table (tab6*100, 1) ,digits=2)

print (tab6l)

## newd4

## agree disagree maybe
## 0 0.72 0.10 0.18
## 1 0.73 0.14 0.13

chisqg.test (tabo6)

##

## Pearson's Chi-squared test

##

## data: tabé

## X-squared = 2.2706, df = 2, p-value = 0.3213
# Stem, CameraMicAccess

tab7 = table(testa$Stem, testa$CameraMicAccess )
tab71l=round (prop.table (tab7*100, 1) ,digits=2)

print (tab71)

##

## Extremely likely Extremely Unlikely Likely Not sure Unlikely
## 0 0.13 0.09 0.34 0.31 0.12
## 1 0.22 0.08 0.32 0.24 0.14

chisg.test (tab7)

#4#

## Pearson's Chi-squared test

#4#

## data: tab7

## X-squared = 5.4925, df = 4, p-value = 0.2404

# Stem, AccessAcceptable
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tab8 = table(testa$Stem, testa$SAccessAcceptable )
tab8l=round (prop.table (tab8*100,1) ,digits=2)

print (tab81)

##

#4 Completely acceptable Completely unacceptable Not sure Somewhat
acceptable

#4# 0 0.02 0.46 0.20
0.07

## 1 0.02 0.55 0.07
0.06

##

## Unacceptable

## 0 0.25

## 1 0.30

chisg.test (tab8)

## Warning in chisqg.test (tab8): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test

##

## data: tabs8

## X-squared = 15.8, df = 4, p-value = 0.003299

#collapse AccessAcceptable 5 var into 3

newd5 <- fct collapse(datal$AccessAcceptable,

"disagree" = c("Completely unacceptable", "Unacceptable"),
"agree" = c("Completely acceptable", "Somewhat acceptable"),
"maybe" = "Not sure")

# Stem, AccessAcceptable
tab9 = table(testa$Stem, newd5 )
tab9l=round (prop.table (tab9*100, 1) ,digits=2)

print (tab9l)

## newd5

## agree disagree maybe
#4# 0 0.09 0.70 0.20
## 1 0.08 0.85 0.07
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chisg.test (tab9)

##

## Pearson's Chi-squared test

##

## data: tab9

## X-squared = 15.78, df = 2, p-value = 0.0003745
# Stem, DisablingCamMic

tabl0 = table(testa$Stem, datal$DisablingCamMic )
tabl0l=round (prop.table (tabl0*100,1),digits=2)

print (tabl01)

##

## Definitely will disable Definitely would not Might disable
## 0 0.34 0.01 0.36
## 1 0.38 0.02 0.43
##

## Might not disable Unsure

## 0 0.03 0.25

## 1 0.07 0.09

chisqg.test (tabl0)

## Warning in chisqg.test (tabl0): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test

#4#

## data: tablO

## X-squared = 20.494, df = 4, p-value = 0.0003988

#collapse DisablingCamMic 5 var into 3

newd6 <- fct collapse(datal$DisablingCamMic,

"disagree" = c("Definitely would not", "Might not disable"),
"agree" = c("Definitely will disable", "Might disable"),
"maybe" = "Unsure")

# Stem, DisablingCamMic
tabl0 = table(testa$Stem, newd6 )

tabl0l=round(prop.table (tabl0*100,1),digits=2)
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print (tabl101)

## newd6

#4 agree disagree maybe
#4# 0 0.70 0.04 0.25
## 1 0.81 0.10 0.09

chisg.test (tabl0)

##

## Pearson's Chi-squared test

##

## data: tablO

## X-squared = 20.404, df = 2, p-value = 3.709e-05
# Stem, ResearchApps

tabll = table(testa$Stem, datalS$SResearchApps )
tablll=round (prop.table (tabl1*100,1),digits=2)

print (tabl1l1l)

##

## Definitely not Definitely yes No Unsure Yes
## 0 0.01 0.19 0.24 0.24 0.33
## 1 0.04 0.25 0.22 0.14 0.35

chisg.test (tabll)

## Warning in chisqg.test(tabll): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test

##

## data: tabll

## X-squared = 9.4805, df = 4, p-value = 0.05015

#collapse ResearchApp 5 var into 3

newd?7 <- fct collapse (datal$ResearchApps,

"disagree" = c("Definitely not", "No"),
"agree" = c("Definitely yes", "Yes"),
"maybe" = "Unsure")

# Stem, ResearchApps

tabl2= table(testa$Stem, newd7 )
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tabl2l=round (prop.table (tabl2*100,1),digits=2)

print (tabl21)

## newd?7

#4 disagree agree maybe
## 0 0.25 0.52 0.24
#4# 1 0.26 0.60 0.14

chisg.test (tabl?2)

##

## Pearson's Chi-squared test

##

## data: tabl2

## X-squared = 5.7566, df = 2, p-value = 0.05623
# Stem, refrain from installing Apps

tabl5 = table(testa$Stem, testa$NoApps )
tabl5l=round (prop.table (tabl5*100,1),digits=2)

print (tabl51)

##

#4 Definitely not Definitely yes No Unsure Yes
#4# 0 0.02 0.17 0.10 0.29 0.43
## 1 0.05 0.21 0.15 0.21 0.38

chisqg.test (tablb)

## Warning in chisqg.test (tabl5): Chi-squared approximation may be incorrect
#4#

## Pearson's Chi-squared test

#4#

## data: tabl5s

## X-squared = 6.7496, df = 4, p-value = 0.1497

#collapse NoApp 5 var into 3

newdl6é <- fct collapse (datal$NoApps,

"disagree" = c("Definitely not", "No"),
"agree" = c("Definitely yes", "Yes"),
"maybe" = "Unsure")

# Stem, refrain from installing Apps
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tabl5 = table(testa$Stem, newdl6 )
tabl5l=round (prop.table (tabl5*100,1),digits=2)

print (tabl51)

## newdl6

#4 disagree agree maybe
#4# 0 0.11 0.60 0.29
#4# 1 0.19 0.60 0.21

chisg.test (tablh)

##

## Pearson's Chi-squared test

##

## data: tablh

## X-squared = 5.2019, df = 2, p-value = 0.0742
# Stem, DataCollection

tabl0 = table (testa$Stem, testa$DataCollection )
tabl0l=round (prop.table (tabl0*100,1),digits=2)

print (tabl01)

##

## Extremely likely Extremely Unlikely Likely Unlikely Unsure
## 0 0.28 0.00 0.34 0.03 0.34
## 1 0.47 0.01 0.36 0.03 0.13

chisg.test (tabl0)

## Warning in chisqg.test(tabl0): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test

##

## data: tablO

## X-squared = 27.405, df = 4, p-value = 1.647e-05

#collapse DataCollection 5 var into 2

newd7 <- fct collapse(datal$SDataCollection,

"disagree" = c("Extremely Unlikely", "Unlikely"),
"agree" = c("Extremely likely", "Likely"),
"maybe" = "Unsure" )
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# Stem, DataCollection
tabll = table(testa$Stem, newd?)
tabl10 =round(prop.table(tabl1*100,1),digits=2)

print (tabll10)

## newd?7

#4# agree disagree maybe
#4# 0 0.62 0.03 0.34
## 1 0.83 0.03 0.13

chisg.test (tabll)

## Warning in chisqg.test (tabll): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test

##

## data: tabll

## X-squared = 23.496, df = 2, p-value = 7.904e-06

#collapse CreateProfileHabits 5 var into 3

newd8 <- fct collapse(datal$CreateProfileHabits,

"disagree" = c("Extremely Unlikely", "Unlikely" ),
"agree" = c("Extremely likely", "Likely"),
"maybe" = "Unsure" )

# Stem, CreateProfileHabits
tabl2 = table(testa$Stem, newd8 )
tabl2l=round (prop.table (tabl2*100,1),digits=2)

print (tabl21)

## newd8

## agree disagree maybe
#4# 0 0.67 0.03 0.30
## 1 0.79 0.05 0.17

chisg.test (tabl2)

#4#

## Pearson's Chi-squared test
#4#

## data: tabl2
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## X-squared = 8.3936, df = 2,

# Stem, ProfileAcceptable

tabl2 = table(testa$Stem,

p-value = 0.01504

testa$ProfileAcceptable )

tabl2l=round (prop.table (tabl2*100,1),digits=2)

print (tabl21)

##

##

## 0 0.09
#4# 1 0.21
##

#4 Unacceptable
## 0 0.28
## 1 0.37

chisqg.test (tabl2)
##
##
##
##
##
##

Pearson's Chi-squared test
data: tabl2

X-squared = 28.271, df = 4,
#collapse
newd9
"disagree" =
"agree" =
"maybe" = "Unsure")
## Warning: Unknown levels in
# Stem, ProfileAcceptable

tabl3 = table (testa$Stem,

Warning in chisg.test (tabl2):

c ("Extremely unacceptable",

c("Extremely acceptable",

newd9

Acceptable Extremely acceptable Extremely unacceptable Not sure

0.01 0.18 0.44

0.01 0.22 0.19

Chi-squared approximation may be incorrect

p-value = 1.099%9e-05

ProfileAcceptable 5 var into 3

<- fct_collapse(data1$ProfileAcceptable,

"Unacceptable™),

"Acceptable"),

“f: Unsure

)

tabl3l=round (prop.table (tabl3*100,1),digits=2)

print (tabl31)

#4# newd9

## agree disagree Not sure
## 0 0.10 0.46 0.44
#4# 1 0.22 0.59 0.19

107



DocuSign Envelope ID: 5E4DFB3B-FC48-428C-BA40-B135882909A3

chisg.test (tabl3)

##

## Pearson's Chi-squared test

##

## data: tabl3

## X-squared = 27.822, df = 2, p-value = 9.089e-07
# Stem, Privacy

tabl3 = table(testa$Stem, testa$Privacy )
tabl3l=round (prop.table (tabl3*100,1),digits=2)

print (tabl31)

##

## Do not care Protecting my privacy comes first They are equally
important

## 0 0.07 0.52

0.22

## 1 0.08 0.56

0.25

##

## Unsure Using the smart TV features is more important
#4# 0 0.16 0.02
## 1 0.09 0.03

chisg.test (tabl3)

## Warning in chisqg.test (tabl3): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test

##

## data: tabl3

## X-squared = 5.2589, df = 4, p-value = 0.2618

#collapse Protecting Privacy 5 var into 3

newdlO0 <- fct collapse(datal$Privacy,

"disagree" = c("They are equally important", "Using the smart TV
features is more important"),

"agree" = "Protecting my privacy comes first",

"maybe" = c("Unsure", "Do not care"))

# Stem, Protecting Privacy
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tabl3l = table(testa$Stem, newdlO )
tabl312=round (prop.table (tabl31*100,1),digits=2)

print (tabl312)

## newdl0

#4 maybe agree disagree
#4# 0 0.24 0.52 0.25
#4# 1 0.16 0.56 0.28

chisg.test (tabl31)

##

## Pearson's Chi-squared test

##

## data: tabl3l

## X-squared = 3.0925, df = 2, p-value = 0.213
#collapse Influence Behavior 5 var into 3

newdlO0 <- fct collapse(datal$InfluenceBehavior,

"disagree" = c("No", "Not applicable"),
"agree" = c("Definitely yes", "Yes"),
"maybe" = "Unsure")

# Stem, Security Courses’ Influence Behavior
tabl4d = table(testa$Stem, newdlO )
tabl4l=round (prop.table (tabl4*100,1),digits=2)

print (tabl41)

## newdl10

## agree disagree maybe
## 0 0.22 0.66 0.12
## 1 0.49 0.40 0.11

chisg.test (tabl4)

#4#

## Pearson's Chi-squared test

#4#

## data: tabl4

## X-squared = 25.743, df = 2, p-value = 2.57e-06

# Stem, SecCourses
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tabl5 = table(testa$Stem, testa$SecCourses)
tabl5l=round (prop.table (tabl5*100,1),digits=2)
print (tabl51)

##

## 0 1 2 3 4

## 0 0.57 0.21 0.11 0.06 0.05

## 1 0.31 0.19 0.16 0.09 0.26

chisg.test (tabl51)

## Warning in chisqg.test (tabl51): Chi-squared approximation may be
incorrect

##

## Pearson's Chi-squared test
##

## data: tablbl

## X-squared = 0.23529, df = 4, p-value = 0.9936
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RESEARCH QUESTION 2: CREDITS: FRESHMAN-

SOPHOMORE VS. JUNIOR-SENIOR

2023-08-07

install.packages(“dplyr”) library(dplyr) library(gmoldes) library(forcats) library(dplyr)
library(magrittr) ## Libraries library(tidyr) library(tidyverse) library(haven) library(readxl)
library(tablel) library(xtable) library(dplyr) library(kableExtra) library(devEMF) library(forcats)
library(datasets) library(ggplot2) library(readxl) library(tidyr)

testa=read.csv ("C:/Spring2023/Participants/Credits.csv", header=TRUE,
sep=n, n)

#head (testa) # description of data variables in the data
dim(testa)
## [1] 380 23

test frame <-data.frame (testa)

str (test frame)

## 'data.frame': 380 obs. of 23 variables:

## S Age : chr "18-21" "18-21" "35" "18-21"

## S Major : chr "Arts" "Business" "Security" "Business"
## S Credits : chr "31-60" "31-60" "90" "9OQ"

## S Cr :int 0011101100

## S Effort : chr "Somewhat" "Somewhat" "No" "No"

## $ Confident : chr "Yes" "Yes" "Yes" "Yes"

## $ DisablingFeatures : chr "Yes" "No" "Yes" "No"

## S PrivInvasion : chr "It is definite" "It is likely" "It is
definite" "It is definite"

## $ HackedIssue : chr "It is likely" "It is likely" "It is
likely" "It is likely"

## $ ProblematicPriv : chr "Agree" "Agree" "Agree" "Agree"

## $ HackedTVv : chr "Agree" "Agree" "Agree" "Agree"

## $ CameraMicAccess : chr "Extremely likely" "Likely" "Likely"
"Unlikely"

## S AccessAcceptable : chr "Completely unacceptable" "Completely
unacceptable”" "Unacceptable" "Completely unacceptable”
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## $ DisablingCamMic : chr "Definitely will disable" "Definitely will
disable" "Definitely will disable" "Definitely will disable"

## S ResearchApps : chr "Unsure" "Yes" "Definitely yes" "No"

## S NoApps : chr "No" "Definitely yes" "Definitely not"

"Definitely yes"

## S DataCollection : chr "Extremely likely" "Extremely likely"
"Extremely likely" "Extremely likely"

## S CreateProfileHabits: chr "Extremely likely" "Extremely likely"
"Extremely likely" "Extremely likely"

## S ProfileAcceptable : chr "Extremely unacceptable" "Unacceptable"
"Extremely unacceptable" "Unacceptable"

## S Privacy : chr "Protecting my privacy comes first"
"Protecting my privacy comes first" "Protecting my privacy comes first"

"Protecting my privacy comes first"

## $ SecCourses :int 01 41 441402
## S InfluenceBehavior : chr "Not applicable" "No" "Yes" "Unsure"
## S Stem : logi NA NA NA NA NA NA

datal <-data.frame (testa)

library (forcats)

## Warning: package 'forcats' was built under R version 4.2.3
library (dplyr)

## Warning: package 'dplyr' was built under R version 4.2.3
##

## Attaching package: 'dplyr'

## The following objects are masked from 'package:stats':

#4#

## filter, lag

## The following objects are masked from 'package:base':

##

#4# intersect, setdiff, setequal, union

library (magrittr)

## Warning: package 'magrittr' was built under R version 4.2.3
tab00 = table(datals$Cr)
print (tab00)

##

#4# 0 1
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## 190 190

# Cr, Effort

tabl = table(datal$Cr, datal$SEffort )
tabl2=round (prop.table (tabl*100,1),digits=2)

print (tabl2)

##

## No Somewhat Yes
## 0 0.38 0.53 0.09
#4# 1 0.41 0.47 0.12

chisqg.test (tabl)

##

## Pearson's Chi-squared test

##

## data: tabl

## X-squared = 1.7013, df = 2, p-value = 0.4271
#Age, Settings

tabll = table(datal$Cr, datal$Confident )
tabll2=round (prop.table (tabll1*100,1),digits=2)
print (tabll2)

##

## No Yes

## 0 0.11 0.89

#4# 1 0.07 0.93

chisg.test (tabll)

#4#

## Pearson's Chi-squared test with Yates' continuity correction
##

## data: tabll

## X-squared = 1.1329, df = 1, p-value = 0.2872
tab21 = table(datal$DisablingFeatures)

print (tab21l)

##

## No Yes

#4# 92 288
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# Cr, ChangeSettings

tab2 = table(testa$Cr, testa$DisablingFeatures )
tab2l=round (prop.table (tab2*100, 1) ,digits=2)
print (tab21l)

##

## No Yes

## 0 0.25 0.75

## 1 0.24 0.76

chisg.test (tab2)

##

## Pearson's Chi-squared test with Yates' continuity correction
##

## data: tab2

## X-squared = 0.014342, df = 1, p-value = 0.9047
tab3 = table(testa$Cr, testa$PrivInvasion )
#prop.table (tab6*100,1)

tab3l=round (prop.table (tab3*100,1),digits=2)
print (tab31)

#4#

#4 It is definite It is likely It is not likely It is not possible
Unsure

## 0 0.08 0.27 0.24 0.01
0.40

#4# 1 0.12 0.42 0.25 0.01
0.21

chisg.test (tab3)

## Warning in chisqg.test (tab3): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test

#4#

#4# data: tab3

## X-squared = 19.622, df = 4, p-value = 0.000593

#collapse PrivInvasion 5 var into 3

newdl <- fct collapse(datalS$PrivInvasion,

"disagree" = c ("It is not possible", "It is not likely"),
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"agree" = c ("It is likely", "It is definite"),

"maybe" = "Unsure")

tab3 = table(testaS$Cr, newdl)
#prop.table (tab6*100,1)
tab3l=round (prop.table (tab3*100, 1) ,digits=2)

print (tab31l)

## newdl

#4# agree disagree maybe
## 0 0.35 0.25 0.40
## 1 0.54 0.26 0.21

chisqg.test (tab3)

##

## Pearson's Chi-squared test

##

## data: tab3

## X-squared = 19.195, df = 2, p-value = 6.791e-05
#collapse HackedIssue 5 var into 3

newd2 <- fct collapse(datal$HackedIssue,

"disagree" = c ("It is not possible"™, "It is not likely"),
"agree" = c ("It is likely", "It is definite"),
"maybe" = "Unsure")

tab4 = table(testa$Cr, newd2 )
tab4l=round (prop.table (tab4*100,1),digits=2)

print (tab4l)

## newd?2

#4# agree disagree maybe
## 0 0.19 0.35 0.46
#4# 1 0.28 0.41 0.32

chisg.test (tab4)
#4#
## Pearson's Chi-squared test

i
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## data: tabd
## X-squared = 9.3906, df = 2, p-value = 0.009138
#collapse ProblematicPriv 5 var into 3

newd3 <- fct collapse(datalSProblematicPriv,

"disagree" = c("Strongly Disagree", "Disagree"),
"agree" = c("Strongly Agree", "Agree"),
"maybe" = "Unsure")

tab5= table (testaS$Cr, newd3)
tab5l=round (prop.table (tab5*100,1),digits=2)

print (tabb51)

## newd3

## agree disagree maybe
## 0 0.81 0.08 0.11
## 1 0.81 0.13 0.07

chisqg.test (tabb)

##

## Pearson's Chi-squared test

#4#

## data: tabb

## X-squared = 3.0881, df = 2, p-value = 0.2135
tab6= table (testaS$Cr, testa$HackedTV)
tab6l=round (prop.table (tab6*100,1),digits=2)

print (tab6l)

#4#

#4 Agree Disagree Strongly Agree Strongly Disagree Unsure
## 0 0.39 0.10 0.33 0.01 0.16
#4# 1 0.36 0.11 0.37 0.03 0.13

chisg.test (tabb)

## Warning in chisqg.test (tab6): Chi-squared approximation may be incorrect
#4#

## Pearson's Chi-squared test

#4#

#4# data: tabé
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## X-squared = 3.2869, df = 4, p-value = 0.511
#collapse HackedTV 5 var into 3

newd4 <- fct_collapse(datalSHackedTV,

"disagree" = c("Strongly Disagree", "Disagree"),
"agree" = c("Strongly Agree", "Agree"),
"maybe" = "Not sure")

## Warning: Unknown levels in "f°: Not sure
tab6= table (testa$Cr, newd4)
tab6l=round (prop.table (tab6*100,1) ,digits=2)

print (tab6l)

## newd4

## agree disagree Unsure
## 0 0.73 0.11 0.16
## 1 0.73 0.14 0.13

chisg.test (tabb)

##

## Pearson's Chi-squared test

##

## data: tabé

## X-squared = 1.1784, df = 2, p-value = 0.5548
#collapse CameraMicAccess 5 var into 3

newd4 <- fct_collapse(datal$CameraMicAccess,

"disagree" = c("Extremely Unlikely", "Unlikely"),
"agree" = c("Extremely likely", "Likely"),
"maybe" = "Not sure")

# Cr,CameraMicAccess
tab7 = table(testa$Cr, newd4 )
tab7l=round (prop.table (tab7*100, 1) ,digits=2)

print (tab71)

#4# newd4

#4# agree disagree maybe
## 0 0.48 0.18 0.34
#4# 1 0.55 0.26 0.19
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chisg.test (tab7)

##

## Pearson's Chi-squared test

##

## data: tab7

## X-squared = 11.409, df = 2, p-value = 0.003331
# Age, AccessAcceptable

tab8 = table(testa$Cr, testaS$SAccessAcceptable )
tab8l=round (prop.table (tab8*100,1) ,digits=2)

print (tab81)

##

## Completely acceptable Completely unacceptable Not sure Somewhat
acceptable

#4 0 0.03 0.44 0.17
0.04

#4 1 0.01 0.61 0.05
0.08

##

#4 Unacceptable

## 0 0.32

## 1 0.25

chisg.test (tab8)

## Warning in chisqg.test (tab8): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test

##

## data: tabs8

## X-squared = 23.485, df = 4, p-value = 0.0001013

#collapse AccessAcceptable 5 var into 3

newd5 <- fct collapse(datal$AccessAcceptable,

"disagree" = c("Completely unacceptable", "Unacceptable"),
"agree" = c("Completely acceptable”, "Somewhat acceptable"),
"maybe" = "Not sure")

# Cr, AccessAcceptable
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tab9 = table(testa$Cr, newdb )
tab9l=round (prop.table (tab9*100, 1) ,digits=2)

print (tab91l)

## newd5

#4 agree disagree maybe
#4# 0 0.07 0.75 0.17
#4# 1 0.09 0.86 0.05

chisg.test (tab9)

##

## Pearson's Chi-squared test

##

## data: tab9

## X-squared = 13.9, df = 2, p-value = 0.0009587
#collapse DisablingCamMic 5 var into 3

newd6 <- fct collapse(datal$DisablingCamMic,

"disagree" = c("Might not disable", "Definitely would not"),
"agree" = c("Definitely will disable", "Might disable"),
"maybe" = "Not sure")

## Warning: Unknown levels in "f ' : Not sure

# Cr,DisablingCamMic

tabl0 = table (testa$Cr, datal$DisablingCamMic )
tabl0l=round (prop.table (tabl0*100,1),digits=2)

print (tabl01)

##

## Definitely will disable Definitely would not Might disable
## 0 0.33 0.02 0.38
## 1 0.41 0.02 0.44
##

#it Might not disable Unsure

## 0 0.06 0.22

#4# 1 0.06 0.06

chisg.test (tabl0)
## Warning in chisqg.test(tabl0): Chi-squared approximation may be incorrect

i

119



DocuSign Envelope ID: 5E4DFB3B-FC48-428C-BA40-B135882909A3

## Pearson's Chi-squared test

##

## data: tablO

## X-squared = 19.605, df = 4, p-value = 0.0005976
# Cr, DisablingCamMic

tabl0 = table(testa$Cr, newd6 )
tabl0l=round (prop.table (tabl0*100,1),digits=2)

print (tabl101)

## newd6

## agree disagree Unsure
## 0 0.71 0.07 0.22
## 1 0.85 0.08 0.06

chisg.test (tabl0)

##

## Pearson's Chi-squared test

##

## data: tablO

## X-squared = 19.449, df = 2, p-value = 5.981e-05
# Cr, ResearchApps

tabll = table(testa$Cr, datalS$SResearchApps )
tablll=round (prop.table (tabl1*100,1),digits=2)

print (tabl11l)

#4#

#4 Definitely not Definitely yes No Unsure Yes
#4# 0 0.02 0.20 0.22 0.23 0.33
## 1 0.05 0.26 0.23 0.11 0.35

chisg.test (tabll)

##

## ©Pearson's Chi-squared test

##

## data: tabll

## X-squared = 12.91, df = 4, p-value = 0.01173
#collapse ResearchApp 5 var into 3

newd?7 <- fct collapse (datal$ResearchApps,
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"disagree" = c("Definitely not", "No"),
"agree" = c("Definitely yes", "Yes"),
"maybe" = "Unsure")

# Cr, ResearchApps
tabl2= table(testa$Cr, newd7 )
tabl2l=round (prop.table (tabl2*100,1),digits=2)

print (tabl21)

## newd?

## disagree agree maybe
## 0 0.24 0.53 0.23
## 1 0.27 0.62 0.11

chisg.test (tabl?2)

##

## Pearson's Chi-squared test

##

## data: tabl2

## X-squared = 9.8179, df = 2, p-value = 0.00738
# Age, refrain from installing Apps

tabl5 = table (testa$Cr, testa$NoApps )
tabl5l=round (prop.table (tabl5*100,1),digits=2)

print (tabl51)

#4#

#4 Definitely not Definitely yes No Unsure Yes
#4# 0 0.02 0.17 0.13 0.29 0.38
## 1 0.05 0.23 0.13 0.18 0.41

chisg.test (tablhb)

##

## ©Pearson's Chi-squared test

##

## data: tabl5s

## X-squared = 9.0078, df = 4, p-value = 0.0609
#collapse NoApp 5 var into 3

newdl6 <- fct collapse (testa$NoApps,
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"disagree" = c("Definitely not", "No"),
"agree" = c("Definitely yes", "Yes"),
"maybe" = "Unsure")

# Cr, refrain from installing Apps

tabl5 = table(testa$Cr, newdl6 )
tabl5l=round (prop.table (tabl5*100,1),digits=2)

print (tabl51)

## newdl6

## disagree agree maybe
## 0 0.15 0.56 0.29
## 1 0.18 0.64 0.18

chisg.test (tablb)

##

## Pearson's Chi-squared test

##

## data: tabls

## X-squared = 6.5087, df = 2, p-value = 0.03861
#Cr, DataCollection

tabl0 = table (testa$Cr, testa$DataCollection )
tabl0l=round (prop.table (tabl0*100,1),digits=2)

print (tabl01)

#4#

# Extremely likely Extremely Unlikely Likely Unlikely Unsure
#4# 0 0.36 0.01 0.35 0.02 0.26
## 1 0.45 0.01 0.36 0.04 0.14

chisg.test (tabl0)

## Warning in chisg.test (tabl0): Chi-squared approximation may be incorrect
#4#

## Pearson's Chi-squared test

#4#

## data: tablO

## X-squared = 11.746, df = 4, p-value = 0.01935

#collapse DataCollection 5 var into 3
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newd7 <- fct_collapse(datalsDataCollection,

"disagree" = c("Extremely Unlikely", "Unlikely"),
"agree" = c("Extremely likely", "Likely"),
"maybe" = "Unsure")

# Cr, DataCollection
tabll = table(testa$Cr, newd7)
tabl10 =round(prop.table(tabl1*100,1),digits=2)

print (tabl10)

## newd’7

## agree disagree maybe
## 0 0.72 0.02 0.26
## 1 0.82 0.05 0.14

chisqg.test (tabll)

##

## Pearson's Chi-squared test

##

## data: tabll

## X-squared = 10.743, df = 2, p-value = 0.004648
# Cr, CreateProfileHabits

tabl2 = table(testa$Cr, testa$CreateProfileHabits )
tabl2l=round (prop.table (tabl2*100,1),digits=2)

print (tabl21)

##

## Extremely likely Extremely Unlikely Likely Unlikely Unsure
## 0 0.33 0.01 0.34 0.04 0.28
## 1 0.45 0.00 0.38 0.04 0.13

chisg.test (tabl2)

## Warning in chisqg.test(tabl2): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test

##

## data: tabl2

## X-squared = 16.788, df = 4, p-value = 0.002125
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#collapse CreateProfileHabits 5 var into 3

newd8 <- fct collapse(datal$CreateProfileHabits,

"disagree" = c("Extremely Unlikely", "Unlikely"),
"agree" = c("Extremely likely", "Likely"),
"maybe" = "Unsure")

# Cr, CreateProfileHabits
tabl2 = table(testa$Cr, newd8 )
tabl2l=round (prop.table (tabl2*100,1),digits=2)

print (tabl21)

## newd8

## agree disagree maybe
## 0 0.67 0.05 0.28
## 1 0.83 0.04 0.13

chisqg.test (tabl2)

##

## Pearson's Chi-squared test

#4#

## data: tabl2

## X-squared = 14.969, df = 2, p-value = 0.0005617
# Cr, ProfileAcceptable

tabl2 = table(testa$Cr, testa$ProfileAcceptable )
tabl2l=round (prop.table (tabl2*100,1),digits=2)

print (tabl21)

##

#4 Acceptable Extremely acceptable Extremely unacceptable Not sure
## 0 0.20 0.01 0.16 0.29
## 1 0.14 0.01 0.25 0.26
##

#4 Unacceptable

## 0 0.35

#4# 1 0.34

chisg.test (tabl2)

124



DocuSign Envelope ID: 5E4DFB3B-FC48-428C-BA40-B135882909A3

## Warning in chisqg.test (tabl2): Chi-squared approximation may be incorrect
##

## Pearson's Chi-squared test

##

## data: tabl2

## X-squared = 6.7256, df = 4, p-value = 0.1511

#collapse ProfileAcceptable 5 var into 3

newd9 <- fct collapse(datal$SProfileAcceptable,

"disagree" = c("Extremely unacceptable", "Unacceptable"),
"agree" = c("Extremely acceptable", "Acceptable"),
"maybe" = "Unsure")

## Warning: Unknown levels in “f': Unsure

# Cr, ProfileAcceptable

tabl3 = table(testa$Cr, newd9 )
tabl3l=round (prop.table (tabl3*100,1),digits=2)

print (tabl31)

## newd9

#4 agree disagree Not sure
## 0 0.21 0.51 0.29
## 1 0.15 0.59 0.26

chisqg.test (tabl3)

##

## Pearson's Chi-squared test

##

## data: tabl3

## X-squared = 3.0475, df = 2, p-value = 0.2179
# Cr, Privacy More imp

tabl3 = table(testa$Cr, testa$Privacy )
tabl3l=round (prop.table (tabl3*100,1),digits=2)

print (tabl31)

##

## Do not care Protecting my privacy comes first They are equally
important

## 0 0.06 0.57

0.19
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## 1 0.09 0.52

0.29

##

#4 Unsure Using the smart TV features is more important
#4# 0 0.14 0.04
## 1 0.08 0.02

chisg.test (tabl3)

##

## Pearson's Chi-squared test

##

## data: tabl3

## X-squared = 9.7754, df = 4, p-value = 0.04439
#collapse Privacy 5 var into 3

newdll <- fct collapse(datalSPrivacy,

"disagree" = c("Using the smart TV features is more important",
"They are equally important"),

"agree" = "Protecting my privacy comes first",
"maybe" = c("Do not care", "Unsure"))
# Cr, Privacy More imp

tabl3l = table(testa$Cr, newdll )
tabl312=round (prop.table (tabl31*100,1),digits=2)

print (tabl1312)

## newdll

## maybe agree disagree
## 0 0.20 0.57 0.23
## 1 0.17 0.52 0.31

chisqg.test (tabl31l)

#4#

## Pearson's Chi-squared test

#4#

## data: tabl3l

## X-squared = 3.4465, df = 2, p-value = 0.1785
#collapse InfluenceBehavior 5 var into 3
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newdlO0 <- fct collapse(datal$InfluenceBehavior,

"disagree" = c("No", "Not applicable"),
"agree" = c("Yes", "Definitely yes"),
"maybe" = "Unsure")

# Cr, InfluenceBehavior

tabl4 = table(testa$Cr, newdlO )
tabl4l=round (prop.table (tabl4*100,1),digits=2)

print (tabl41l)

## newdl0

## agree disagree maybe
## 0 0.26 0.58 0.15
## 1 0.54 0.38 0.07

chisqg.test (tabl4)

##

## Pearson's Chi-squared test

##

## data: tabl4

## X-squared = 31.44, df = 2, p-value = 1.489e-07
# Cr, SecCourses

tabl4 = table(testa$Cr, testa$SecCourses)
tabl4l=round (prop.table (tabl4*100,1),digits=2)
print (tabl41)

##

## 0 1 2 3 4

## 0 0.54 0.22 0.13 0.06 0.06

## 1 0.24 0.17 0.17 0.10 0.32
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APPENDIX E.

LOGISTIC REGRESSION

2023-09-01

install.packages(“dplyr”) library(dplyr) library(gmoldes) library(forcats) library(dplyr)
library(magrittr) ## Libraries library(tidyr) library(tidyverse) library(haven) library(readxl)
library(tablel) library(xtable) library(dplyr) library(kableExtra) library(devEMF) library(forcats)
library(datasets) library(ggplot2) library(readxl) library(tidyr)

testa=read.csv("C:/Fall 2023/Newsl.csv", header=TRUE, sep=",")

head(testa) # description of data variables in the data

#4 AGeGRoupC Major SecCourses Stem Credits creditb PrivInvasion
privgc

## 1 0 Computers 3 1 90 1 It is not likely
0

## 2 0 Security 4 1 90 1 It is likely
1

##+ 3 0 Security 4 1 90 1 It is likely
1

## 4 0 Computers 4 1 90 1 It is likely
1

## 5 0 Security 4 1 90 1 It is likely
1

## 6 0 Security 4 1 90 1 It is definite
1

#4 HackedIssue Hackgc CameraMicAccess camerac

AccessAcceptable

## 1 It is not likely 0 Extremely likely 1

Unacceptable

## 2 It is not likely 0 Likely 1

Unacceptable

##+ 3 Unsure 0 Likely 1

Unacceptable

## 4 It is not likely 0 Not sure 0 Completely
unacceptable

## 5 It is likely 1 Unlikely 0 Completely
unacceptable
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ProfileAcceptable profc InfluenceBehavior inflc

Unlikely

X DisablingCamMic disablec

disable

disable

disable

disable

disable

disable

0 Completely

ResearchApps rappsc

1 Definitely

1 Definitely

1 Definitely

No

Yes

Yes

yes

yes

yes

DataCollection DataCollb CreateProfileHabits creatpc

## 6 It is not likely 0
unacceptable

#4# accessc

NoApps

B 1 1 Might
No

#H# 2 1 Definitely will
Yes

#+ 3 1 Might
Unsure

¥ 4 1 Might
Yes

44 5 1 Might
No

## 6 1 Definitely will
Definitely yes

## NoAppsc

## 1 0 Extremely likely
## 2 1 Likely
##+ 3 0 Likely
## 4 1 Likely
## 5 0 Extremely likely
## 6 1 Extremely likely
##

## 1 Unacceptable
#H 2 Unacceptable
#+ 3 Unacceptable
## 4 Acceptable
## 5 Unacceptable
## 6 Extremely unacceptable

1

1

test frame <-data.frame (testa)

datal <-data.frame (testa)

#library (glm)

library (forcats)

## Warning: package 'forcats'

was built under R version 4.2.3

1 Extremely likely
1 Likely
1 Extremely likely
1 Likely
1 Extremely likely
1 Likely

Definitely
Definitely
Definitely
Definitely
Definitely

Definitely
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library (dplyr)

## Warning: package 'dplyr' was built under R version 4.2.3
##

## Attaching package: 'dplyr'

## The following objects are masked from 'package:stats':
##

#4# filter, lag

## The following objects are masked from 'package:base':

##

## intersect, setdiff, setequal, union

library (magrittr)

## Warning: package 'magrittr' was built under R version 4.2.3
#for Privacy

model = glm(privgc~AGeGRoupC+creditb+Stem+SecCourses, family="binomial",
data=test frame )

summary (model)

##

## Call:

## glm(formula = privgc ~ AGeGRoupC + creditb + Stem + SecCourses,
## family = "binomial", data = test frame)

##

## Deviance Residuals:

## Min 10 Median 30 Max

## -1.4626 -1.0220 -0.8537 1.1691 1.5402

#4#

## Coefficients:

## Estimate Std. Error z value Pr(>|z])

## (Intercept) -0.8217 0.1753 -4.688 2.76e-06 ***
## AGeGRoupC 0.3540 0.2578 1.373 0.1697

## creditb 0.4446 0.2414 1.841 0.0656

## Stem 0.1435 0.2965 0.484 0.6285

## SecCourses 0.1322 0.1025 1.290 0.1970

## -—-
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## Signif. codes: 0 '"***' 0.001 '**' 0.01 '*' 0.05 '." 0.1 " " 1
##

## (Dispersion parameter for binomial family taken to be 1)
##

#4 Null deviance: 521.69 on 379 degrees of freedom
## Residual deviance: 500.94 on 375 degrees of freedom
## AIC: 510.94

##

## Number of Fisher Scoring iterations: 4

exp (cbind (0dds Ratio = coef (model), confint (model)))

## Waiting for profiling to be done...

## Odds_Ratio 2.5

o

97.5 %

## (Intercept) 0.4396848 0.3097797 0.6166475

## AGeGRoupC 1.4247854 0.8592286 2.3652266
## creditb 1.5598365 0.9711493 2.5061982
## Stem 1.1542651 0.6434914 2.0643100

## SecCourses 1.1413875 0.9333810 1.3964418
# for Hack

model2 = glm(Hackgc~AGeGRoupC+creditb+Stem+SecCourses, family="binomial",
data=test frame )

summary (model?2)

##

## Call:

## glm(formula = Hackgc ~ AGeGRoupC + creditb + Stem + SecCourses,
## family = "binomial", data = test frame)

##

## Deviance Residuals:

#4 Min 10 Median 30 Max

## -0.9114 -0.7695 -0.6458 -0.6170 1.8716

#4#

## Coefficients:

## Estimate Std. Error z value Pr(>|z])

## (Intercept) -1.5610 0.2105 =7.417 1.2e-13 ***
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## AGeGRoupC -0.1040 0.2934 -0.354 0.723

## creditb 0.3962 0.2823 1.404 0.160

## Stem -0.0346 0.3423 -0.101 0.919

## SecCourses 0.1339 0.1153 1.161 0.245

## -—-

## Signif. codes: 0 '***' 0.001 '**' 0.01 '*' 0.05 '.' 0.1 "' ' 1
##

## (Dispersion parameter for binomial family taken to be 1)
##

## Null deviance: 413.68 on 379 degrees of freedom
## Residual deviance: 406.96 on 375 degrees of freedom
## AIC: 416.96

##

## Number of Fisher Scoring iterations: 4

#exp (coef (model) )

exp (cbind (0dds_Ratio = coef (model2), confint (model2)))

## Waiting for profiling to be done...

oe

## Odds_Ratio 2.5 97.5 %

## (Intercept) 0.2099373 0.1367648 0.3127799

## AGeGRoupC 0.9012371 0.5017649 1.5899190
## creditb 1.4862445 0.8550671 2.5924618
## Stem 0.9659890 0.4912853 1.8877933

## SecCourses 1.1432358 0.9108058 1.4329657
#for Camera Access

model3 = glm(camerac~AGeGRoupC+creditb+Stem+SecCourses, family="binomial",
data=test frame )

summary (model3)

##

## Call:

## glm(formula = camerac ~ AGeGRoupC + creditb + Stem + SecCourses,
#4 family = "binomial", data = test frame)

#4#
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## Deviance Residuals:

#4 Min 10 Median 30 Max
## -1.5815 -1.0746 0.8481 1.1813 1.3219
##

## Coefficients:

#4 Estimate Std. Error z value Pr(>|z])

## (Intercept) -0.25758 0.16620 -1.550 0.12118

## AGeGRoupC 0.24846 0.26081 0.953 0.34077

## creditb -0.07587 0.24126 -0.314 0.75316

## Stem -0.29307 0.29740 -0.985 0.32440

## SecCourses 0.30386 0.10480 2.899 0.00374 **

## -—-

## Signif. codes: 0 '***' 0.001 '**' 0.01 '*' 0.05 '.'" 0.1 " ' 1
##

## (Dispersion parameter for binomial family taken to be 1)
##

## Null deviance: 526.28 on 379 degrees of freedom
## Residual deviance: 511.84 on 375 degrees of freedom
## AIC: 521.84

##

## Number of Fisher Scoring iterations: 4

exp (cbind (0dds_Ratio = coef (model3), confint (model3)))

## Waiting for profiling to be done...

o

## Odds Ratio 2.5 % 97.5

## (Intercept) 0.7729186 0.5568494 1.069495

## AGeGRoupC 1.2820478 0.7696325 2.144239
## creditb 0.9269348 0.5756562 1.484588
## Stem 0.7459679 0.4133568 1.330220

## SecCourses 1.3550831 1.1061458 1.669876
#for Access

modeld = glm(accessc~AGeGRoupC+creditb+Stem+SecCourses, family="binomial",
data=test frame )

summary (modeld)
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##

#4# Call:

## glm(formula = accessc ~ AGeGRoupC + creditb + Stem + SecCourses,
#4 family = "binomial", data = test frame)

##

## Deviance Residuals:

#4 Min 10 Median 30 Max

## -2.3277 0.3712 0.5571 0.7686 1.0008

##

## Coefficients:

#4 Estimate Std. Error z value Pr(>|z])

## (Intercept) 0.8748 0.1888 4.634 3.58e-06 ***

## AGeGRoupC -0.4440 0.3431 -1.294 0.1957

## creditb 0.5230 0.3148 1.662 0.0966

## Stem 0.4687 0.3938 1.190 0.2341

## SecCourses 0.1935 0.1453 1.332 0.1829

## -—-

## Signif. codes: O '***' (0.,001 '**' 0.01 '*'" 0.05 '." 0.1 " ' 1
#4#

## (Dispersion parameter for binomial family taken to be 1)
##

#4 Null deviance: 374.69 on 379 degrees of freedom
## Residual deviance: 356.66 on 375 degrees of freedom
## AIC: 366.66

#4#

## Number of Fisher Scoring iterations: 4

exp (cbind (0dds_Ratio = coef (model4d), confint (model4)))

## Waiting for profiling to be done...

#4# Odds Ratio 2.5 % 97.5 %

## (Intercept) 2.3983558 1.6686575 3.503508

## AGeGRoupC 0.6414957 0.3278163 1.267367
## creditb 1.6871604 0.9178345 3.166045
## Stem 1.5978516 0.7426742 3.493405

## SecCourses 1.2134312 0.9196308 1.629972

134



DocuSign Envelope ID: 5E4DFB3B-FC48-428C-BA40-B135882909A3

#for Disable Features

model5 = glm(disablec~AGeGRoupC+creditb+Stem+SecCourses, family="binomial",
data=test frame )

summary (modelb5)

##

#4# Call:

## glm(formula = disablec ~ AGeGRoupC + creditb + Stem + SecCourses,
#4 family = "binomial", data = test frame)

##

## Deviance Residuals:

#4 Min 10 Median 30 Max

## -2.1419 0.4612 0.5875 0.7764 0.9124

##

## Coefficients:

#4 Estimate Std. Error z value Pr(>|z])

## (Intercept) 0.68935 0.18160 3.796 0.000147 *~*x*

## AGeGRoupC -0.02826 0.33734 -0.084 0.933232

## creditb 0.65308 0.29822 2.190 0.028531 *

## Stem 0.19213 0.36791 0.522 0.601506

## SecCourses 0.16323 0.13610 1.199 0.230387

## ——-

## Signif. codes: 0 '***' 0.001 '**' Q.01 '*' 0.05 '.'" 0.1 ' ' 1
#4#

## (Dispersion parameter for binomial family taken to be 1)
#4#

#4 Null deviance: 401.46 on 379 degrees of freedom
## Residual deviance: 384.58 on 375 degrees of freedom
## AIC: 394.58

##

## Number of Fisher Scoring iterations: 4

exp (cbind (0dds_Ratio = coef (modelb5), confint (modelb)))

## Waiting for profiling to be done...

o\°

## Odds Ratio 2.5 % 97.5
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## (Intercept) 1.9924170 1.4031229 2.863888

## AGeGRoupC 0.9721337 0.5060419 1.913391
## creditb 1.9214476 1.0792322 3.486400
## Stem 1.2118327 0.5900898 2.505383

## SecCourses 1.1773084 0.9066199 1.549474
#for Research Apps

model6 = glm(rappsc~AGeGRoupC+creditb+Stem+SecCourses, family="binomial",
data=test frame )

summary (model6)

##

#4# Call:

## glm(formula = rappsc ~ AGeGRoupC + creditb + Stem + SecCourses,
#4 family = "binomial", data = test frame)

##

## Deviance Residuals:

#4 Min 10 Median 30 Max

## -1.5298 -1.1955 0.8753 1.0940 1.2119

##

## Coefficients:

## Estimate Std. Error z value Pr(>|z])
## (Intercept) -0.08086 0.16542 -0.489 0.625
## AGeGRoupC 0.03674 0.26288 0.140 0.889
## creditb 0.12326 0.24233 0.509 0.611
## Stem 0.47891 0.29746 1.610 0.107
## SecCourses 0.06016 0.10418 0.577 0.564
##

## (Dispersion parameter for binomial family taken to be 1)
#4#

## Null deviance: 518.51 on 379 degrees of freedom
## Residual deviance: 508.03 on 375 degrees of freedom
## AIC: 518.03

##

## Number of Fisher Scoring iterations: 4
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exp (cbind (0dds_Ratio = coef (modelb), confint (model6)))
## Waiting for profiling to be done...
## Odds_Ratio 2.5 % 97.5 %

## (Intercept) 1.9924170 0.6662380 1.275704

## AGeGRoupC 0.9721337 0.6200940 1.741858
## creditb 1.9214476 0.7027193 1.820022
## Stem 1.2118327 0.9027373 2.906919

## SecCourses 1.1773084 0.8657555 1.304059
#for No Apps

model7 = glm(NoAppsc~AGeGRoupC+creditb+Stem+SecCourses, family="binomial",
data=test frame )

summary (model7)

##

## Call:

## glm(formula = NoAppsc ~ AGeGRoupC + creditb + Stem + SecCourses,
#4 family = "binomial", data = test frame)

##

## Deviance Residuals:

#4 Min 10 Median 30 Max

## -1.5276 -1.2573 0.9258 1.0266 1.1110

##

## Coefficients:

## Estimate Std. Error z value Pr(>|z])
## (Intercept) 0.18582 0.16587 1.120 0.263
## AGeGRoupC 0.06714 0.26254 0.256 0.798
## creditb 0.24678 0.24196 1.020 0.308
## Stem -0.10117 0.29780 -0.340 0.734
## SecCourses 0.07352 0.10415 0.706 0.480
##

## (Dispersion parameter for binomial family taken to be 1)

##
## Null deviance: 513.07 on 379 degrees of freedom

## Residual deviance: 509.89 on 375 degrees of freedom
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## AIC: 519.89

##

## Number of Fisher Scoring iterations: 4

exp (cbind (0dds Ratio = coef (model7), confint (model7)))
## Waiting for profiling to be done...

i Odds Ratio 2.5 % 97.5 %

## (Intercept) 1.2042099 0.8707576 1.670263

## AGeGRoupC 1.0694492 0.6401852 1.796029
## creditb 1.2798949 0.7969845 2.061122
## Stem 0.9037809 0.5026297 1.620206

## SecCourses 1.0762951 0.8781984 1.322487
# Data Collection

model8 = glm(DataCollb~AGeGRoupC+creditb+Stem+SecCourses,
family="binomial", data=test frame )

summary (model8)

##

#4# Call:

## glm(formula = DataCollb ~ AGeGRoupC + creditb + Stem + SecCourses,
#4 family = "binomial", data = test frame)

##

## Deviance Residuals:

#4 Min 10 Median 30 Max

## -2.1350 0.4698 0.5355 0.8219 0.9432

##

## Coefficients:

#4 Estimate Std. Error z value Pr(>|z|)

## (Intercept) 0.64864 0.18039 3.596 0.000324 **xx*

## AGeGRoupC 0.23219 0.33432 0.695 0.487366

## creditb 0.26312 0.29152 0.903 0.366742

## Stem 1.05032 0.37468 2.803 0.005059 *~*

## SecCourses -0.02308 0.12969 -0.178 0.858784

## ——-

## Signif. codes: 0 '"***' 0.001 '**' 0.01 '*' 0.05 '." 0.1 " " 1
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##

## (Dispersion parameter for binomial family taken to be 1)
##

#4 Null deviance: 408.88 on 379 degrees of freedom
## Residual deviance: 388.52 on 375 degrees of freedom
## AIC: 398.52

##

## Number of Fisher Scoring iterations: 4

exp (cbind (0dds Ratio = coef (model8), confint (model8)))

## Waiting for profiling to be done...

o

## Odds_Ratio 2.5 % 97.5

## (Intercept) 1.9129315 1.3497971 2.741992

## AGeGRoupC 1.2613539 0.6628815 2.475013
## creditb 1.3009885 0.7368317 2.317397
## Stem 2.8585766 1.3872002 6.057280

## SecCourses 0.9771889 0.7589115 1.265109
# Create Profile

model9 = glm(creatpc~AGeGRoupC+AGeGRoupC+creditb+Stem+SecCourses,
family="binomial", data=test frame )

summary (model9)

##

## Call:

## glm(formula = creatpc ~ AGeGRoupC + AGeGRoupC + creditb + Stem +
#4 SecCourses, family = "binomial", data = test frame)

#4#

## Deviance Residuals:

## Min 10 Median 30 Max

## -2.30448 -0.05244 0.58659 0.81794 1.00960

##

## Coefficients:

#4 Estimate Std. Error z value Pr(>|z|)
## (Intercept) 0.40843 0.17577 2.324 0.0201 ~*
## AGeGRoupC 0.90968 0.36931 2.463 0.0138 *
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## creditb 0.48180 0.28381 1.698 0.0896

## Stem 0.42548 0.35725 1.191 0.2337

## SecCourses 0.08927 0.13026 0.685 0.4931

##H -—-

## Signif. codes: 0 '***' 0.001 '**' 0.01 '*' 0.05 '." 0.1 " ' 1
##

## (Dispersion parameter for binomial family taken to be 1)
##

#4 Null deviance: 427.37 on 379 degrees of freedom
## Residual deviance: 398.52 on 375 degrees of freedom
## AIC: 408.52

##

## Number of Fisher Scoring iterations: 4

exp (cbind (0dds_Ratio = coef (model9), confint (model9)))

## Waiting for profiling to be done...

## Odds_Ratio 2.5 % 97.5 %
## (Intercept) 1.504449 1.0690115 2.132362
## AGeGRoupC 2.483528 1.2409596 5.344576
## creditb 1.618980 0.9321119 2.843890
## Stem 1.530320 0.7619597 3.104365
## SecCourses 1.093371 0.8497194 1.419364

# Create Profile Accetable

modell0 = glm(profc~AGeGRoupC+creditb+Stem+SecCourses, family="binomial",
data=test frame )

summary (modell0)

##

#4# Call:

## glm(formula = profc ~ AGeGRoupC + creditb + Stem + SecCourses,
#4 family = "binomial", data = test frame)

#4#

## Deviance Residuals:

## Min 10 Median 30 Max

## -1.4846 -1.2008 0.8986 1.1080 1.2293
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##
## Coefficients:
#4 Estimate Std. Error z value Pr(>|z])

## (Intercept) -0.121169 0.165144 -0.734 0.4631

## AGeGRoupC 0.002897 0.259501 0.011 0.9911
## creditb 0.110488 0.239669 0.461 0.6448
## Stem 0.001731 0.294196 0.006 0.9953

## SecCourses 0.176065 0.103447 1.702 0.0888

## -—-

## Signif. codes: Q0 '***' 0.001 '**' 0.01 '*' 0.05 '." 0.1 " " 1
##

## (Dispersion parameter for binomial family taken to be 1)
##

## Null deviance: 523.38 on 379 degrees of freedom
## Residual deviance: 515.39 on 375 degrees of freedom
## AIC: 525.39

##

## Number of Fisher Scoring iterations: 4

exp (cbind (0dds Ratio = coef (modell0), confint (modell0)))

## Waiting for profiling to be done...

## Odds_Ratio 2.5 % 97.5 %

## (Intercept) 0.8858846 0.6401256 1.224347

## AGeGRoupC 1.0029009 0.6028285 1.670851
## creditb 1.1168231 0.6972878 1.787060
## Stem 1.0017320 0.5607702 1.782207

## SecCourses 1.1925151 0.9748977 1.464035
# Courses influence Behavior

modelll = glm(inflc~AGeGRoupC+creditb+Stem+SecCourses, family="binomial",
data=test frame )

summary (modelll)
##
## Call:

## glm(formula = inflc ~ AGeGRoupC + creditb + Stem + SecCourses,
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exp (cbind (0dds_Ratio =

##
##
##
##
##
##
##

: 5E4DFB3B-FC48-428C-BA40-B135882909A3

family = "binomial", data = test frame)
Deviance Residuals:
30 Max

0.4757

Min Median

10

-2.2182 -0.4148 -0.3633 1.9936

Coefficients:

Estimate Std. Error z value Pr(>|z])

(Intercept)
AGeGRoupC
creditb
Stem
SecCourses

Signif.

codes:

-2.

-0.

6852
0269
0.2755
1.4259
0.8454

O ThAx%1

0.001

0.2866
0.3425
0.3157
0.3281

0.1311

T x %

-9

-0.
0.
4.
6.

(Dispersion parameter for binomial

Null deviance:

Residual deviance:

AIC:

320.77

511.49

310.77

on 379

on 375

* K K

.370 < 2e-16

079 0.937

873 0.383

* kK

346 1.39e-05

* kK

447 1.14e-10

Tkt

0.01 0.05 "." 0.1

family taken to be 1)

degrees of freedom

degrees of freedom

Number of Fisher Scoring iterations: 5

coef (modelll),

Waiting for profiling to be done...

(Intercept)
AGeGRoupC
creditb
Stem

SecCourses

Odds_Ratio

0.
0.
1.

06821002 0.
97346007 0.
31722398 0.

.16169946 2.
.32880528 1.

o

2.5 %
03760289
49460943
70518767
19250971

81357149

confint (modelll)))

97.5 %
.1160972
.9026241
.4401379
.9663331
.0383864
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APPENDIX F.

RESEARCH QUESTION 1 RESULTS AND DISCUSSION

In this section, the results of the search question 1 are presented. The Chi-square test
in R-Studio was used to test for the independence between the main outcomes of interest
(knowledge, attitude, and awareness) and STEM student status (yes or no). Several of the
outcomes had warnings for the chi-square tests because the expected frequencies in the cells
were less than five and thus the Chi-square tests were not valid. Therefore, these variables
were collapsed for the Chi-square test to become valid. Answers to questions in the
“Extremely Likely” (or Extremely Agree) or “Likely” (or Agree) were combined into one
category (Extremely Likely/likely or Extremely Agree/Agree). On the other hand, Extremely
Unlikely and Unlikely or Extremely Disagree and Disagree values were combined into
another category (Extremely unlikely/unlikely). The Unsure or do not care answers were
combined into a new category Maybe.

The analysis is based on 380 participants of which 122 were non-STEM (32%) and
258 were STEM students (68%).

Research Question 1:
Does security awareness (STEM programs) positively influence students’ likelihood of
adopting security best practices (knowledge, attitude, awareness) while using smart TVs?

Results from Attitude Towards SMART TV

1-Survey question (RQ1): Does Smart TV interaction require mental effort?
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Overall, 40% of all participating students said yes Smart TV requires mental effort,

51% indicated as somehow and 9% stated no.

There was no association between mental effort while using smart TV and STEM

student status. More non-STEM students (43%) indicated that requires mental effort to deal

with Smart TV than STEM students (38%). On the other hand, there was a slight difference

for the -STEM students who indicated that it does require some effort (Table 1). This

difference was not statistically significant (the p-value for the Chi-square test is 0.537).

Yes Somewhat No Total

N (%) N (%) N (%) N (%)
STEM 98(38%) 132(51%) 28(11%) 258(100%)
Non-STEM 52 (43%) 60 (49%) 10(8%) 122(100%)
Total 150(40%) 192(51%) 38(9%) 380(100%)

Table 1. Smart TV Interaction Effort by STEM/non-STEM Status

2- Survey question (RQ2): Do you feel confident about checking and using the Smart TV

settings?

Yes No Total

N (%) N (%) N (%)
STEM 229(89%) 29 (11%) 258(100%)
Non-STEM 116(95%) 6 (5%) 122(100%)
Total 345(91%) 35(9%) 380(100%)

Table 2 Smart TV Settings Confidence by STEM/non-STEM status

Ninety-one percent of students had confidence in checking and using Smart TV in

total, (Table 2). There was no association between feeling confident about checking and using

the Smart TV settings and STEM/non-STEM student status (Table 2). Ninety five percent of
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non-STEM students started that they are confident about checking Smart TV settings, versus
89% STEM students (The p-value for the Chi-square test is 0.11, Table 2).
3- Survey question (RQ3): Do you feel confident about disabling some features that are
not needed on the Smart TV?

There was no association between feeling confident about disabling some smart TV
features and STEM/non-STEM student status. Seventy-seven percent of STEM students
stated that they feel confident about disabling some smart TV features versus 74% of non-

STEM students (Table 3). The p-value for the Chi-square test is 0.61.

Yes No Total

N (%) N (%) N (%)
STEM 198(77%) 60 (23%) 258(100%)
Non-STEM 90(74%) 32 (26%) 122(100%)
Total 288(91%) 92(9%) 380(100%)

Table 3. Smart TV Disabling Features by STEM/non-STEM Status

Results from Knowledge Towards SMART TV

4- Survey question (RQ4): What are the chances of your privacy being invaded?
Overall, 44%, 30% and 26% of students had indicated that they agreed, maybe or
disagreed with question four, Table 4. There was an association between the chances of
privacy being invaded and STEM/non-STEM student status (Table 4). Forty seven percent of
STEM students stated that they agreed with the chances of their privacy being invaded versus
38 % of non-STEM students. Moreover 45% of non-STEM students thought it might happen
versus 23% STEM. This association was statistically significant (the p-value for the Chi-

square test is 0.000054).

145



DocuSign Envelope ID: 5E4DFB3B-FC48-428C-BA40-B135882909A3

Agree Maybe Disagree Total

N (%) N (%) N (%) N (%)
STEM 122(47%) 59(23%) 77(29%) 258(100%)
Non-STEM 46 (38%) 55(45%) 21(17%) 122(100%)
Total 168(44%) 114(30%) 98(26%) 380(100%)

Table 4. Likelihood of Privacy Invasion by STEM/non-STEM Status

5- Survey question (RQ5): What are the chances of your smart TV being hacked?

Overall, 23% of students agreed with the questions on what the chances of your smart

TV being hacked (Table 5). There was an association between the chances of smart TV being

hacked and STEM/non-STEM student status. A slightly higher percent of STEM (25%)

thought their smart TV will be hacked versus 20 % of non-STEM. More importantly, 43% of

STEM disagree their smart TV will be hacked versus 26%, this may be because STEM

students will take precautions at not to be hacked. Moreover, 53% of Non-STEM thought it

might happen versus 32% STEM (the p-value for the Chi-square test is 0.0002827).

Agree Maybe Disagree Total

N (%) N (%0) N (%) N (%)
STEM 64(25%) 83(32%) 111(43%) 258(100%)
Non-STEM 25 (20%) 65 (53%) 32(26%) 122(100%)
Total 89(23%) 148(39%) 143(38%) 380(100%)

Table 5. Chances of smart TV being hacked by STEM/non-STEM Status

Results from Attitude Towards SMART TV

6- Survey question (RQ6): It would be a severe problem if my privacy was invaded while

using my smart TV
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There was no association between being a severe problem if privacy was invaded

while using smart TV and STEM/non-STEM student status (Table 6). There is no difference

between STEM and non-STEM agree, and they agree that it will be a severe problem if

privacy was invaded (the p-value for the Chi-square test is 0.11)

Agree Maybe Disagree Total

N (%) N (%) N (%) N (%)
STEM 206(80%) 21(7%) 31(12%) 258(100%)
Non-STEM 100 (82%) 13(11%) 9(7%) 122(100%)
Total 306(81%) 34(9%) 40(10%) 380(100%)

Table 6. Privacy Being Invaded is Severe by STEM/non-STEM Status

7- Survey question (RQ7): It would be problematic if my smart TV was hacked

There was no association between it being problematic if smart TV was hacked and

STEM/non-STEM student status. One percent more STEM students than non-STEM agreed

that it would be problematic if smart TV were hacked, which is not of statistical difference.

On the other hand, STEM students disagreed: 4%. while 5% more non-STEM thought that it

may take place. (Table 7). The p-value for the Chi-square test is 0.3929.

Agree Maybe Disagree Total

N (%) N (%) N (%) N (%)
STEM 188(73%) 34(13%) 36(14%) 258(100%)
Non-STEM 88 (72%) 22(18%) 12(10%) 122(100%)
Total 276(73%) 56(15%) 48(12%) 380(100%)

Table 7. TV Being Hacked is Problematic by STEM/non-STEM Status

147




DocuSign Envelope ID: 5E4DFB3B-FC48-428C-BA40-B135882909A3

8- Survey question (RQ8): How likely is it that in-home audio, recorded for voice
recognition purposes, or your smart TV camera and microphone will be accessed by
third parties such as: TV/Streaming Providers?

There was no association between the likelihood of home features being accessed by
third parties and STEM/non-STEM student status. Seven percent more STEM students than
non-STEM thought TV camera and microphone will be accessed by third parties (Extremely
Likely and Likely)

While an equal number of STEM students than non-STEM thought TV camera and
microphone will not be accessed by third parties (Extremely unlikely and Unlikely. On the
other hand, 7% more non-STEM students than STEM were not sure Table 8. The p-value for

the Chi-square test is 0.24.

Extremely Likely/ | Unsure Extremely Total

Likely unlikely/Unlikely

N (%0) N (%0) N (%) N (%)
STEM 139(54%) 62(24%) 57(22%) 258(100%)
Non-STEM | 57 (47%) 38(31%) 27(22%) 122(100%)
Total 196(52%) 100(26%) 84(22%) 380(100%)

Table 8. Third parties Accessing TV Features by STEM/non-STEM Status

9- Survey question (RQ9): How acceptable would it be if your in-home audio, recorded
for voice recognition purposes was accessed by third parties or your smart TV camera
and microphone were used to watch and listen to you?

There was a statistically significant association between it not being acceptable for
smart TV features accessed by third parties and STEM/non-STEM student status. Fifteen

percent more STEM students than non-STEM said it would not be acceptable if smart TV
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features were used to watch and listen to them. Some statistical differences, Table 9. Thirteen
percent more non-STEM than STEM students thought it may take place. The p-value for the

Chi-square test is 0.00037.

Agree Maybe Disagree Total

N (%) N (%) N (%) N (%)
STEM 21(8%) 18(7% 219(85%) 258(100%)
Non-STEM 10 (9%) 27(20%) 85(70%) 122(100%)
Total 31(8%) 45(12%) 304(80%) 380(100%)

Table 9. Third parties Accessing TV Features Acceptance by STEM/non-STEM Status

10- Survey question (RQ10): In order to have a more secure home environment and
prevent other parties to misuse voice recognition features, or use a smart TV camera
and microphone to watch and listen to you, will you consider disabling those features?
There was an association between disabling smart TV features to protect privacy and
STEM/non-STEM student status. Eleven percent more STEM students than non-STEM said
they will consider disabling smart TV features which can be used for spying on them.
Statistical difference. However, 6% more STEM students than non-STEM said they will not
consider disabling those features. While 16% more non-STEM than STEM students said they

may disable the features, Table 10. The p-value for the Chi-square test is 0.0004,
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Agree Maybe Disagree Total

N (%) N (%) N (%) N (%)
STEM 209(81%) 23(9%) 26(10%) 258(100%)
Non-STEM 85 (70%) 31(25%) 6(4%) 122(100%)
Total 294(77%) 54(14%) 32(9%) 380(100%)

Table 10. Disabling Smart TV Features by STEM/non-STEM Status

11- Survey question (RQ11): If you want to install third-party apps, would you research
the app to see how safe it is before you install it on your smart TV?

There was an association between researching smart TV apps before installing it on
smart TV to protect privacy and STEM/non-STEM student status. 8 % more STEM students
than non-STEM said they will research TV apps to see how safe it is before they install it on
smart TVs. Some statistical differences. However, 1% more STEM students than non-STEM
said they will not research TV apps. Ten percent more non-STEM than STEM said they may,

Table 11. The p-value for the Chi-square test is 0.05.

Agree Maybe Disagree Total

N (%) N (%) N (%) N (%)
STEM 155(60%) 36(14%) 67(26%) 258(100%)
Non-STEM 63 (52% 29(24%) 30(25%) 122(100%)
Total 218(57%) 65(17%) 97(26%) 380(100%)

Table 11. Research Smart TV Apps by STEM/non-STEM Status

12- Survey question (RQ12): By allowing new software to be installed on your Smart TV
to enable third-party apps, your TV may become vulnerable to malicious software being
installed. Would you consider refraining from installing third-party apps on your smart

TV?
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There was no association between refraining from installing TV apps and STEM/non-

STEM student status. An equal number of percent in non-STEM students and STEM said

they will refrain from installing TV apps (Table 12). Moreover, 19% of STEM students vs

11% on non- STEM students said they may refrain from installing TV apps, Table 11. The p-

value for the Chi-square test is 0.07)

Agree Maybe Disagree Total

N (%) N (%) N (%) N (%)
STEM 155(60%) 54(21%) 49(19%) 258(100%)
Non-STEM 73 (60%) 35(29%) 13(11%) 122(100%)
Total 228(60%) 89(23%) 62(17%) 380(100%)

Table 12. Refrain from Installing TV Apps by STEM/non-STEM Status

Results from Awareness Towards SMART TV

13- Survey question (RQ13): What is the likelihood of your smart TV manufacturer
collecting data including your viewing history and search patterns from your home
environment?

There was an association between thinking smart TV manufacturers will collect data
from home environments and STEM/non-STEM student status. Twenty-one percent more
STEM students than non-STEM said they smart TV manufacturer will collect their data
including viewing history and search patterns from home environments. This is a significant
statistical difference. Twenty-one percent more non-STEM students than STEM said this

may take place. The p-value for the Chi-square test is 7.904e-06
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Agree Maybe Disagree Total

N (%) N (%) N (%) N (%)
STEM 214(83%) 34(13%) 8(3%) 258(100%)
Non-STEM 76 (62%) 42(34%) 4(3%) 122(100%)
Total 290(76%0) 76(20%) 12(4%) 380(100%)

Table 13. Likelihood of Data Collected from Smart TV by STEM/non-STEM Status

14- Survey question (RQ14): How likely will data collected from your Smart TV be
combined with data collected from your other 10T devices (smartphone, tablet, laptop)
to create a detailed profile of your habits and interests?

There was an association between the likelihood of smart TV manufacturers collecting
data from home environments and creating detailed profiles of users and STEM/non-STEM
student status.

Twelve percent more STEM students than non-STEM said they smart TV
manufacturer will create detailed profiles of their habits and interests. Thirteen percent more
non-STEM than STEM students said smart TV manufacturers may create detailed profiles of

their habits and interests. Table 14. The p-value for the Chi-square test is 0.015.

Agree Maybe Disagree Total

N (%0) N (%0) N (%) N (%)
STEM 204 (79%) 44 (17%) 10 (4%) 258(100%)
Non-STEM 82 (67%) 37(30%) 3 (3%) 122(100%)
Total 286 (75%) 81(21%) 13(4%) 380(100%)

Table 14. Likelihood of Creating Profile from Collected Data by STEM/non-STEM Status
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15- Survey question (RQ15): Is collecting data from several sources to create a detailed
profile of you acceptable?

There was an association between it being unacceptable to create profiles of users
from smart home environments and STEM/non-STEM student status. Thirteen percent more
STEM students than non-STEM said creating a detailed profile of them is not acceptable,
Table 15.1% more STEM students than non-STEM said creating a detailed profile of them is
acceptable. On the other hand, 25% more non-STEM than STEM was unsure. The p-value for

the Chi-square test is 9.089e-07.

Agree Maybe Disagree Total

N (%) N (%0) N (%) N (%)
STEM 57(22%) 49 (19%) 152(59%) 258(100%)
Non-STEM 12 (10%) 54(44%) 56(46%) 122(100%)
Total 69(18%) 103(27%) 208(55%) 380(100%)

Table 15. Creating Profile from Collected Data Unacceptable by STEM/non-STEM Status

16- Survey question (RQ16): Is protecting your privacy more important than using
smart TV features

There was no association between protecting privacy being more important and
STEM/non-STEM student status. Four percent more STEM students than non-STEM said
protecting privacy is more important than using smart TV features, Table 16. Three percent
more STEM students than non-STEM said it is not. Eight percent more non-STEM were

unsure than STEM students. The p-value for the Chi-square test is 0.2.
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Agree Maybe Disagree Total

N (%) N (%) N (%) N (%)
STEM 144(56%) 41 (16%) 73(28%) 258(100%)
Non-STEM 63(52%) 29 (24%) 30 (25%) 122(100%)
Total 207(55%) 70(18%) 103(27%) 380(100%)

Table 16. Protecting Privacy is More Important by STEM/non-STEM Status

17- Survey question (RQ17): Did the security/privacy course(s) that you took influence
you to have a more proactive security behavior to protect your privacy?

There was an association about protecting privacy being more important and
STEM/non-STEM student status. Twenty-six percent more STEM students than non-STEM
said taking security/privacy course(s) influenced their security behavior to protect their
privacy (Options: Definitely Yes, Yes), which was statistically significant. One percent more

non-STEM than STEM students said they were unsure.

Twenty-six percent more non-STEM than STEM students said it is not applicable

which is expected since non-STEM students are not required to take security or privacy

courses. The p-value for the Chi-square test is 0.213.

Agree Maybe Disagree Total

N (%) N (%0) N (%) N (%)
STEM 126(49%) 28(11%) 104 (40%) 258(100%)
Non-STEM 27(22%) 15 (12%) 80 (66%) 122(100%)
Total 153(40%) 43(11%) 184(49%) 380(100%)

Table 17. Protecting Privacy is More Important by STEM/non-STEM Status

18- Survey question (RQ18): How many security/privacy courses did you take in the

past?
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Out of a total of 380 students: 39%, 148 Students did not take any security courses:

80 STEM (31%) and seventy non-STEM (57%). Some non-STEM students did take security

classes, a total of fifty-two, while 180 STEM students took one or more security classes.

The analysis is based on 380 participants of which 122 were non-STEM (32%) and 258 were

STEM students (68%).

0 course 1 course 2 courses 3 courses 4 courses
N (%) N (%) N (%) N (%)
STEM 78 (30%) 49(19%) 41(16%) 23 (9%) 67(26%)
Non- 70 (57%) 26(21%) 13 (11%) 7 (6%) 6(5%)
STEM
Total 148 (39%) 75(20%) 54(14%) 30(8%) 73(19%)

Table 18. Security/Privacy Courses

Results Discussion Summary

The collected data from the Survey Monkey survey was analyzed in R-Studio to

answer the research questions. There were eighteen variables of interest (outcomes), which

are the eighteen survey questions. These were tested against both STEM and non-STEM

students and were compared to the three predictors: knowledge, awareness, and attitude which

is the expected outcome of being in STEM programs (Hypothesis).
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RESEARCH QUESTION 2 RESULTS AND DISCUSSION

There were 190 junior/senior participants and 190 freshmen/sophomores. The breakdown
was as follows:

« Category value 1: 83 (22%) were juniors and 107 (28%) were seniors.

« Category value 0: 145 (38%) were Freshmen and 45(12%) were sophomores.
Research Question 2: Do junior/senior and freshmen/sophomore students differ
significantly in the two categories?

Results from Attitude Towards SMART TV

1-Survey question (RQ1): does Smart TV interaction require mental effort

There was no association between Smart TV interaction effort and student credit
status, for both categories: Freshmen/Sophomore and Junior/Senior Students a total of 150
students said it requires no effort in dealing with smart TV versus 190 who mentioned it

somewhat requires effort. Some slight differences between the two categories.

Yes No Somewhat | Total

N(%o) N(%o) N(%0) N (%)
Junior — Senior 23(12%) 78(41%) 89(47%) | 190 (100%)
Freshmen — Sophomore 17 (9%) 72(38%) 101(53%) | 190 (100%)
Total: 40 (11%) 150(39%) 190 (50%) | 380 (100%)

Table 1. Smart TV Interaction Effort by Credits/Status
FS= Freshmen — Sophomore value 0

JS = Junior — Senior value 1
2- Survey question (RQ2): Do you feel confident about checking and using the Smart TV

settings?
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Yes No Total

N(%0) N(%0) N (%)
Junior — Senior 177(93%) 13(7%) 190 (100%)
Freshmen — Sophomore | 169 (89%) 21(11%) 190 (100%)
Total: 346 (91%) 34(9%) 380 (100%)

Table 2. Smart TV Settings Confidence by Credits Status

There was no association between feeling confident about checking and using the
Smart TV settings and student credit status, for both categories: Freshmen/Sophomore and
Junior/Senior Students a total of 347 (91%) students are confident about checking and using
the Smart TV settings. Some slight differences between the two categories
3- Survey question (RQ3): Do you feel confident about disabling some features that are
not needed on the Smart TV

There was no association between feeling confident about disabling some smart TV
features and student credit status, for both categories. A total of 150 students are confident

about disabling features versus 190 that are not so sure. Slight differences between the two

categories.
Yes No Total
N(%) N(%) N(%)
Junior — Senior 144(76%) | 46(24%) 190 (100%)
Freshmen — Sophomore | 142(75%) | 48(25%) 190 (100%)
Total: 286 (75%) | 94(25%) 380 (100%)

Table 3 Smart TV Disabling Features by Credits Status
Results from Knowledge Towards SMART TV

4- Survey question (RQ4): What are the chances of your privacy being invaded?
There was an association between the chances of privacy being invaded and the credit

status of students, for both categories: Freshmen/Sophomore and Junior/Senior Students. 19
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more Junior/Senior Students agreed with the question versus freshman — Sophomore. On the
other hand, 19% more thought it may take place. Freshman — Sophomore, a significant

difference (p-value = 0.000593).

Agree Disagree | Maybe Total

N(%o) N(%o) N(%0) N (%)
Junior — Senior 103(54%) | 49(26%) | 40(20%) 190 (100%)
Freshmen — Sophomore | 67 (35%) 48(25%) | 76(40%) 190 (100%)
Total: 170 (43%) | 97(26%) | 116 (31%) 380 (100%)

Table 4. Likelihood of Privacy Invasion by Credits Status

5- Survey question (RQ5): What are the chances of your smart TV being hacked?
There was an association between thinking that chances of smart TV being hacked and

students’ credit status. The values for agree, maybe and disagree were 23%, 39%, 38%

respectively with some differences between the two categories (p-value = 0.009138).

Agree Maybe Disagree Total
N(%0) N(%0) N(%0) N (%)
Junior — Senior 52(27%) 61(32%) 77(41%) 190 (100%)
Freshmen — 36(19%) 87(46%) 67(35%) 190 (100%)
Sophomore
Total: 88 (23%) 148(39%) 144 (38%) 380 (100%)

Table 5. Chances of smart TV being Hacked by Credits Status

Results from Attitude Towards SMART TV

6- Survey question (RQ6): It would be a severe problem if my privacy was invaded while

using my smart TV?
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There was no association between being a severe problem if privacy was invaded
while using smart TV and students' Credits Status, for both categories. An equal number of

both agreed that it would be a severe problem for privacy to be invaded for a total of 81%.

Agree Disagree Maybe Total
N(%0) N(%o) N(%0) N (%)
Junior — Senior 154(81%) 25 (13%) 11(6%) 190 (100%)
Freshmen — 154(81%) 15 (8%) 21(11%) 190 (100%)
Sophomore
Total: 308 (81%) 40(11%) 32(8%) 380 (100%)

Table 6. Privacy Being Invaded is Severe by Credits Status

7- Survey question (RQ7): It would be problematic if my smart TV was hacked
There was no association between being a severe problem if privacy was invaded
while using smart TV and students' Credits Status, for both categories. An equal number of

both agreed that it would be a severe problem for privacy to be invaded for a total of 73%.

Agree Disagree Maybe Total

N(%0) N(%0) N(%0) N (%)
Junior — Senior 139 (73%) | 26(14%) 25(13%) 190 (100%)
Freshmen — Sophomore | 139 (73%) 21(11% 30(16%) 190 (100%)
Total: 278 (73%) | 47(12%) 55(15%) 380 (100%)

Table 7. Problematic for TV Being Hacked by Credits Status

8- Survey question (RQ8): How likely is it that in-home audio, recorded for voice

recognition purposes, or your smart TV camera and microphone will be accessed by

third parties such as: TV/Streaming Providers?

There was an association between the likelihood of home features being accessed by

third parties and students” Credits Status. The values for agree, maybe, and disagree were
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52%, 26%, 22% respectively with some differences between the two categories: 7%, 15%,
15% statistical significance (p-value = 0.003331).

Agree Disagree Unsure Total
N(%0) N(%0) N(%0) N (%)
Junior — Senior 105(55%) 49(26%) 36(19%) 190 (100%)
Freshmen — 91 (48%) 34(18%) 65(34%) 190 (100%)
Sophomore
Total: 196 (52%) 83(22%) 101 (26%) 380 (100%)

Table 8. Likelihood of Features Accessed by Credits Status

9- Survey question (RQ9): How acceptable would it be if your in-home audio, recorded

for voice recognition purposes was accessed by third parties or your smart TV camera

and microphone were used to watch and listen to you?

There was no association between not being acceptable for smart TV features being

misused and students' Credits Status, for both categories. An equal number of both agreed that

it would not be acceptable.

Agree Disagree Maybe Total
N(%o) N(%0) N(%0) N (%)
Junior — Senior 17 (9%) 163(86%) 10(5%) 190 (100%)
Freshmen — 15 (8%) 143(75%) 32(17%) 190 (100%)
Sophomore
Total: 32 (8%) 306(80%) 42(12%) 380 (100%)

Table 9. TV Features Access Acceptable by Credits Status
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10- Survey question (RQ10): In order to have a more secure home environment and
prevent other parties from misusing voice recognition feature, or use smart TV camera

and microphone to watch and listen to you, will you consider disabling those features?

Agree Disagree Maybe Total
N(%o) N(%o) N(%0) N (%)
Junior — Senior 162 (85%) | 15(8%) 13(7%) 190 (100%)
Freshmen — 135(71%) | 13(7%) 42(22%) 190 (100%)
Sophomore
Total: 297(78%) | 28(7%) 55(15%) 380 (100%)

Table 10. Disabling Smart TV Features by Credits Status
There was an association between disabling smart TV Features and students' credits

status (p-value = 5.981e-05). 14% more Junior — Senior agreed to disable the features which

may be used. On the other hand, 14% less Junior — Senior disagreed. Significant difference.

11- Survey question (RQ11): If you want to install third-party apps, would you research
the app to see how safe it is before you install it on your smart TV?

There was an association between researching smart TV apps to see if they are safe
and students’ Credits Status for both categories. 9% more Junior — Senior students agree that
they will research the app while 12% more Freshmen — Sophomore said they might.

Significant difference (p-value = 0.00738).

161



DocuSign Envelope ID: 5E4DFB3B-FC48-428C-BA40-B135882909A3

Agree Maybe Disagree Total
N(%o) N(%0) N(%0) N (%)
Junior — Senior 118(62%) 21(11%) 51(27%) 190 (100%)
Freshmen — 100 (53%) 44(23%) 46(24%) 190 (100%)
Sophomore
Total: 218 (57%) 65(17%) 97 (26%) 380 (100%)

Table 11. Research Smart TV Apps by Credits Status

12- Survey question (RQ12): By allowing new software to be installed on your Smart TV
to enable third-party apps, your TV may become vulnerable to malicious software being
installed. Would you consider refraining from installing third-party apps on your smart
TV?

There was an association between refraining from installing TV apps and STEM/non-
STEM student status for both categories: Freshmen/Sophomore and Junior/Senior Students,
Table 12. 8% more Junior — Senior students agree that they will refrain from installing third-

party apps while 11% more Freshmen — Sophomore said they might (p-value = 0.0386).

Agree Maybe Disagree Total
N(%o) N(%o) N(%) N (%)
Junior — Senior 122(64%) | 34(18%) 34(18%) 190 (100%)
Freshmen — 106(56%) | 55(29%) 29(15%) 190 (100%)
Sophomore
Total: 228 (60%) | 89(23%) 63(17%) 380 (100%)

Table 12. Refrain from Installing TV Apps by Credits Status
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Results from Awareness Towards SMART TV

13- Survey question (RQ13): What is the likelihood of your smart TV manufacturer
collecting data including your viewing history and search patterns from your home
environment?

There was an association between thinking smart TV manufacturers will collect data
from home environments and students by Credits Status 10% more Junior — Senior students
agree that smart TV manufacturers collect data from home environments while 10% more

Freshmen — Sophomore disagree Significant difference. p-value = 0.004648

Agree Disagree Maybe Total
N(%o) N(%0) N(%0) N (%)
Junior — Senior 158(82%) | 9(5%) 25(13%) 190 (100%)
Freshmen — 118 (72%) | 4(2%) 65(26%) 190 (100%)
Sophomore
Total: 276 (73%) | 13(3%) 90(24%) 380 (100%)

Table 13. Likelihood of Data Collected from Smart TV by Credits Status

14- Survey question (RQ14): How likely will data collected from your Smart TV be
combined with data collected from your other 10T devices (smartphone, tablet, laptop)
to create a detailed profile of your habits and interests?

There was an association between the likelihood of smart TV manufacturers will
collect data from 10T devices and create detailed profiles of users and by Credits Status. 16%
more Junior — Senior students agreed while 16% more Freshmen — Sophomore disagreed.

Significant difference. p-value = 0.0005617.
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Agree Maybe Disagree Total
N(%0) N(%0) N(%0) N (%)
Junior — Senior 158(83%) 25(13%) 7 (4%) 190 (100%)
Freshmen — 127 (67%) 53(28%) 10 (5%) 190 (100%)
Sophomore
Total 285 (75%) 78(21%) 17(4%) 380 (100%)

Table 14. Likelihood of Creating Profile from Collected Data by Credits Status

15- Survey question (RQ15): Is collecting data from several sources to create a detailed

profile of you acceptable?

There was no association between being unacceptable to create profiles of users from

smart home and student credit status, for both categories: Freshmen/Sophomore and

Junior/Senior Students. Some slight differences between the two categories.

Agree Maybe Disagree Total
N(%0) N(%o) N(%0) N (%)
Junior — Senior 29 (15%) 49 (26%) 112 (59%) 190 (100%)
Freshmen — 38 (21%) 55(29%) 97 (51%) 190 (100%)
Sophomore
Total: 67 (18%) 104(27%) 209 (55%) 380 (100%)

Table 15. Likelihood of Creating Profile from Collected Data by Credits Status

16- Survey question (RQ16): Is protecting your privacy more important than using

smart TV features?

There was no association between protecting privacy being more important and

students’ credit status for both categories (p-value = 0.04439).
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Agree Maybe Disagree Total
N(%0) N(%0) N(%0) N (%)
Junior — Senior 99 (52%) 32(17%) 59(31%) 190 (100%)
Freshmen — 108 (57%) 38(20%) 44(23%) 190 (100%)
Sophomore
Total: 207 (55%) 70(18%) 103 (27%) 380 (100%)

Table 16. Protecting Privacy is More Important by Credits Status

17- Survey question (RQ17): Did the security/privacy course(s) that you took influence
you to have a more proactive security behavior to protect your privacy?

There was an association about security/privacy course(s) that influenced to have a
more proactive security behavior and students’ Credits Status for both categories:
Freshmen/Sophomore and Junior/Senior Students. 207 students in total (55%) agree that
protecting privacy comes first, with a close percentage between the two categories, 52%

versus 57% (p-value = 1.489e-07).

Agree Maybe Disagree Total
N(%0) N(%0) N(%0) N (%)
Junior — Senior 103(54%) 15(8%) 72(38%) 190 (100%)
Freshmen — 49 (26%) 30(16%) 110(58%) 190 (100%)
Sophomore
Total: 152 (40%) 46(12%) 182 (48%) 380 (100%)

Table 17. Influence Behavior Important by Credits/Class Status

18- Survey question (RQ18): How many security/privacy courses did you take in the
past?
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Out of a total of 380 a total of 149 Students did not take any security courses: 46
Junior — Senior (24%) and 103 Freshmen — Sophomore (54%). The values for both categories
were close for 1-3 courses except for 4 courses, it is 32% for Junior — Senior while 6% for

Freshmen — Sophomore.

0 course | 1course |2 courses 3 courses 4 courses
N (%) N (%) N (%) N (%) N (%)
Junior — Senior 46(24%) | 32(17%) | 32(17%) 19(10%) 61(32%)
Freshmen — 103(54%) | 42(22%) | 25 (13%) 11 (6%) 11(6%)
Sophomore
Total 149(39%) | 74(19%) | 57(15%) 30(8%) 72(19%)

Table 18. Security/Privacy Courses
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STEM CREDITS P-value

Agree Disagree Maybe Agree Disagree Maybe

N(%) N(%) N(%) N(%) N(%) N(%)
R1Q4 122(47%) 59(23%) 59(23%) 46 (38%) 21(17%) 21(17%) 5.48¢e-5
R2Q4 103(54%) 49(26%) 40(21%) 67 (35) 48(25%) 76(40%) 6.791e -5
R1Q5 64(25%) 111(43%) | 83(32%) 25 (20%) 32(26%) 32(26%) 0.0002
R2Q5 52(28%) 61(32%) 77(41%) | 36(19) 87(46%) 67(35%) 0.0009
R2Q8 105(55%) 49(26%) 36(19%) | 91 (48%) 34(18%) 65(34%) 0.0003
R1Q9 21(8%) 219(85%) | 18(7%) 10 (9%) 85(70%) 27(20%) 0.00037
R1Q10 209(81%) 26(10%) 23(9%) 85 (70%) 6(4%) 31(25%) 0.00042
R2Q10 162 (85%) 28(15%) 135(71%) 55(29%) 0.001

R2Q11 | 118(62%) | 21(11%) 51(27%) | 100 (53%) | 44(23%) 46(24%) | 0.007

R2Q12 122(64%) | 34(18%) 34(18%) | 106(56%) | 55(29%) | 29(15%) | 0.03

R1Q13 | 214(83%) | 44(17%) 76 (62%) 46(38%) 7.9¢-06
R2Q13 | 156(82%) | 34(18%) 137 (72%) | 53(28%) 0.02
R1Q14 | 204 (79%) | 10 (4%) 44 (17%) | 82 (67%) 3(3%) 37(30%) | 1.126e-05
R2Q14 | 158(83%) | (0%) 32(17%) | 127 (67%) | 1(1%) 62 (33%) | 0.0009
R1Q15 | 57(22%) 152(59%) | 49(19%) | 12 (10%) 56(46%) | 54(44%) | 0.01504
R1Q16 | 144(56%) | 73(28%) | 41(16%) | 63(52%) 30 (25%) | 29 (24%) | 9.089e-07
R1Q17 | 126(49%) | 104(40%) | 28(11%) | 27(22%) 80 (66%) | 15(12%) | 2.57e-06

R2Q17 | 99(52%) | 32(17%) | 59(31%) | 108 (57%) | 38(20%) | 44(23%) | 0.04

Table 19. Comparison between Research Questions 1 & 2 Results that are Statistically

Significant
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APPENDIX G.

LOGISTIC REGRESSION MODELS

Per the internet, ““ the logistic regression is a statistical approach that is used to analyze
the relationship between a dependent variable and one or more predictors. It is a regression
model that is used when the outcome (dependent variable) is binary. In other words, logistic
regression is used when we want to predict the probability of an event occurring based on
some predictor variables.”

Logistic regression was utilized to identify predictors that played important roles in
affecting students' attitudes, awareness, and knowledge. The different 11 survey questions’
values were changed to binary (0 or 1) to perform logistic regression. Models were created for
the 11 different survey questions in R using the glm function. The threshold for statistical
significance was considered as 0.05. The list of all the models and the output from R are
presented in the Appendix. The predictors were age group (AGeGRoup), creditlb, STEM
status and security courses (SecCourses).

AgeGRoup is the age range of the participating students. This was collected as a
categorical variable in the survey.

AGeGRoupC 1: were students in the 18-21 age group and were assigned a value 1.
Seventy-three percent of the participants were in this age group.

AGeGRoupC 2: were students in the 22-25 age group and were assigned a value of 2.
Thirteen percent of the participant were in this age group
AGeGRoupC 3: were students in the 26-30 age group has value of 3, 4.8% of the participants,

were in this age group
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AGeGRoupC 4: were students in the 31-34 age group and were assigned a value of 4.
Three and half percent of the participants, were in this age group
AGeGRoupC 5: were students in 35+ age group and were assigned a value 5. More than five
percent of the participants were in this age group.

Agergroups 2-5 were combined later for better results as the glm model was not
converging.

Creditlb is the number of credits students have taken at the time of the survey.
Freshman and sophomore categories were combined into one group and were assigned the
value of zero (referent) whereas junior and senior students were combined into another
category and were assigned the value of one. The number of participants in each category was
190 students.

STEM is the STEM status, where STEM students in any of the various majors in
Beacom College, Mathematics or Science. Non-STEM students are all the students who are in
the other majors and their binary value is O (referent). STEM students were almost two-thirds
of Non-STEM. 258 students were STEM students (68%) and 122 were non-STEM students
(32%). The binary value for STEM Students is one in the model.

SecCourses: is the number of security courses that the participating students took:

SecCourses 0: a total of 149, 39% of participating students took zero security courses,

SecCourses 1: a total of 74, 19% of the participants, took one security course,

SecCourses 2: a total of 56, 15%, of the participants, took two security courses,

SecCourses 3: a total of 29, 8% of the participants took three security courses.

SecCourses 4: a total of 72, 19% of the participants, took four or more security

courses.
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The number of courses was categorized as a binary predictor due to converging issues

in the gim.

1-Survey question: What are the chances of your privacy being invaded?

For this question, the potential answers were: it is definite, it is likely, unsure, it is not
likely, and it is not possible. To use the logistic regression model, the answers were made into
binary values. The categories were it is definite, and it is likely were combined into one
category as the event of interest (coded a value=1), and the rest of the choices were combined
into another category (coded a value=0). A logistic regression model was fitted in R with

privqc as the outcome using the glm function. The results of the model are listed in Table 1.

Predictors Odds Ratio (95% CI) P-value
Age Groups
22-25, 26-30, 31-34, 35+ vs 18-21 1.42(0.86- 2.37) 0.1697

Class /Credits

Juniors/Seniors vs. Freshman/Sophomore 1.56 (0.97- 2.51) 0.0656
Major
STEM vs. Non-STEM 1.15 (0.64 - 2.06) 0.6285

Security Courses

1 -4 courses vs. 0 course 1.14 (0.93- 1.39) 0.1970

Table 1. Odds Ratios and 95% CI from the Logistic Regression Results Modelling
Definitely/Likely on Privacy Invasion (privqc)

None of the predictors were statistically significant of the outcome (Table 1). Students
who were in these age groups: 22-25, 26-30, 31-34, 35+ were 1.42 more likely to respond
agree or definitely agree on privacy invasion compared to students who were 18-21 years

(Table 1). Senior and junior students were 1.56 times more likely to agree on privacy invasion
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than freshmen and sophomores. Moreover, students who took 1-4 security courses were 1.14,
more likely to definitely agree/agree on privacy invasion than students who did not take any
security courses. Lastly, STEM students were 1.15, more likely to definitely agree/agree on
privacy invasion than non-STEM students.
2- Survey question: What are the chances of your smart TV being hacked?

For this question, the potential answers were it is definite, it is likely, unsure, it is not
likely, and it is not possible. The categories it is definite, and it is likely were combined into

one category (coded as 1) and the rest of the choices were combined into another category

(coded as 0).

Predictors Odds Ratio (95% CI) P-value
Age Groups

22-25, 26-30, 31-34, 35+ vs. 18-21 0.90 (0.50- 1.59) 0.723

Class /Credits

Juniors/Seniors vs. Freshman/Sophomore 1.49 (0.86- 2.59) 0.160
Major
STEM vs. Non-STEM 0.97 (0.49- 1.89) 0.919

Security Courses

1 -4 courses vs. 0 course 1.14 (0.90 -1.43) 0.245

Table 2. Odds Ratios and 95% CI from the Logistic Regression Results Modelling
Definitely/Likely on Hacking Issues (Hackqc)

None of the predictors were statistically significant of the outcome (Table 2). Seniors
and junior students were 1.49 times more likely to agree on being hacked than freshmen and
sophomores. Furthermore, students who took 1-4 security courses were 1.14 more likely than
students who did not take security courses to indicate that being hacked was definitely likely
and likely.
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3- Survey question: How likely is it that in-home audio, recorded for voice recognition
purposes, or your smart TV camera and microphone will be accessed by third parties such as
TV/Streaming Providers?

The potential answers were extremely likely, likely, not sure, unlikely and extremely
unlikely. Answers from extremely likely and likely were combined into one category (coded

as 1) and the rest of the answers were combined into another category (coded as 0).

Predictors Odds Ratio (95% CI) P-value
Age Groups
22-25, 26-30, 31-34, 35+ vs 18-21 1.28 (0.77- 2.14) 0.34077

Class /Credits

Juniors/Seniors vs. Freshman /Sophomore 0.93 (0.58-1.48) 0.75316
Major
STEM vs. Non-STEM 0.76 (0.41- 1.33) 0.32440

Security Courses

1 -4 courses vs. 0 course 1.35(1.11-1.67) 0.00374**

Table 3. Odds Ratios and 95% CI from the Logistic Regression Results Modelling
Extremely Likely/Likely Mic/Camera Access (camerac)

In multivariable logistic regression where the event of interest was extremely likely or
likely, students who took 1-4 security courses were 1.35 more likely than students who took
no security courses to agree that their smart TV features such as Microphone, Audio and
Camera would be accessed (p-value 0.00374, Table 3). This variable was a statistically
significant predictor of the outcome. In addition, students who took 1-2 courses were 1.57
more likely to indicate that it is extremely likely/likely that their smart TV features would be
accessed than students who took zero security courses. Furthermore, students who were in 22-

25, 26-30, 31-34, 35+ age groups were 1.32 more likely to agree that their smart TV features
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would be accessed than students in the 18-21 age group. However, age was not a statistically
important variable in predicting the outcome.
4- Survey question: How acceptable would it be if your in-home audio, recorded for voice
recognition purposes was accessed by third parties or your smart TV camera and microphone
were used to watch and listen to you?

For this question, the potential answers were completely acceptable, somewhat
acceptable, not sure, unacceptable and completely unacceptable. Answers from completely
acceptable and somewhat acceptable were combined into one category (coded as 1) and the

rest of the choices were combined into another category (coded as 0).

Predictors Odds Ratio (95% CI) P-value
Age Groups
22-25, 26-30, 31-34, 35+ vs 18-21 0.64 (0.331.27) 0.1957

Class /Credits

Juniors/Seniors vs. Freshman/Sophomore 1.69 (0.92- 3.17) 0.0966
Major
STEM vs. Non-STEM 1.60 (0.74- 3.49) 0.2341

Security Courses

1 -4 courses vs. 0 course 1.21 (0.92- 1.63) 0.1829

Table 4. Odds Ratios and 95% CI from the Logistic Regression Results Modelling
Completely Agree/ Somewhat Agree Access Acceptable (accessc)

None of the predictors were statistically significant. STEM students are 1.6 more
likely to respond that it was not acceptable for their smart TV features to be accessed by third
parties to spy on them (Table 4). Likewise, senior, and junior students were 1.69 times more

likely to agree on that as well. Moreover, students who took 1-4 security courses were 1.21
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more likely than students who took no security courses to indicate that they will not accept
that their smart TV features be accessed by their parties.
5- Survey question: In order to have a more secure home environment and prevent other
parties from misusing voice recognition features, or using a smart TV camera and microphone
to watch and listen to you, will you consider disabling those features disablec?

For this question, the potential answers were: definitely would not, might not disable.,
unsure, and might disable. Answers from definitely will disable and “might disable categories
were combined into one category and coded a value of 1 and the rest of the choices were

combined into another category coded a value is zero.

Predictors Odds Ratio (95% CI) P-value
Age Groups
22-25, 26-30, 31-34, 35+ vs 18-21 0.97 (0.51- 1.91) 0.933232

Class /Credits

Juniors/Seniors vs. Freshman/Sophomore 1.92 (1.08- 3.49) 0.028531**
Major
STEM vs. Non-STEM 1.21( 0.59- 2.50) 0.601506

Security Courses

1 -4 courses vs. 0 course 1.18 (0.91- 1.55) 0.230387

Table 5. Odds Ratios and 95% CI from the Logistic Regression Results Modelling
Definitely Will Disable/ Might Disable Features (disablec)

In multivariable analysis where the outcome is disablec class/credit was a statistically
significant predictor of the outcome (Table 5). Seniors and junior students were 1.92 times
more likely than freshmen and sophomores to agree/definitely agree that they will disable the
smart TV feature (p-value =0.028531). Moreover, STEM students were 1.21 more likely to

agree to disable the features than non-STEM students.
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6- Survey question: If you want to install third-party apps, would you research the app to see
how safe it is before you install it on your smart TV?

For this question, the choices were: definitely yes, yes, unsure, no and definitely not.
Answers from definitely yes and yes were combined into one category and were coded as 1

and the rest of the choices were combined into another category and coded as zero.

Predictors Odds Ratio (95% CI) P-value
Age Groups
22-25, 26-30, 31-34, 35+ vs 18-21 0.97 (0.62- 1.74) 0.889

Class /Credits

Juniors/Seniors vs. Freshman/Sophomore 1.92 (0.70- 1.82) 0.611
Major
STEM vs. Non-STEM 1.21 (0.90- 2.91) 0.107

Security Courses

1 -4 courses vs. 0 course 1.18 (0.87- 1.30) 0.564

Table 6. Odds Ratios and 95% CI from the Logistic Regression Results Modelling
Definitely Yes/Yes on Research Apps (rappsc)

In multivariable logistic regression analysis, none of the variables predicted the
outcome rappsc (Table 6). Seniors and junior students were 1.92 times more likely to agree
that they will research smart TV apps before installing them than freshmen and sophomores.
STEMS Students are also 1.21 more likely well than those non-STEM students.

7- Survey question. By allowing new software to be installed on your Smart TV to enable
third-party apps, your TV may become vulnerable to malicious software being installed.

Would you consider refraining from installing third-party apps on your smart TV?
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For this question, the potential answers were definitely yes, yes, unsure, no and
definitely not. Answers from definitely yes and yes were combined into one category (coded

as 1) and the rest of the answers were combined into another category (coded as zero).

Predictors Odds Ratio (95% CI) P-value
Age Groups
22-25, 26-30, 31-34, 35+ vs 18-21 1.07 (0.64- 1.80) 0.798

Class /Credits

Juniors/Seniors vs. Freshman/Sophomore 1.28 (0.80 - 2.06) 0.308
Major
STEM vs. Non-STEM 0.90 (0.50 - 1.62) 0.734

Security Courses

1 -4 courses vs. 0 course 1.08 (0.88- 1.32) 0.480

Table 7. Odds Ratios and 95% CI from the Logistic Regression Results Modelling
Definitely Yes/Yes Refraining Installing Apps (NoAppsc)

In multivariable analysis where the outcome is NoAppsc none of the variables
predicted the outcome (Table 7). Seniors and junior students were 1.28 times more likely to
agree that they will refrain from installing TV apps than freshmen and sophomores.

8- Survey question: What is the likelihood of your smart TV manufacturer collecting data
including your viewing history and search patterns from your home environment?

For this question, the potential answers were: extremely likely, likely, unsure,
unlikely, and extremely unlikely. Answers of extremely likely and likely were combined into
one category (coded as 1) and the remaining answers were combined into another category

(coded as 0).
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Predictors Odds Ratio (95% CI) P-value
Age Groups
22-25, 26-30, 31-34, 35+ vs 18-21 1.26 (0.66 -2.48) 0.487366

Class /Credits

Juniors/Seniors vs. Freshman /Sophomore 1.30 (0.74 - 2.32) 0.366742
Major
STEM vs. Non-STEM 2.86 (11.39- 6.06) 0.005059**

Security Courses

1 -4 courses vs. 0 course 0.98 (0.76- 1.27) 0.858784

Table 8. Odds Ratios and 95% CI from the Logistic Regression Results Modelling
Extremely Likely/Likely on Data Collection (DataCollb)

In multivariable logistic regression, STEM status predicted the outcome (Table 8).
STEM students were 2.86 more likely to respond extremely likely/likely than non-STEM
students that TV manufacturers will be collecting data from their home environment.
Moreover, seniors and junior students were 1.30 times more likely to agree that their data will
be collected than freshmen and sophomores. Moreover, students in the 22-25, 26-30, and 35 +
age groups were 1.26 more likely to agree that TV manufacturers will be collecting data from
their home environment than students in the 18-21 age group.
9- Survey question. How likely will data collected from your Smart be combined with data
collected from your other 10T devices to create a detailed profile of your habits and interests?

For this question, the potential answers were extremely likely, likely, unsure, unlikely,
and extremely unlikely. Answers of extremely likely and likely were combined into one
category and coded as 1 and the rest of the answers were combined into another category and

coded as zero.
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Predictors Odds Ratio (95% CI) P-value
Age Groups
22-25, 26-30, 31-34, 35+ vs 18-21 2.48 (1.24- 5.34) 0.0138**

Class /Credits

Juniors/Seniors vs. Freshman / 1.62 (0.93- 2.84) 0.0896
ophomore

Major

STEM vs. Non-STEM 1.53 (0.77- 3.10) 0.2337

Security Courses

1 -4 courses vs. 0 course 1.09 (0.85-1.42) 0.4931

Table 9. Odds Ratios and 95% CI from the Logistic Regression Results Modelling
Creating Profiles Results (creatpc)

In a multivariable analysis where the outcome was creatpc, age group predicted the
outcome (Table 9). Students who were in the 22-25, 26-30, 31-34, 35+ age groups were 2.48
more likely to agree that their profiles will be created from the different smart TV devices
than students in the 18-21 age group (p-value =0.0138, Table 9). Seniors and junior students
were 1.62 times more likely to agree that their profiles will be created than freshmen and
sophomores. STEM students were 1.53 more likely to agree that their profiles will be created
than non-STEM students. However, major and credits were not statistically important
variables in predicting the outcome.

10- Survey question: Is collecting data from several sources to create a detailed profile of you
acceptable?

The potential answers to this question were: extremely acceptable, acceptable, not sure

unacceptable and extremely unacceptable. Unacceptable and extremely unacceptable were
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combined into one category and were assigned a value of 1 and the rest of the choices were

combined into another category and were assigned a value of zero.

Predictors Odds Ratio (95% CI) P-value
Age Groups
22-25, 26-30, 31-34, 35+ vs 18-21 1.00 (0.60- 1.67) 0.9911

Class /Credits

Juniors/Seniors vs. Freshman/Sophomore 1.12 (0.70- 1.79) 0.6448
Major
STEM vs. Non-STEM 1.00 (0.56 - 1.78) 0.9953

Security Courses

1 -4 courses vs. 0 course 1.19 (0.97- 1.46) 0.0888

Table 10. Odds Ratios and 95% CI from the Logistic Regression Results Modelling
Extremely Acceptable /Acceptable Create Profile Acceptable (profc)

In multivariable analysis where the outcome was profc, none of the variables predicted
the outcome (Table 10). Students who took security classes were 1.19 more likely to agree
that creating their profiles from collected data was not acceptable than those students who
took no security classes. Seniors and junior students were 1.12 times more likely to agree than
freshmen and sophomores that creating their profiles from collected data is not acceptable
than students who took no security classes.

11- Survey question: Did the security/privacy course(s) that you took influence you to have a

more proactive security behavior to protect your privacy?
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Predictors Odds Ratio (95% CI) P-value
Age Groups
22-25, 26-30, 31-34, 35+ vs 18-21 0.97.(049- 1.90) 0.937

Class /Credits

Juniors/Seniors vs. Freshman/Sophomore 1.32 (0.71- 2.44) 0.383
Major
STEM vs. Non-STEM 4.16 (2.19- 7.97) 1.39e-05 **

Security Courses

1 -4 courses vs. 0 course 2.33(1.81- 3.04) 1.14e-10 **

Table 11. Odds Ratios and 95% CI from the Logistic Regression Results Modelling
Courses Influence Behavior (inflc)

In multivariable analysis where the outcome is inflc both STEM status students and
security course were predictors of the outcome (Table 11). STEM students were 4.16 times
more likely to agree that the courses they took influenced their behavior proactively to protect
their privacy. Students who took 1-4 security classes were 2.33 more likely to agree on those
as well than students who did not take any security classes. Seniors and junior students were
1.32 times more likely to agree than freshmen and sophomores that the courses they took

influence their behavior to protect their privacy.
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Question STEM Status | Security Courses | Class Age Groups
Vs Non- (1-4 vs. 0 course) | (Juniors/Seniors 22-25, 26-30, 31-
STEM) Vs. 34, 35+ vs. 18-21

Freshman/Sophomore)***

Mic/Camera 1.35 (0.00374)
Access

(camerac)

Disable 1.92 (0.0285)
Features

(disablec)

Data 2.86 (0.0050)
Collection

(DataCollb)

Creating 2.48 (0.0138)
Profiles

(creatpc)

Influence 4.16 (1.3%- 2.33 (1.14e-10)
Behavior 05)

(inflc)

Table 12. Summary of Statistically Significant Predictors Affecting the Outcomes
Concerning students' attitudes, awareness, and knowledge.

Table 12 presents the odds ratio and the p-value of the statistically significant factors
from all the logistic regression analyses. STEM status and security courses were important
factors in two of the logistic regression models. And both predictors appear to affect students’
behavior. On the other hand, class and age did not play as much as a role. This could be due to
the fact that the majority of the students were in the 18-21 age group. It is recommended that

all students take security courses regardless of their major.
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